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Abstract�

This�thesis�describes�how�information�that�is�subject�to�the�common�law�

duty�of�confidence�can�be�shared�lawfully�in�the�National�Health�Service�

in�Wales.�The�complexities�of�modern�healthcare�and�the�exploitation�of�

data�to�improve�service�provision�necessitate�a�clearer�understanding�of�

the�duty�of�confidence�to�ensure�that�information�is�shared�lawfully.�

Guidance�produced�by�the�health�service�and�professional�bodies�assists�

healthcare�professionals�and�health�service�staą�in�making�decisions�

around�using�information�to�ensure�compliance�with�legal�and�ethical�

frameworks�when�everyday�tasks�are�being�performed.�However,�they�

lack�a�comprehensive�legal�perspective,�potentially�inhibiting�lawful�

information�sharing.�The�Law�Commission�highlighted�that�this�issue�

extends�beyond�the�NHS�to�the�wider�public�service1.�

There�is�an�absence�of�detailed�legal�guidance�that�focuses�on�the�

common�law�duty�of�confidence,�specifically�in�relation�to�the�National�

Health�Service�in�Wales.�There�are�no�texts�that�examine�the�provisions�

under�section�251�of�the�National�Health�Service�Act�2006�to�create�

regulation.�There�are�no�studies�that�explain�how�statutory�functions�can�

confer�powers�to�enable�bodies�to�lawfully�collect�and�use�information�

that�is�subject�to�the�duty�of�confidence.�

Employing�doctrinal�and�empirical�legal�research�methodologies,�this�

thesis�reviews�primary�legal�resources�and�interprets�them�following�

established�legal�research�methods�to�ensure�an�accurate�representation�

of�the�law�without�social�biases.�The�research�aims�to�clarify�

misunderstandings�and�confusions�around�the�duty�of�confidence�and�

will�be�utilised�in�other�work�to�create�a�comprehensive�legal�framework�

for�healthcare�professionals�and�organisations�in�Wales.�

1�See:�The�Law�Commission,�Data�Sharing�between�Public�Bodies:�A�Scoping�Report�(Law�
Com�No�351,�2014),�
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Glossary�of�terms�

Term� Meaning�

Article�(as�a�provision�

in�legislation)�

Used�to�describe�a�provision�in�legislation.�Often�

only�used�where�legislation�refers�to�the�

provisions�contained�therein�as�articles.�

Battery�(tort�of)� Intentionally�and�directly�applying�force�to�

another�person’s�body�without�any�lawful�

justification.�

Causation�(law)� The�need�to�prove�that�certain�actions�caused�

civil�or�criminal�liability.�

Chief�Medical�OĆcer� Senior�government�oĆcial�(including�in�devolved�

administrations,�who�leads�on�matters�of�policy�

and�operational�health�and�social�care.�

Civil�debt� A�financial�sum�that�a�civil�court�has�ruled�is�owed�

by�a�defendant�in�a�case.�

Claimants�(Civil�

litigation)�

A�person�applying�for�any�relief�from�someone�in�a�

civil�court.�Prior�to�1999�the�claimant�was�called�

the�Plaintią.�

Clauses�(law)� Specific�provisions�in�law�or�a�legal�document.�

Code�of�practice�(legal)�Principles�that�set�out�expected�standards�or�

actions�in�relation�to�an�area�defined�in�law.�

Confidee� A�person�who�has�received�or�holds�information�

that�is�subject�to�a�duty�of�confidence.�

Confider� Someone�who�imparts�information�importing�a�

duty�of�confidence�to�another�person.�

Consolidated�

(consolidating�Act)�

An�Act�that�combines�and�replaces�the�remaining�

provisions�of�two�or�more�Acts�of�the�UK�

Parliament,�or�a�devolved�Parliament.�

contractual�provisions� The�legally�enforceable�text�of�a�contract.�

Court�of�Protection� A�specialist�court�that�makes�specific�decisions�on�

cases�relating�to�individuals�who�lack�capacity.�
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Term� Meaning�

Crown�Powers� Powers�exercised�by�the�monarch�or�ministers�on�

behalf�of�the�state�(e.g.�the�Royal�Prerogative)�

Defence�(civil�law)� One�or�more�reasons�that�can�be�used�to�evidence�

the�fact�that�a�particular�set�of�actions�were�not�

unlawful.�(e.g.�not�in�breach�of�confidence).�

Defendant�(Civil)�

Delegated�Legislation�

Devolved�(legislative�

powers)�

An�individual�that�is�the�subject�of�civil�

proceedings.�

Law�created�by�ministers�or�other�bodies�with�the�

statutory�authority�enabling�to�do�so�provided�to�

them�by�Primary�Legislation,�such�as�an�Act�of�

Parliament,�or�an�Act�of�the�Welsh�Parliament.�

Otherwise�referred�to�as�secondary�legislation.�

The�transfer�of�powers�from�one�body�able�to�pass�

legislation�to�another.�For�example,�the�transfer�of�

powers�and�responsibilities�from�central�

government�to�a�nation�or�region�of�the�UK,�or�the�

exercise�of�powers�by�a�devolved�administration�

to�local�government.�

The�responsibility�for�health�and�social�care�was�

devolved�from�central�government�in�Westminster�

to�the�former�National�Assembly�for�Wales,�now�

known�as�the�Welsh�Parliament.�

Devolved�Authority�

(organisational)�

A�public�body�exercising�functions�under�the�

instruction�of�a�devolved�government.�

Devolved�Government�

(UK)�

A�government�in�one�of�the�UK�nations�exercising�

functions�as�the�executive�body�within�a�

legislature�to�which�powers�have�been�devolved.�

Direction�(creating� Directions�that�confer�functions�are�a�type�of�

functions)� delegated�legislation�by�which�a�minister�of�the�

crown�(including�in�devolved�authorities)�can�

formally�create�provisions.�
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Term� Meaning�

Discharge�of�functions� The�performance�of�legal�functions.�

Duty�of�care� A�legal�obligation�owed�by�one�person�to�any�

other�person�that�they�will�not�harm�or�loss�to�

them�due�to�anything�they�do,�or�anything�they�

fail�to�do,�as�a�result�of�their�carelessness.�

Equity� Equity�refers�to�the�principle�of�natural�justice.�It�

is�a�principle�of�law�that�aims�to�ensures�fairness�

and�justice�in�the�way�law�is�applied,�particularly�

where�the�common�law�cannot�resolve�a�dispute�

fairly.�Equity�consists�of�separate�legal�principles,�

but�both�be�applied�to�the�same�situation,�in�the�

same�action.�

If�there�is�a�conflict�between�the�rigid�rules�of�law�

and�what�is�fair,�equity�is�said�to�prevail�

Establishment�Order� The�Statutory�Instrument�by�which�a�public�

authority�can�be�created�pursuant�to�an�Act�of�

parliament.�

Ethical�obligations� Standards�of�morality,�usually�defined�by�

professional�bodies�to�define�appropriate�conduct�

in�the�activities�to�which�they�relate.�

Executive�

(Government)�

The�body�in�government�that�is�responsible�for�

Fraud� To�obtain�benefit�by�a�misrepresentation�

Government� The�government�is�appointed�by�the�most�senior�

minister�in�a�parliament�(e.g.�Prime�Minister,�First�

Minister).�The�most�senior�minister�in�a�parliament�

is�usually�the�leader�of�the�party�that�achieves�the�

most�representatives�in�the�parliament�in�an�

election.�
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Term� Meaning�

Held�(judgement)� Refers�to�the�decision�in�the�case.�The�reason�for�

that�decision�is�known�as�the�ratio�decidendi,�

which�literally�means�‘the�reason�for�deciding’.�

Implied�functions�

(statutory�body)�

Functions�of�a�statutory�body�that�can�be�implied�

from�general�organisational�purposes�or�

responsibilities.�

Implied�statutory�

gateways�(information�

sharing)�

A�provision�in�legislation�that�enables�the�sharing�

of�information�on�the�basis�that�the�sharing�is�

necessary�to�fulfil�any�statutory�function,�

Information�

governance�

A�framework�consisting�of�policy�and�assurance�

that�ensures�that�information�relating�to�

individuals�is�used�and�stored�lawfully�and�

securely�in�line�with�good�practice.�

Injunction�

Intellectual�property�

An�order�from�a�court�that�restrains�a�legal�person�

from�doing�a�particular�act.�(For�example,�from�

disclosing�information�subject�to�the�duty�of�

confidence)�

A�type�of�intangible�property�that�is�the�product�of�

the�thought�processes�of�humans.�Examples�of�

intellectual�property�include�inventions,�diagrams,�

designs,�images,�names,�symbols,�literary�works,�

and�artistic�works.�

J�(Judicial�positions)� Refers�to�the�title�of�the�judge�holding�the�title�

‘Justice’.�For�example,�‘Mr�Justice�Jones’�or�in�

abbreviated�form�Jones�J.�

Judgement�(court)� The�decision�of�a�court.�

Judicial�Precedent� A�doctrine�that�requires�judges�to�follow�the�

decisions�of�cases�in�specified�courts�of�higher�

authority.�
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Term� Meaning�

Judicial�review� The�review�of�the�actions�of�an�administrative�

body�by�a�court.�In�the�event�the�court�has�acted�

ultra�vires�the�court�can�give�a�declaration�of�that�

fact,�impose�an�order,�or�make�an�award�to�any�

party�that�has�been�detrimentally�aąected.�

Law�Commission� A�statutory�independent�body�created�by�the�Law�

Commissions�Act�1965�to�review�elements�of�the�

law�of�England�and�Wales�and�make�

recommendations�to�Parliament.�

Lawful� Acting�in�accordance�with�the�law.�

legal�excuse� Acting�lawfully�because�of�a�legal�defence.�

legal�persons� Any�person�or�body�that�exists�as�a�legal�entity�

and�therefore�is�capable�of�being�sued.�

Legislation� Laws�passed�by�the�legislature,�or�in�the�case�of�

secondary�legislation,�laws�passed�by�virtue�of�

powers�given�to�another�person�(e.g.�a�minister)�

Legislative�

Competence�(Welsh�

Parliament)�

Refers�to�the�extent�of�legal�powers�devolved�to�

the�Welsh�Parliament,�and�the�extent�to�which�

they�can�be�exercised.�Passing�legislation�in�a�

non-devolved�area�of�law�would�be�outside�of�the�

legislative�competence�of�the�Welsh�Parliament�

and�the�legislation�would�be�ultra�vires�and�

therefore�non�eąective.�

M.R.�or�MR� Post�nominal�letters�that�signify�that�the�holder�is�

the�holder�of�oĆce�of�‘The�Keeper�of�the�Master�of�

the�Rolls�and�Records�of�the�Chancery�of�

England’,�or�‘Master�of�the�Rolls’�in�its�commonly�

used�form.�The�holder�is�the�President�of�the�Civil�

Division�of�the�Court�of�Appeal�of�England�and�

Wales�and�Head�of�Civil�Justice�
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Term� Meaning�

Master�of�the�Rolls� The�commonly�used�title�for�the�oĆce�of�the�

Keeper�or�Master�of�the�Rolls�and�Records�of�the�

Chancery�of�England,�known�as�the�Master�of�the�

Rolls,�is�the�President�of�the�Civil�Division�of�the�

Court�of�Appeal�of�England�and�Wales�and�Head�of�

Civil�Justice�

medical�ethics� Standards�of�morality,�defined�by�professional�

bodies�that�determine�what�is�considered�

appropriate�conduct�in�the�provision�of�any�

medical�or�other�services.�It�includes�connected�

activities�such�as�the�undertaking�of�medical�

trials�and�the�use�of�information�for�research.�

Misrepresentation�

(law)�

A�false�statement�of�material�fact�that�influences�

a�decision.�

National�Data�Guardian�A�position�created�in�Statute�under�The�Health�

and�Social�Care�(National�Data�Guardian)�Act�2018�

to�advise�health�and�adult�social�care�bodies�in�

England�on�the�safe�and�ethical�use�of�data.�

Negligence� A�tort�which�occurs�when�a�person�breaches�a�

duty�of�care�that�results�in�damage�or�harm.�

Obiter�Dictum� (Latin)�Meaning�‘other�things�said’.�Referring�to�

things�‘said�in�passing’�that�do�not�relate�to�the�

decision�in�the�case�and�do�not�create�a�judicial�

precedent.�

Obligation�(legal)� An�Act�that�someone�is�required�to�do�by�law�(e.g.�

register�a�birth),�or�a�duty�in�law�that�requires�

people�not�to�do�something�(e.g.�cause�harm�by�

negligence).�

Order�(legislation)� A�Statutory�Instrument�that�usually�
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Term� Meaning�

Paragraph�(number)�(in�

legislation)�

Used�to�denote�specific�provision�in�some�

legislation.�More�commonly�a�point�of�reference�in�

schedules�to�legislation�but�sometimes�used�with�

varying�consistency�in�other�cases.�

Parent�Act� An�Act�that�provides�that�secondary�legislation�to�

be�created�by�a�specific�minister�or�body.�

Plaintią� A�person�applying�for�any�relief�from�someone�in�a�

civil�court�prior�to�1999.�Not�referred�to�as�a�

Claimant.�

Powers�of�Attorney� A�legal�power�that�grants�authority�for�an�

individual�to�act�for�another�person�in�specified�

matters.�

Prima�facie�

Primary�legal�sources�

(Latin)�Meaning�‘at�first�appearance’.�In�law�the�

term�is�often�used�to�describe�something�that�is�

conclusive�on�first�appearances�but�is�not�

necessarily�conclusive.�

Documented�sources�of�law�maintained�by�bodies�

recognised�as�providing�an�authoritative�account�

of�those�sources.�

privity�of�contract�

Provision�(legislation)�

The�principle�that�a�person�who�is�not�party�to�a�

contract�cannot�enforce�its�terms.�

A�general�term�that�refers�to�the�substance�of�any�

text�of�any�legislation.�

Public�authorities� A�publicly�funded�legal�person�that�performs�

duties�set�out�in�Statute,�or�other�activities�

consistent�with�functions�of�national,�devolved�or�

local�government.�

xxviii�



 

 

  

           

       

      

         

       

    

 

         

          

          

         

        

       

         

         

       

   

   

 

       

     

        

        

       

     

     

         

       

     

     

Term� Meaning�

Queens�Council�/�Q.C.� An�award�given�to�exceptional�barristers,�and�

solicitors�(since�1995)�when�serving�under�a�

female�monarch.�The�award�provides�recognition�

of�their�status�as�a�senior�lawyer�given�their�

competence�in�complex�advocacy�cases.�The�title�

is�recognised�in�court.�

All�holders�of�the�title�became�Kings�Counsel�(or�

K.C.)�on�the�death�of�Queen�Elizabeth�the�second.�

Ratio�decidendi� (Latin)�Meaning�‘the�rationale�for�the�decision’.�The�

term�describes�the�reasons�for�the�outcome�of�a�

case.�Where�it�creates�a�judicial�precedent,�the�

ratio�decidendi�is�binding�on�lower�courts.�

Regulation� A�Statutory�Instrument.�The�eąect�of�a�Regulation�

can�be�the�same�as�that�of�any�Statutory�

Instrument.�Regulations�usually�create�new�law�in�

the�area�permitted�

Regulation�(as�a�

provision)�

Used�to�describe�a�provision�in�Regulations�

established�under�Statute,�unless�otherwise�

defined�by�the�more�generic�term�‘article’�therein.�

Repeal� The�act�of�removing�or�cancelling�legal�

instruments,�such�as�Statute�or�any�legal�

instrument�(e.g.�Statutory�Instrument,�Direction�

etc).�Also�known�as�‘Revoking’.�

Revoking�(legislation)� The�act�of�removing�or�cancelling�legal�

instruments,�such�as�Statute�or�any�legal�

instrument�(e.g.�Statutory�Instrument,�Direction�

etc).�Also�known�as�‘Repealing’.�
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Term�

Secondary�Legislation�

Meaning�

Law�created�by�ministers�or�other�bodies�with�the�

statutory�authority�enabling�to�do�so�provided�to�

them�by�Primary�Legislation,�such�as�an�Act�of�

Parliament,�or�an�Act�of�the�Welsh�Parliament.�

Otherwise�referred�to�as�delegated�legislation.�

Set�aside�(an�

obligation)�

Relates�to�the�ability�to�be�able�to�discount�any�

legal�obligation�certain�circumstances�as�

provided�by�law.�The�obligation�is�not�removed.�

Statute� Legislation�passed�by�a�legislature.�

statutory�body� A�legal�body�created�by�Statute�/�legislation.�

statutory�function� Those�functions�to�undertake�certain�tasks�or�to�

have�certain�obligations,�as�conferred�on�a�body�

by�law.�

Statutory�Instrument� Secondary�or�subordinate�legislation�that�can�be�

created�by�Ministers�of�the�UK�Parliament�or�by�

devolved�administrations�or�by�His�Majesty,�with�

the�power�to�do�so�having�been�permitted�by�

primary�legislation.�

statutory�

interpretation�

The�set�of�principles�by�which�judges�interpret�

statutory�provisions.�Some�methodology�is�

derived�from�specific�Statute’s�such�as�the�

Interpretation�Act�1978,�others�by�judicial�

precedent�itself.�

statutory�provision� The�text�that�appears�in�any�law�produced�by�a�

legislative�body.�

Subordinate�

Legislation�

Legislation�such�as�Statutory�Instruments�that�

are�made�by�persons�or�bodies,�with�the�power�to�

do�so�having�been�permitted�by�primary�

legislation.�

Sue�/�Sued� To�instigate�any�legal�proceedings�against�

another�person.�
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Term� Meaning�

Tort� A�wrongful�act,�or�breach�of�a�civil�duty,�other�

than�under�contract.�

Trade�secret� A�type�of�intellectual�property�(IP)�that�has�an�

economic�value�owing�to�the�competitive�

advantage�is�maintains.�A�trade�secret�can�

include�processes,�designs,�patterns,�tools,�

instruments,�working�practices�or�information�

that�is�not�generally�known�and�is�being�protected�

by�the�owner�of�the�secret.�

Ultra�Vires� (Latin)�Meaning�‘beyond�power’.�Used�to�describe�

the�act�of�a�person�acting�outside�of�their�legal�

powers.�Intra�vires�refers�to�a�person�with�acting�

within�their�legal�powers.�

Unbroken�chain�of�

causation�(civil�law)�

A�concept�that�in�order�to�succeed�in�an�action,�

the�cause�and�eąect�of�the�event�undertaken�by�a�

defendant�must�have�caused�the�result�that�any�

claim�is�seeking�to�remedy.�

V.C.�or�VC� Post�nominal�letters�that�signify�that�the�holder�is�

the�holder�of�oĆce�of�Vice�Chancellor.�A�position�

currently�known�as�The�Chancellor�of�the�High�

Court.�The�holder�is�the�President�of�the�Chancery�

Division�of�the�High�Court�and�vice-president�of�

the�Court�of�Protection.�

Vicariously�liable� Where�one�person�is�liable�for�the�acts�of�another�

due�to�a�specific�relationship�(usually�an�

employment�relationship).�

Vice�Chancellor� The�position�currently�known�as�The�Chancellor�of�

the�High�Court.�The�holder�is�the�President�of�the�

Chancery�Division�of�the�High�Court�and�vice-

president�of�the�Court�of�Protection.�

xxxi�



 

 

  

             

         

         

  

             

           

  

         

        

       

        

  

         

       

 

  

Term�

Volenti�non�fit�injuria’�

Meaning�

(Latin)�Meaning�‘to�a�volunteer,�injury�is�not�done’.�

The�maxim�refers�to�the�defence�of�consent,�and�

the�principle�that�if�someone�consents,�there�is�no�

actionable�breach.�

Waive�(duty�of�care)� Where�a�person�relinquishes�their�right�to�sue�a�

person�who�owes�them�a�duty�of�care�in�the�event�

of�harm.�

Welsh�Government� Consisting�of�Welsh�Ministers�and�the�Welsh�

Government�Civil�Service,�it�is�the�executive�body�

in�the�Welsh�Parliament�that�creates�and�

coordinates�policy�and�law�on�behalf�of�a�

legislature.�

Welsh�Ministers� Members�of�the�Welsh�Government,�the�executive�

body�in�the�Welsh�Parliament.�See�‘Government’,�
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Glossary�of�abbreviations�of�law�reports�

Abbreviation� Report�title�

A.C.� Law�Reports,�Appeal�Cases�(Third�Series)�(1891-)�

All�ER� All�England�Law�Reports�(1936-)�

All�ER�(Comm)� All�England�Law�Reports�(Commercial�Cases)�(1998-)�

All�ER�Rep� All�England�Law�Reports�Reprint�(1558-1935)�

BMLR� Butterworths�Medico-Legal�Reports�(1992-)�

Ch� Law�Reports,�Chancery�Division�(3rd�Series)�(1890-)�

Ch.D.� Law�Reports,�Chancery�Division�(2nd�Series)�(1875-1890)�

D� Dunlop’s�Session�Cases�(1838-1862)�

EWCA�civ� Court�of�Appeal�(Civil�Division)�[Neutral�Citation]�(2000-)�

EWHC� England�&�Wales�High�Court�(Administrative�Court)�

[Neutral�Citation]�(2000-2001)�

EWHC�(QB)� England�&�Wales�High�Court�(Queen's�Bench�Division)�

[Neutral�Citation]�(2001-)�

F.S.R.� Fleet�Street�Reports�(1963-)�

Fam� Family�Law�(1971-)�

IP&T�Digest� Intellectual�Property�and�Technology�(Digest)�

K.B.� Law�Reports,�King's�Bench�(1901-1952,�2022-)�

L.D.A.B.� Legal�Decisions�Aąecting�Bankers�(1900-2001)�

L.J.Ch.� Law�Journal�Reports,�Chancery�New�Series�(1831-1946)�

Lloyd's�Rep�Med� Lloyd's�Law�Reports�Medical�(1998-2006)�

Mac.�&�G.25� Macnaghten�&�Gordon's�Chancery�Reports�(1848-1851)�

Q.B� Law�Reports,�Queen's�Bench�(1891-1901,�1952-2022)�

QBD� Law�Reports,�Queen's�Bench�Division�(1875-1890)�

R.P.C.� Reports�of�Patent,�Design�and�Trade�Mark�Cases�(1884-)�

UKHL� United�Kingdom�House�of�Lords�[Neutral�Citation]�

(2000-2009)�

UKIT� UK�Information�Tribunal�(2010-)�

WLR� Weekly�Law�Reports�(1953-)�
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1.1�

1.� The�common�law�duty�of�confidence,�and�the�use�of�

information�in�the�health�service�in�Wales�

Introduction�

‘Confidentiality’�is�a�concept�that�is�embedded�in�healthcare�processes.�

As�a�matter�of�common�knowledge,�with�no�need�for�reference,�it�is�a�

common�assumption�that�medical�professionals�are�subject�to�The�

Hippocratic�Oath.�Attributed�to�the�Greek�physician�Hippocrates,�The�

Hippocratic�Oath�was�written�just�under�2500�years�ago.�The�oath�is�a�

pledge,�by�a�physician,�to�‘Apollo�the�Physician�and�Asclepius�and�Hygieia�

and�Panaceia�and�all�the�gods�and�goddesses�[1]’�to�maintain�a�catalogue�

of�medical�ethics�while�undertaking�their�medical�duties.�Part�of�the�

Hippocratic�Oath�includes�the�statement:�

‘What�I�may�see�or�hear�in�the�course�of�the�treatment�or�even�
outside�of�the�treatment�in�regard�to�the�life�of�men,�which�on�no�
account�one�must�spread�abroad,�I�will�keep�to�myself�holding�such�
things�shameful�to�be�spoken�about�[1].’�

This�position�is�echoed�in�modern�guidance�such�as�the�General�Medical�

Councils�current�guidance�on�Good�Medical�practice�which�states:�

‘You�must�treat�information�about�patients�as�confidential,�
including�after�a�patient�has�died.�[2].’�

An�obligation�of�confidence�exists�in�law�and�furthermore�a�doctor�cannot�

volunteer�information�obtained�“save�in�very�exceptional�circumstances�

[3]”.�The�development�of�the�law�relating�to�confidentiality�is�more�

apparent�in�more�recent�history.�Cases�such�as�Wyatt�v.�Wilson�[4]�in�the�

early�nineteenth�century�are�illustrative�of�the�concept�that�medical�

privacy�in�the�law�[4].�Referring�to�an�etching�made�by�George�III�as�

appeared�in�the�Kings�diary,�Lord�Eldon�stated:�

‘If�one�of�the�late�king's�physicians�had�kept�a�diary�of�what�he�
heard�and�saw,�this�Court�would�not,�in�the�king's�lifetime,�have�
permitted�him�to�print�and�publish�it�[4].’�
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When�reporting�to�Parliament�on�the�Common�Law�duty�of�confidence,�

The�Law�Commission�concluded�[5]�that�the�origins�of�the�current�

common�law�principles�relating�to�the�concept�of�the�duty�of�confidence�

could�be�traced�to�two�cases�in�particular,�these�were,�Prince�Albert�v.�

Strange�[6]�and�Morison�v.�Moat�[7].�

In�Albert�v.�Strange�[6],�Prince�Albert�was�successful�in�obtaining�an�

injunction�for�the�return�of�private�drawings�and�etchings�produced�by�

Queen�Victoria�and�Prince�Albert�and�for�preventing�the�publication�of�a�

catalogue�detailing�them.�

Distinguishing�the�issue�of�the�rights�to�the�property�with�that�of�those�of�

trust,�confidence�or�contract,�Lord�Cottenham,�then�Lord�Chancellor,�

stated�that:�

‘Upon�the�first�question�therefore,�that�of�property,�I�am�clearly�of�
opinion�that�the�exclusive�right�and�interest�of�the�Plaintią�in�the�
composition�or�work�in�question�being�established...�...and�there�
being�no�right�or�interest�whatever�in�the�Defendant,�the�Plaintią�is�
entitled�to�the�injunction�of�this�Court�to�protect�him�against�the�
invasion�of�such�right�and�interest�by�the�Defendant,�which�the�
publication�of�any�catalogue�would�undoubted�be;�but�this�case�by�
no�means�depends�solely�upon�the�question�of�property,�for�a�
breach�of�trust,�confidence,�or�contract,�would�of�itself�entitle�the�
Plaintią�to�an�injunction�[8]’�

In�the�latter�case�of�Morison�v.�Moat�[7],�an�injunction�was�granted�to�stop�

the�defendants,�the�son�of�a�former�partner�in�the�plaintią’s�business,�

producing�and�selling�a�medicine�made�to�a�secret�formula�developed�by�

the�partnership.�The�case�demonstrates�the�wider�set�of�circumstances�

to�which�the�obligation�extended.�

Prior�to�the�creation�of�the�National�Health�Service,�it�could�be�speculated�

that�confidentiality�considerations�were�often�limited�to�the�direct�care�

relationship�and�the�treatment�of�individuals.�There�were�no�national�

bodies�to�manage�the�general�provision�of�healthcare�services.�On�

creation�of�a�national�system,�the�paper�system�could�be�assumed�to�
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have�limitations�in�how�information�could�be�used�for�the�benefit�of�

patients,�with�relevant�information�relating�to�a�patient’s�health�remaining�

in�the�records�of�those�parties�treating�the�patients�with�a�likelihood�that�

they�would�never�be�disclosed�to�anyone�outside�of�their�discipline.�

Digital�technology�however�could�be�assumed�to�have�numerous�benefits�

to�ensure�that�patient�care�is�delivered�safely�and�eĆciently,�with�any�

relevant�information�being�retrievable�wherever�the�person�is�seen.�It�

could�also�be�suggested�that�in�having�easier�ways�of�compiling�digital�

information�for�the�purpose�of�improving�healthcare,�data�can�be�better�

used�to�plan�services�and�to�ensure�they�are�more�eąective.�Particularly�

where�information�is�shared�outside�of�the�healthcare�environment,�the�

understanding�of�the�common�law�duty�of�confidence�could�be�said�to�be�

key.�The�use�of�this�information�must�be�lawful.�If�it�is�not,�it�not�only�

creates�a�potential�for�liability�in�Tort,�but�it�could�breach�the�first�data�

protection�principle�as�relates�to�lawful�processing�[9].�

A�number�of�publications�do�exist�that�define�confidentiality�in�a�

healthcare�setting;�however,�it�is�recognised�that�there�is�a�distinction�

between�what�the�law�says�and�what�good�practice�guidance�says�[10].�

Academics�have�also�recognised�that�there�is�sometimes�conflicting�

advice�between�the�guidance�produced�by�diąerent�professional�bodies�

[10],�with�diąerences�in�approach�often�confusing�those�who�need�to�

apply�the�law�to�scenarios�[11].�This�position�is�not�limited�to�the�few�

academic�papers�that�have�observed�the�issue.�Where�the�UK�

Governments�Department�of�Health�tried�to�uphold�the�principles�of�their�

confidentiality�guidance�in�the�courts,�the�courts�found�that�the�policy�

position�did�not�reflect�the�legal�position.�[12].�To�this�end,�the�author�

assumes�that�the�diąerence�between�the�law�and�the�guidance�is�a�

reflection�of�diąering�ethical�views�on�policy�and�how�individuals�should�

act�in�certain�positions�in�a�health�service,�and�how�these�can�contrast�

with�legal�principles.�
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More�information�relating�to�the�rationale�for�this�thesis�is�described�

below.�

1.2� Purpose�

1.2.1� Aims�and�objectives�

The�aim�of�this�thesis�is�to�set�out�the�elements�of�the�common�law�duty�

of�confidence,�and�specifically�to�examine�when�disclosures�can�be�made�

lawfully�in�various�scenarios�within�the�National�Health�Service�in�Wales.�

In�order�to�deliver�the�aims�of�this�thesis,�the�specific�objectives�of�the�

work�are:�

 To�review�the�relevant�common�law�cases�concerning�the�duty�of�

confidence.�

 To�examine�the�statutory�provisions�that�impact�on�the�common�

law�duty�of�confidence.�

 To�provide�a�detailed�legal�analysis�of�the�operation�of�the�common�

law�duty�of�confidence�as�applies�to�healthcare�in�Wales.�

1.2.2� The�need�for�the�research�

In�delivering�his�judgement�in�Kennedy�v.�The�Charity�Commission�[13],�

Lord�Mance�said:�

‘Information�is�the�key�to�sound�decision-making,�to�accountability�
and�development;�it�underpins�democracy�and�assists�in�
combatting�poverty,�oppression,�corruption,�prejudice�and�
ineĆciency.�Administrators,�judges,�arbitrators,�and�persons�
conducting�inquiries�and�investigations�depend�upon�it;�likewise,�
the�press,�NGOs�and�individuals�concerned�to�report�on�issues�of�
public�interest.�Unwillingness�to�disclose�information�may�arise�
through�habits�of�secrecy�or�reasons�of�self-protection.�But�
information�can�be�genuinely�private,�confidential�or�sensitive,�and�
these�interests�merit�respect�in�their�own�right�and,�in�the�case�of�
those�who�depend�on�information�to�fulfil�their�functions,�because�
this�may�not�otherwise�be�forthcoming�[14].’�
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The�author�of�this�thesis�works�in�a�senior�information�governance�role�in�

Digital�Health�and�Care�Wales.�The�purpose�of�undertaking�the�research�

originated�from�internal�discussions�following�numerous�incidents�where�

there�was�uncertainty�as�to�whether�disclosures�could�be�made�lawfully�

without�being�in�breach�of�confidence.�The�author�can�attest�that�there�

are�often�misconceptions�as�to�what�constitutes�law�and�what�represents�

good�practice�in�certain�situational�scenarios�with�the�result�that�where�

data�can�be�lawfully�shared,�there�is�a�high�degree�of�doubt.�There�are�no�

papers�that�explain�the�extent�of�the�issue,�but�with�the�need�to�exploit�

the�benefits�of�data�in�a�modern�NHS,�there�is�internal�recognition�of�the�

issue.�The�author�can�attest�that�it�is�perceived�from�within�the�service�

that�there�is�often�a�confusion�between�the�professional�obligations�of�

individuals�in�certain�use�cases,�and�organisational�use�of�information�for�

the�operation�of�a�joined-up�health�service.�In�particular,�the�following�is�

observed:�

 As�of�30th�October�2024,�there�are�currently�no�fully�referenced�

academic�texts�that�provide�a�comprehensive�explanation�of�the�

common�law�duty�of�confidence�as�applies�to�the�use�of�

information�in�the�Health�Service�in�Wales,�particularly�in�relation�to�

the�defences�of�consent�or�the�defence�that�a�disclosure�was�made�

in�the�public�interest.�

 There�have�been�no�studies�that�have�looked�at�the�provisions�of�

Section�251�of�the�National�Health�Service�Act�2006�either�before�

the�functions�were�devolved�to�Welsh�Ministers�or�after�functions�

were�devolved�to�Welsh�Ministers�to�explore�what�the�provisions�

say�about�Regulations�that�can�be�established.�

 There�are�no�academic�texts�that�describe�the�full�Health�Service�

(Control�of�Patient�Information)�Regulations�2002�and�describe�

their�general�application�in�relation�to�Wales.�

 There�is�no�specific�legal�text�that�describes�the�formation�of�the�

statutory�bodies�in�Wales,�and�how�data�can�be�disclosed�lawfully�

to�those�bodies�in�line�with�their�statutory�functions.�
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 There�is�no�guidance�nor�any�academic�texts�that�describe�the�

powers�of�Digital�Health�and�Care�Wales,�or�how�it�can�operate�

eĆciently�and�lawfully�as�a�central�digital�function.�

The�issue�of�public�bodies�not�understanding�the�law�is�not�restricted�to�

Wales.�In�October�2014�the�report�‘Data�Sharing�between�Public�Bodies,�A�

Scoping�Report�[15]’�was�laid�before�parliament.�Among�findings,�it�found�

that�many�of�the�issues�in�eąective�data�sharing�in�the�health�sector�in�all�

of�the�UK�countries�were�as�a�result�of�a�misunderstanding�of�the�

common�law�duty�of�confidence�[16].�It�noted�that�much�of�this�confusion�

was�mainly�driven�by�the�approach�to�confidentiality�taken�by�the�health�

professions,�who�impose�specific�approaches�to�confidentiality�that�

extend�beyond�the�scope�of�the�common�law�requirements�[16]�and�

extends�to�professional�duties�subject�to�professional�Regulation�[17],�

This�Ph.D.�has�been�partly�funded�by�Digital�Health�and�Care�Wales,�and�

its�predecessor�organisation�the�former�NHS�Wales�Informatics�Services�

through�the�Wales�Institute�of�Digital�Information�and�the�University�of�

Wales�Trinity�Saint�David�in�a�strategic�alliance.�The�thesis�aims�to�clarify�

the�common�law�duty�of�confidence�as�applies�to�the�use�of�information�

in�the�NHS�in�Wales.�

1.3� Research�and�scope�

1.3.1� Research�questions�

The�title�of�this�thesis�is�as�follows:�

“The�Common�Law�Duty�of�Confidence�and�the�Use�of�Information�

in�Healthcare�in�Wales”.�

This�is�a�broad�title,�but�essentially�can�be�answered�in�the�following�

research�questions:�
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Duty�of�confidence�

 When�is�information�that�relates�to�an�individual�subject�to�the�duty�

of�confidence?�

Defences:�consent�

 What�is�the�definition�of�a�valid�consent,�and�in�what�circumstances�

can�it�be�applied?�

Defences:�public�interest�

 What�is�the�definition�of�a�public�interest�disclosure,�in�what�known�

circumstances�can�it�be�applied?�

Legal�mechanisms�for�sharing�in�the�NHS�

 What�types�of�Regulation�can�be�created�under�Section�251�of�the�

National�Health�Service�Act�2006,�and�how�to�those�provisions�

apply�in�Wales?�

 What�current�Regulations�exist�under�Section�251�of�the�National�

Health�Service�Act�2006,�and�what�do�they�relate�to?�

Statutory�functions,�disclosures�and�use�of�information�

 How�do�the�crown�powers,�ministerial�powers�and�statutory�

functions�enable�organisations�to�have�information�disclosed�to�

them�lawfully?�

 How�are�statutory�bodies�in�NHS�Wales�organised�and�how�can�

statutory�functions�enable�the�lawful�sharing�of�data?�

 What�legal�mechanisms�are�there�to�enable�Welsh�bodies�to�request�

that�NHS�England�undertake�work�to�establish�information�systems�

on�their�behalf?�

Questions�as�relate�to�the�case�study�

 How�was�Digital�Health�and�Care�Wales�Established,�and�how�do�its�

functions�enable�it�to�receive�information�subject�to�the�duty�of�

confidence?�
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 What�disadvantage�does�Digital�Health�and�Care�Wales�have�in�

mandating�the�provision�of�data,�and�what�possible�solutions�may�

be�available�to�the�organisation�in�its�current�form?�

1.3.2� The�scope�of�the�research�

The�thesis�will�explore�specific�areas�of�the�common�law�duty�of�

confidence�in�order�to�define�certain�areas�of�the�law.�It�is�not�the�

intention�to�thoroughly�define�the�law,�and�the�information�is�presented�

with�the�caveat�that�other�areas�of�the�law�will�also�need�to�be�

considered.�

The�scope�and�structure�are�set�out�as�follows:�

 Common�law�duty�of�confidence�

The�scope�of�the�chapter�includes:�

 Defining�the�duty�of�confidence�as�relates�the�confidential�

information�that�relates�to�individuals,�with�references�to�

health�data�where�appropriate.�

 Setting�out�the�elements�as�relate�to�a�potential�breach�of�

confidence�in�the�following�areas:�

 Quality�of�confidence:�To�explain�relevant�factors�that�

are�worthy�of�consideration,�including:�

 The�format�of�information�

 The�eąect�of�trivial�confidences�

 The�eąect�of�information�entering�the�public�domain�

 The�eąect�of�anonymisation�

 The�eąect�of�death�on�confidential�information�

 Such�other�incidental�information�that�is�of�note,�and�

relevant�to�the�subject.�
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 Imparted�in�circumstances�importing�an�obligation�of�

confidence’:�To�explain�when�information�is�imparted�with�

reference�to�the�case�law,�and�the�various�factors,�

including�relationships�as�are�relevant�to�imparting�

information.�

 Breach�of�confidence:�Defining�a�breach�of�confidence�

and�explaining�the�circumstances�by�which�a�breach�of�

confidence�may�arise.�Where�there�are�breaches�of�the�

duty�of�confidence�in�relation�to�personal�information,�an�

explanation�how�this�will�also�result�in�a�breach�of�the�UK�

GDPR.�

 The�impact�on�the�Human�Rights�Act�1998�and�the�action�for�

misuse�of�private�information�as�relates�to�any�information�that�

is�private�but�may�not�be�subject�to�the�duty�of�confidence�is�

not�in�scope�of�this�thesis.�The�broader�implications�of�the�

Human�Rights�Act�1998,�including�case�law,�will�be�made�where�

it�is�relevant�to�areas�of�the�text�of�this�thesis.�

 Defences:�consent�

The�scope�of�the�chapter�includes:�

 Defining�valid�consent�as�set�out�in�general�common�law�

principles,�acknowledging�the�lack�of�case�law�in�relation�to�the�

duty�of�confidence.�

 Setting�out�the�components�for�consent�including:�

 Knowledge:�

 Defining�the�expectation�as�relates�to�knowledge�and�

the�concepts�applied�in�relation�to�any�express�and�

complied�consent.�

 The�concept�of�reasonable�expectations�
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 The�impact�of�a�misrepresentation�on�knowledge.�

 An�overview�of�key�principles�as�relates�to�capacity,�

including�at�high�level,�and�overview�of�the�Mental�

Capacity�Act�2005,�and�the�law�that�creates�

considerations�at�common�law�in�relation�to�adults�

and�children.�

 It�is�not�intended�to�provide�a�detailed�commentary�

beyond�the�eąect�of�the�Mental�Capacity�Act�2005�

on�capacity�as�this�is�a�developed�area.�Discussions�

on�the�Power�of�Attorney�and�the�operation�of�the�

Court�of�Protection�are�for�this�reason�also�out�of�

scope�of�this�thesis.�

 Freely�given�consent:�

 Defining�freely�given�consent�

 Describing�how�relationships�can�aąect�freely�given�

consent�

 Explaining�the�eąect�of�undue�influence�on�whether�

consent�has�been�freely�given�

 Signifying�consent:�

 Demonstrating�the�ways�consent�can�be�signified.�

 To�explain�the�relevance�of�consent�at�common�law,�and�how�

the�two�regimes�operate�in�practice.�

 Defences:�public�interest�

The�scope�of�the�chapter�includes:�

 To�define�what�is�meant�by�a�public�interest�disclosure.�

 To�illustrate�where�public�interest�defences�have�been�applied.�

 To�set�out�the�basic�principle�of�the�public�interest�test�

 To�explain�the�relevance�of�the�timing�of�a�disclosure�and�the�

parties�to�that�disclosure.�
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 Setting�out�how�the�public�interest�test�applies�in�the�public�

sector,�

 Explaining�why�the�public�interest�test�is�relevant�to�any�

request�for�information�under�the�Freedom�of�Information�Act�

2000.�

 The�two�areas�of�public�interest�defence�that�relate�to�the�

administration�of�justice�and�national�security�are�not�in�the�

scope�of�this�thesis.�

 Defences:�lawful�Disclosures�–�disclosures�permitted�or�

required�by�Statute�

The�scope�of�the�chapter�includes:�

 Defining�the�purpose�of�Section�251�of�the�National�Health�

Service�Act�2006.�

 Explaining�the�provisions�that�devolve�functions�to�the�Welsh�

Ministers.�

 Explaining�the�powers�conferred�by�the�Act.�

 Describing�current�Regulation�under�the�Act,�and�in�particular:�

 The�scope�of�the�Regulations�

 The�eąect�on�the�common�law�duty�of�confidence�

 A�high-level�description�of�the�operation�and�eąect�of�

Regulation�2�as�relates�to�collections�of�information�as�

relates�to�neoplasia,�

 A�high-level�description�of�the�law�and�eąect�of�

Regulation�3�as�relates�to�communicable�diseases�and�

other�risks�to�public�health,�with�a�high-level�overview�of�

their�use,�considering�the�provisions�contained�in�the�

Regulation,�and�the�eąect�of�a�notice�to�process�

information.�

 An�outline�of�the�purpose�of�Regulation�5,�and�how�it�

operates.�As�a�well-known�mechanism�for�setting�aside�

the�duty�of�confidence,�the�operation�of�Regulation�5�and�
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associated�provisions�are�outside�of�the�scope�of�this�

thesis.�

 Lawful�disclosures:�statutory�functions�

The�scope�of�the�chapter�includes:�

 Describing�the�types�of�statutory�gateway�that�may�exist�that�

enable�confidential�information�to�be�acquired�or�disclosed�in�

certain�circumstances.�

 Explaining�other�gateways�that�may�be�available�that�derive�

from�government,�but�only�to�the�extent�as�to�explain�their�

existence.�

 Describing�how�the�statutory�bodies�in�Wales�were�formed�and�

are�organised�at�a�high�level.�The�specific�functions�of�Health�

Boards�and�NHS�Trusts�in�Wales,�or�the�Functions�of�Health�

Education�Improvement�Wales,�are�not�considered.�

 Describing�The�Welsh�Ministers�powers�to�direct�NHS�

organisations�and�in�particular:�

 The�statutory�provisions�that�relate�to�specific�directions�

 The�format�of�directions�

 The�amendment�or�revocation�of�directions�

 Explaining�how�information�can�be�lawfully�disclosed�to�NHS�

England�where�they�receive�a�request�to�create�an�information�

system�on�behalf�of�any�other�person,�including�where�that�

‘other�person’�is�a�part�of�the�NHS�in�Wales.�

 Highlighting�the�impact�of�the�Human�Rights�Act�1998�on�

statutory�functions�of�a�public�authority.�

 Central�digital�functions�in�Wales:�a�case�study�

The�scope�of�the�chapter�includes:�

 Explaining�how�Digital�Health�and�Care�Wales:�

 Is�established�in�law�
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 Its�functions�and�directions�as�apply�to�the�use�of�

information�subject�to�the�duty�of�confidence.�

 The�role�of�Digital�Health�and�Care�Wales�

 How�its�functions�enable�it�to�have�data�disclosed�to�it�

lawfully�despite�the�duty�of�confidence�

 DiĆculties�with�the�established�model�in�comparison�with�

the�powers�enjoyed�by�NHS�England,�and�potential�

solutions�that�could�be�applied�with�Digital�Health�Wales�

existing�in�its�current�form.�

While�incidental�reference�to�the�UK�GDPR�will�be�used�to�illustrate�how�

the�common�law�duty�of�confidence�and�the�UK�GDPR�interact.�A�

comprehensive�description�of�provisions�in�the�UK�GDPR�is�outside�of�the�

scope�of�this�thesis.�Where�personal�data�is�processed,�it�is�important�to�

caveat�that�further�UK�GDPR�considerations�may�apply�based�on�the�

circumstances.�

1.4� Research�strategy�

1.4.1� Research�methodology�

As�this�research�is�centred�around�researching�the�law,�and�is�not�

specifically�interested�in�ethical�opinions,�good�practice�guidance,�or�

opinions�as�to�what�the�law�relating�to�confidentiality�should�be,�this�

thesis�uses�a�combination�of�doctrinal�methodology�and�empirical�

methodology�to�review�the�law.�

The�doctrinal�methodology�is�interested�in�the�law�as�it�presents�itself�

and�is�not�biased�on�sociolegal�views�such�as�ethics�as�may�apply�in�

certain�scenarios.�In�connection�with�this�approach,�professional�

guidance�is�out�of�scope�of�this�thesis.�This�traditional�‘black�letter’�

approach�will�enable�sources�of�law�to�be�researched�and�then�presented�
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1.5�

in�an�organised�for�that�sets�out�the�legal�rules.�Research�in�this�manner�

is�a�core�element�of�legal�training.�

The�empirical�element�to�the�research�will�be�qualitative�legal�research.�

This�will�be�limited�to�establishing�the�legal�rules�from�texts�of�cases�and�

other�documents�as�relate�to�the�subject�in�hand.�

The�research�does�not�seek�to�undertake�a�sociological�study�of�the�law�or�

incorporate�any�views�that�fall�outside�of�the�legal�principles�of�the�duty�

of�confidence.�The�thesis�itself�forms�a�review�of�the�literature�by�

definition�of�its�construction�and�approach.�

1.4.2� Approach�to�reviewing�the�literature�

Given�the�research�methodology�and�the�intention�to�review�primary�legal�

sources,�these�resources�will�be�reviewed�in�a�manner�which�is�consistent�

with�legal�research.�The�sources�researched�have�been�retrieved�using�

standard�legal�research�methods,�including�databases�such�a�s�

LexisNexis�and�Westlaw.�

1.4.3� Research�limitations�

As�with�any�legal�research,�the�answer�to�the�research�question�is�limited�

to�the�case�law�that�can�be�identified�and�accessed.�

Contribution�to�knowledge�

As�discussed�in�this�chapter,�information�sharing�causes�many�issues,�

due�to�uncertainty�around�whether�that�sharing�is�lawful�at�common�law.�

Confidentiality�guidance�can�be�inconsistent�as�it�relies�on�ethical�

principles�and�policy�positions�that�do�not�reflect�the�law.�
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Given�a�clear�remit�of�clarifying�the�specific�common�law�principles,�this�

thesis�creates�a�new�and�substantial�body�of�knowledge�through�original�

research�of�primary�legal�sources.�The�thesis:�

 Provides�a�basic�set�of�principles�relevant�to�the�NHS,�that�will�

contribute�to�a�better�understanding�as�to�whether�information�is�

confidential.�

 Provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�defence�of�

consent�as�relates�to�the�duty�of�confidence�in�the�healthcare�

context.�

 Provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�public�

interest�defence�as�relates�to�the�duty�of�confidence�in�the�

healthcare�context.�

 Represents�the�first�comprehensive�academic�text�of�the�powers�to�

the�Secretary�of�State�for�Health�in�England�and�the�Welsh�

Ministers�under�section�251�of�the�National�Health�Services�Wales�

Act�2006.�The�Chapter�also�describes�the�regulations�currently�in�

force.�

 Provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�public�law,�

and�how�this�enables�data�to�be�shared�or�obtained�lawfully�where�

there�is�a�duty�of�confidence.�The�chapter�also�represents�the�first�

comprehensive�academic�text�of�the�basic�statutory�functions�in�

place�in�NHS�Wales�and�how�these�can�enable�data�to�be�shared�or�

obtained�lawfully�by�NHS�statutory�bodies�where�there�is�a�duty�of�

confidence.�

 Represents�the�first�comprehensive�academic�text�of�the�powers�of�

Digital�Health�and�Care�Wales�and�how�data�can�be�lawfully�used�in�

line�with�those�powers.�
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The�research�will�be�used�to�create�guidance�for�information�governance,�

and�other�leads�in�Wales.�Most�of�this�guidance�will�be�created�after�this�

thesis�has�been�submitted.�Such�guidance�will�be�subject�to�consultation.�

1.6� Generic�information�

1.6.1� Gender�and�numbers�in�the�law�

Modern�usage�of�language�is�sensitive�to�gender�and�linguistic�

preferences�in�pronouns�and�explanation.�The�law�and�legal�frameworks�

retain�the�generic�use�of�"he"�for�most�situations,�although�occasionally,�

“she”�is�used.�Section�6�of�the�Interpretation�Act�1978�provides�that:�

‘In�any�Act,�unless�the�contrary�intention�appears:�

(a)�Words�importing�the�masculine�gender�include�the�feminine.�
(b)�Words�importing�the�feminine�gender�include�the�masculine.�
(c)�Words�in�the�singular�include�the�plural�and�words�in�the�plural�
include�the�singular�[18].’�

In�order�actively�to�quote�the�law�as�stated,�the�transcriptions�in�this�

thesis�retain�the�gender�provided�by�the�published�edition,�which�will�

apply�to�both�genders�unless�the�contrary�is�stated.�

1.6.2� Time�horizon�

The�case�law�was�collected�at�multiple�points�in�time,�however�a�search�

for�any�updates�to�case�law�in�the�form�of�new�cases�was�conducted�on�

the�30th�of�October�2024.�Practical�constraints�in�any�legal�research�will�

exist�in�ensuring�the�law�will�be�as�up�to�date�as�there�will�always�be�a�

delay�in�the�publication�of�the�law�reports,�and�over�time�the�study�would�

in�itself�need�to�be�updated.�The�law�is�therefore�stated�as�correct�as�of�

30th�October�2024.�
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2.1�

2.� The�duty�of�confidence�

Introduction�

In�variety�of�situations�in�life,�members�of�the�public�will�be�assured�that�

their�information�will�be�treated�confidentially.�To�many�it�could�be�the�

case�that�they�assume�that�any�information�they�provide�to�an�

organisation�is�confidential�and�will�not�be�passed�on�to�third�parties�or�

used�for�any�other�purpose.�It�is�not�the�purpose�of�this�study�to�establish�

what�people�think�this�refers�to,�but�it�could�be�suggested�that�many�

people�would�be�of�the�view�that�this�means�that�any�information�

provided�to�an�individual�will�not�be�passed�on�to�another�individual�

without�their�consent.�In�such�circumstances,�confidentiality�would�be�

more�accurately�described�as�something�that�relates�to�ethics�or�

information�security.�

Where�information�relates�to�individuals�many�people�will�be�familiar�with�

the�term�‘data�protection’�if�not�the�legislation�itself.�It�could�be�said�that�

the�discussions�that�took�place�prior�to�the�commencement�of�the�

General�Data�Protection�Regulation�[19]�and�Data�Protection�Act�2018�

[20]�brought�data�protection�back�into�the�media�spotlight,�and�to�many�

this�may�assure�them�that�their�information�will�be�kept�safe�and�secure,�

and�they�will�have�a�route�of�complaint�in�the�event�that�anyone�loses�or�

misuses�their�data.�

The�common�law�duty�of�confidence�however�is�not�solely�concerned�with�

personal�information,�and�what�is�actually�confidential�at�common�law�

does�not�necessarily�correlate�to�what�is�considered�special�category�

data�within�the�meaning�of�the�UK�General�Data�Protection�Regulation�

[21]�or�the�Data�Protection�Act�2018�[20].�For�example,�a�trade�secret�as�

falls�within�the�scope�of�the�common�law�duty�of�confidence�[22]�is�not�

personal�data�within�the�meaning�of�the�UK�General�Data�Protection�

Regulation�[23]�which�provides�that:�
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‘personal�data’�means�any�information�relating�to�an�identified�or�
identifiable�natural�person�(‘data�subject’);�an�identifiable�natural�
person�is�one�who�can�be�identified,�directly�or�indirectly,�in�
particular�by�reference�to�an�identifier�such�as�a�name,�an�
identification�number,�location�data,�an�online�identifier�or�to�one�or�
more�factors�specific�to�the�physical,�physiological,�genetic,�
mental,�economic,�cultural�or�social�identity�of�that�natural�person�
[23]’�

It�is�true�that�where�data�is�unlawfully�processed�at�common�law,�and�

that�data�consists�of�personal�data�within�the�meaning�of�the�UK�General�

Data�Protection�Regulation�[24]�that�this�may�breach�the�first�data�

protection�principle�which�provides�that:�

‘Personal�data�shall�be:�

processed�lawfully,�fairly�and�in�a�transparent�manner�in�relation�to�
the�data�subject�(‘lawfulness,�fairness�and�transparency’)�[9]’.�

The�requirements�of�article�6�with�regard�lawfulness�of�processing,�and�

the�exceptions�to�the�prohibition�on�disclosing�special�category�data�

contained�in�Article�9�of�the�GDPR�are�not�within�the�scope�of�this�

research.�

With�the�UK�GDPR�however,�a�data�subject�has�a�right�to�complain�to�the�

Information�Commissioner�if�they�suspect�a�breach�[25].�With�regards�to�a�

breach�of�the�common�law�duty�of�confidence,�however,�there�is�no�single�

body�to�which�you�can�complain.�Instead,�the�courts�provide�remedies�to�

breaches,�such�as�injunctions�that�stop�confidential�information�being�

disclosed,�or�damages�to�compensate�any�loss,�harm�or�embarrassment�

that�a�disclosure�has�caused.�It�is�not�proposed�to�discuss�the�remedies�in�

any�level�of�detail�as�part�of�this�study.�The�emphasis�will�be�placed�on�the�

law�and�disclosure�mechanisms�that�may�be�available�where�confidential�

information�is�to�be�disclosed.�

In�the�role�of�the�information�governance�professional�working�in�the�

National�Health�Service,�given�the�nature�of�the�business�of�the�service,�

they�will�need�to�consistently�be�aware�that�certain�types�of�information�

18�



 

 

             

            

              

        

 

      

 

       

           

            

           

           

          

          

           

        

  

 

           

           

            

         

            

            

         

            

           

          

     

 

             

           

           

            

2.2�

will�be�subject�to�the�protection�of�the�common�law�duty�of�confidence.�

To�ignore�the�fact�that�information�is�confidential�may�mean�that�the�

disclosure�is�unlawful�at�common�law,�and�in�the�case�of�personal�data,�it�

could�also�breach�the�first�data�protection�principle.�

Rationale�for�establishing�confidentiality�

Healthcare�professionals�have�robust�good�practice�documentation�

issued�to�them�by�their�professional�bodies�and�regulating�bodies�to�

assist�them�on�complying�with�their�legal�and�ethical�obligations,�as�well�

as�ensuring�that�they�meet�the�professional�standards�expected�of�them.�

For�example,�the�British�Medical�Association�as�a�trade�union�and�

professional�body�for�doctors�and�medical�students�has�published�an�

‘Ethics�Toolkit�on�Confidentiality’�[26].�The�General�Medical�Council,�the�

independent�regulator�for�doctors�in�the�UK,�published�its�good�practice�

guidance�entitled�‘Confidentiality:�good�practice�in�handling�patient�

information’�[27].�

Outside�of�the�direct�care�relationship,�organisations�need�to�obtain�and�

disseminate�information�from�time�to�time,�and�for�this�purpose,�where�

information�is�confidential,�it�is�necessary�to�establish�a�lawful�reason�to�

disclose�that�information.�Where�information�is�not�confidential,�even�

where�it�is�identifiable,�the�common�law�duty�of�confidence�is�not�

engaged.�Whether�or�not�that�disclosure�is�ethical,�or�whether�any�other�

legislative�requirements,�such�as�the�UK�General�Data�Protection�

Regulation�apply�is�a�separate�consideration.�As�a�starting�point�it�is�

useful�therefore�to�define�confidential�information�that�is�be�subject�to�

the�common�law�duty�of�confidence,�and�those�circumstances�where�

information�ceases�to�be�confidential.�

This�chapter�takes�a�broad�approach�to�the�topic,�as�the�source�of�

information�will�be�relevant�to�any�disclosure�further�down�the�line.�

Further�chapters�will�concentrate�more�specifically�on�how�data�that�is�

subject�to�the�common�law�duty�of�confidence�can�be�disclosed�lawfully.�
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2.3� The�importance�of�maintaining�confidentiality�

If�any�information�is�subject�to�the�duty�of�confidence,�it�is�important�to�

ensure�that�it�remains�so,�and�no�unlawful�disclosures�are�made.�The�

importance�of�maintaining�this�duty�was�summarised�very�concisely�by�

Lord�Bingham�in�the�Court�of�Appeal�in�A.G.�v.�Guardian�Newspapers�

[1988]�[28],�where�he�stated:�

‘It�is�a�well-settled�principle�of�law�that�where�one�party�(the�
confidant)�acquires�confidential�information�from�or�during�his�
service�with,�or�by�virtue�of�his�relationship�with,�another�(the�
confider),�in�circumstances�importing�a�duty�of�confidence,�the�
confidant�is�not�ordinarily�at�liberty�to�divulge�that�information�to�a�
third�party�without�the�consent�or�against�the�wishes�of�the�
confider.�The�essence�of�the�confidant's�duty�is�to�preserve�the�
confidentiality�of�the�confider's�information�[28].’�

In�addition�to�being�a�breach�of�the�common�law,�as�mentioned�above,�an�

if�the�common�law�duty�of�confidence�is�breached,�this�will�breach�the�

first�data�protection�principle�in�the�UK�GDPR�[9].�

2.4� What�is�subject�to�the�duty�of�confidence?�

As�outlined�at�the�start�of�the�chapter,�the�‘confidential’�is�a�commonly�

used�term�and�in�many�circumstances�reassures�that�information�is�going�

to�be�kept�safe�and�secure,�regardless�of�whether�it�is�actually�subject�to�

the�common�law�duty�of�confidence.�

Even�legislation�sometimes�uses�the�term�‘Confidential’�to�refer�to�

information�that�is�not�subject�to�the�duty�of�confidence,�and�it�could�be�

suggested�that�this�could�be�confusing�to�some�people.�For�example,�

Section�256(1)�of�the�Health�and�Social�Care�Act�2012�has�the�title�

‘Requests�for�collection�under�section�255:�confidential�information’.�It�

then�defines�a�process�known�as�a�‘confidential�collection�request�as�

being:�
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‘….a�request�for�NHS�England�to�establish�and�operate�a�system�for�
the�collection�of�information�which�is�in�a�form�which—�

(a)identifies�any�individual�to�whom�the�information�relates�who�is�
not�an�individual�who�provides�health�care�or�adult�social�care,�or�
(b)enables�the�identity�of�such�an�individual�to�be�ascertained�[29]’.�

The�provision,�in�theory,�includes�any�information.�

While�the�general�principals�of�what�constitutes�the�confidential�

information�of�patients�in�a�health�environment�could�appear�well�

established,�in�order�to�ensure�legal�compliance,�it�is�necessary�to�look�at�

the�common�law.�

The�case�of�Coco�v.�A.N.�Clark�(Engineers)�Limited�[22]�remains�significant�

in�explaining�the�features�of�information�that�is�subject�to�the�duty�of�

confidence,�in�order�for�it�to�be�defined�with�more�certainty.�The�case�

related�to�a�trade�secret,�the�design�of�a�moped�engine.�In�assessing�

whether�the�designs�of�the�engine�were�subject�to�the�duty�of�

confidence,�Megarry�J�stated:�

‘In�my�judgment,�three�elements�are�normally�required�if,�apart�
from�contract,�a�case�of�breach�of�confidence�is�to�succeed.�First,�
the�information�itself,�in�the�words�of�Lord�Greene,�M.R.�in�the�
Saltman�case�on�page�215,�must�“have�the�necessary�quality�of�
confidence�about�it”.�Secondly,�that�information�must�have�been�
imparted�in�circumstances�importing�an�obligation�of�confidence.�
Thirdly,�there�must�be�an�unauthorised�use�of�that�information�to�
the�detriment�of�the�party�communicating�it�[22]’.�

Or�to�put�more�concisely,�to�be�confidential�information:�

1.�must�have�the�“necessary�quality�of�confidence�about�it�[22]”�

2.�have�been�“imparted�in�circumstances�importing�an�obligation�of�

confidence�[22]”;�and�

3.�there�must�be�an�unauthorised�use�of�that�information�to�the�

detriment�of�the�party�communicating�it�[22].�

The�following�paragraphs�explore�these�principles�in�some�detail.�
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2.5� The�quality�of�confidence�

2.5.1� Definition�

If�information�is�to�be�considered�confidential,�the�information�“must�have�

the�necessary�quality�of�confidence�about�it�[30]”.�

This�relates�to�the�information�itself,�and�whether�the�information�is�of�

the�type�in�question,�although�there�could�be�overlap�with�how�the�

information�was�‘imparted’�in�order�to�come�to�the�conclusion�as�

described�below.�

2.5.2� The�general�rule�

In�general,�information�as�relates�to�an�individual’s�health�will�usually�be�

confidential.�This�in�itself�will�usually�be�enough�to�demonstrate�that�

information�has�the�quality�of�confidence.�In�Venables�and�another�v.�

Mirror�Group�Newspapers,�Dame�Elizabeth�Butler-Sloss�summed�this�up�

quite�concisely:�

‘All�information�about�the�claimants,�whether�during�their�
detention�or�at�any�other�time,�whether�by�records�or�otherwise,�
which�relates�to�their�medical,�psychological,�or�therapeutic�care�is,�
in�principle,�confidential.�That�confidentiality�would,�in�my�view,�
extend�to�art,�or�any�other�form�of�therapy,�and�to�all�those�taking�
part�in�group�therapy,�and�not�only�the�therapist�[31].’�

The�overlap�between�the�first�principle�with�regard�having�the�quality�of�

confidence,�and�the�second�principle�with�regard�being�imparted�in�

circumstances�importing�a�quality�of�confidence�is�clear�in�these�

circumstances.�
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2.5.3� The�format�of�the�information�

It�is�clear�that�information�may�have�the�quality�of�confidence�regardless�

of�the�format�it�exists�in.�

2.5.3.1� Information�conveyed�verbally�

Information�that�is�conveyed�by�word�of�mouth�can�still�have�the�quality�

of�confidence.�In�Seager�v.�Copydex�Ltd.�[32]�the�verbal�descriptions�of�an�

invention�that�accompanied�rough�sketches�were�found�to�have�the�

quality�of�confidence.�In�a�healthcare�setting�therefore,�it�is�clear�that�

symptomatic�information�relayed�by�patients,�the�diagnosis�by�a�health�

professional,�discussions�in�multi-disciplinary�teams�meetings,�or�any�

other�information�that�may�be�conveyed�in�discussions�by�healthcare�

professionals�is�capable�of�having�the�quality�of�confidence,�and�this�need�

not�rely�on�any�tangible�information�stored�elsewhere,�such�as�

recordings,�health�records,�scans,�photographs�or�the�like�that�may�exist.�

It�follows�that�repeating�information�overheard�or�conveyed�directly�by�

word�of�mouth�without�a�legitimate�reason�to�do�so�could�be�in�breach�of�

confidence.�

2.5.3.2� Records,�etchings,�sounds�and�recordings�

Information�stored�in�a�more�permanent�form�the�impact�of�a�disclosure�

of�the�information�has�a�higher�impact�than�information�passed�by�word�

of�mouth�[33].�The�headings�below�provide�an�illustration�that�the�format�

in�which�physical�information�is�held�is�not�a�dependency�when�

determining�whether�the�quality�of�confidence�exists.�

Photographs�and�audio�and�video�recordings�

Photographs,�audio�and�video�recordings�containing�information�that�has�

the�quality�of�confidence�can,�by�their�very�nature,�be�seen�to�be�more�
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acutely�sensitive�in�circumstances�where�these�go�beyond�just�providing�

an�account�of�the�confidential�information�[33].�

According�to�Waller�LJ�in�D�v.�L�[34]:�

‘Just�as�a�photograph�can�make�a�greater�impact�than�an�account�
of�the�matter�depicted�by�that�photograph,�so�the�recorded�details�
of�the�very�words�of�a�private�conversation�can�make�more�impact,�
and�cause�greater�embarrassment�and�distress,�than�a�mere�
account�of�the�conversation�in�question.�[33]’�

While�there�is�not�much�case�law�that�discusses�the�sensitivity�of�the�

various�methods,�it�could�be�suggested�that�the�sensitivity�of�the�

photograph,�audio�or�video�recording�will�depend�on�what�they�portray,�

and�the�circumstances�to�which�they�relate.�For�example,�an�audio�

recording�of�the�call�to�a�GP�surgery�to�book�an�appointment�may�not�

contain�any�confidential�information,�but�it�is�inevitable�that�a�recording�

of�a�consultation�will.�Recordings�of�full�consultations�will�inevitably�

include�information�in�the�patient’s�own�words�together�with�any�

diagnosis�or�treatment�provided�at�the�consultation.�Other�information�

confidential�information�may�be�provided�that�is�not�relevant�to�the�

consultation�that�will�not�appear�in�the�patient�record�but�is�nevertheless�

confidential.�

Likewise,�a�photograph�of�a�member�of�the�public�on�a�general�NHS�site�

that�exhibits�no�indication�of�any�condition�or�illness,�whereas�a�

photograph�of�any�individual�leaving�a�cancer�clinic,�or�drug�rehabilitation�

clinic�could�be�confidential.�The�latter�example�was�exhibited�in�the�case�

of�Campell�v.�Mirror�Group�Newspapers�[35],�where�the�Mirror�newspaper�

published�an�article�with�the�headline�‘Naomi:�I�am�a�drug�addict’�

accompanied�by�a�photograph�of�the�fashion�model�Naomi�Campbell�

outside�a�drug�rehabilitation�clinic�over�the�caption�'Therapy:�Naomi�

outside�meeting'.�It�was�noted�that�while�the�venue�was�not�named�

specifically,�anyone�was�familiar�with�the�area�would�have�recognised�the�

location�of�the�meeting�[36].�
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Given�the�above�information,�identifiable�images�such�of�those�images�

providing�the�name�of�the�patient,�particularly�that�display�bones,�body�

parts,�or�symptoms�of�medical�conditions�would�be�particularly�sensitive.�

This�could�relate�to�x-rays,�photographs�of�injuries,�scans�and�screening�

images.�

There�is�even�less�guidance�in�the�case�law�as�to�video�recordings.�It�

could�be�suggested�however,�where�a�video�recording�exists�it�could�be�

suggested�that�there�would�usually�be�an�elevated�quality�of�confidence�

where�this�accompanied�by�video.�It�could�further�be�suggested�that�such�

information�is�much�more�sensitive�than�photographs�or�videos�alone.�

Nevertheless,�all�could�have�the�characteristics�of�information�that�

possesses�the�quality�of�confidence,�and�these�factors�may�be�of�more�

use�when�assessing�the�harm�suąered.�

Health�records�and�medical�reports�

More�obviously,�health�records�have�the�quality�of�confidence.�The�same�

applied�to�opinions�in�a�medical�report�[37].�

It�could�be�suggested�that�health�records,�or�oĆcial�documents�that�

identify�patients,�their�conditions�and�their�treatment�would�be�more�

sensitive�than�unoĆcial�documents.�That�is,�they�have�an�elevated�quality�

of�confidence.�There�is�no�legal�guidance�on�this�topic,�however�it�could�

be�suggested�that�oĆcial�documents�represent�an�authoritative�account�

of�the�information�contained�therein,�whereas�arguably�the�scribbled�

notes�of�a�journalist�who�is�making�observational�assumptions�would�be�

on�the�other�end�of�the�scale�and�may�be�speculative.�

Sketches,�diagrams�and�etchings�

In�Prince�Albert�v.�Strange�[8],�the�subject�matter�of�the�breach�of�

confidence�consisted�of�unauthorised�prints�that�had�been�made�from�

copper�plates�of�etchings�made�by�Queen�Victoria�and�Prince�Albert.�An�

employee�of�the�printer�entrusted�to�make�prints�that�Queen�Victoria�and�
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Prince�Albert�could�give�as�gifts�had�made�unauthorised�prints�of�the�

etchings,�and�a�third�party�had�purchased�these�and�published�a�book�of�

the�etching.�A�key�case�in�the�development�of�the�common�law�duty�of�

confidence,�these�etchings�had�the�quality�of�confidence.�The�resulting�

injunction�provided�for�surrender�of�the�prints,�a�prohibition�on�the�

exhibition�of�the�images,�and�a�prohibition�on�the�publication�of�the�prints�

[8].�

It�could�be�suggested�that�this�authority�clearly�illustrates�how�diagrams,�

or�sketches�relating�to�the�anatomy�of�individuals�could�be�found�to�have�

the�quality�of�confidence,�particularly�where�those�sketches�relate�to�

procedures.�While�the�etchings�could�be�said�to�represent�intellectual�

property,�the�eąect�of�recording�confidential�information�in�a�particular�

format�is�relevant.�

2.5.4� Trivial�confidences�

Confidential�information�which�is�considered�to�be�‘trivial’�does�not�have�

the�quality�of�confidence�and�may�not�be�protected�by�the�common�law�

duty�regardless�of�what�that�information�relates�to�[38].�In�Coco�v.�A.N.�

Clark�Engineers�Limited�[22]�Megarry�J�stated�that:�

‘I�doubt�whether�equity�would�intervene�unless�the�circumstances�
are�of�suĆcient�gravity;�equity�ought�not�to�be�invoked�merely�to�
protect�trivial�tittle-tattle,�however�confidential�[38].’�

This�was�discussed�in�the�context�of�health�information�in�the�case�of�

Cambel�v.�Mirror�Group�Newspapers�[35].�The�Baroness�Hale�of�Richmond�

stated�in�her�judgement�that:�

‘The�weight�to�be�attached�to�these�various�considerations�is�a�
matter�of�fact�and�degree.�Not�every�statement�about�a�person's�
health�will�carry�the�badge�of�confidentiality�or�risk�doing�harm�to�
that�person's�physical�or�moral�integrity.�The�privacy�interest�in�the�
fact�that�a�public�figure�has�a�cold,�or�a�broken�leg�is�unlikely�to�be�
strong�enough�to�justify�restricting�the�press's�freedom�to�report�it.�
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What�harm�could�it�possibly�do?�Sometimes�there�will�be�other�
justifications�for�publishing,�especially�where�the�information�is�
relevant�to�the�capacity�of�a�public�figure�to�do�the�job.�But�that�is�
not�this�case,�and,�in�this�case,�there�was,�as�the�judge�found,�a�risk�
that�publication�would�do�harm.�The�risk�of�harm�is�what�matters�at�
this�stage,�rather�than�the�proof�that�actual�harm�has�occurred.�
People�trying�to�recover�from�drug�addiction�need�considerable�
dedication�and�commitment,�along�with�constant�reinforcement�
from�those�around�them.�That�is�why�organisations�like�Narcotics�
Anonymous�were�set�up�and�why�they�can�do�so�much�good.�
Blundering�in�when�matters�are�acknowledged�to�be�at�a�'fragile'�
stage�may�do�great�harm�[39]’.�

From�the�above�it�is�clear�that�there�is�a�balance�to�be�struck�in�assessing�

whether�information�is�confidential.�Much�of�that�may�depend�on�the�

circumstances�in�which�information�is�collected�or�disclosed,�what�is�

disclosed,�how�it�is�disclosed,�and�whether�disclosing�that�information�is�

likely�to�cause�harm.�Another�relevant�factor�to�consider�is�the�celebrity�

status�of�the�Claimant,�and�the�freedom�of�the�press�to�report�stories�as�

relate�to�people�who�are�in�the�spotlight,�although�in�these�circumstances�

it�is�recognised�that�this�is�a�balancing�act,�and�a�significant�consideration�

in�assessing�this�is�the�harm�that�can�be�produced.�

The�Campbell�v.�Mirror�Group�Newspapers�[35]�is�useful�in�demonstrating�

how�health�information�could�be�trivial.�It�could�suggested�that�despite�

the�importance�of�staą�and�patients�in�medical�establishments�ensuring�

that�information�relating�to�specific�patients�should�not�be�discussed�

outside�of�those�professional�team�treating�them,�that�in�reality,�if�a�

patient�with�a�broken�leg,�broken�arm,�or�a�visible�wound�tried�to�make�a�

claim�for�breach�of�confidence�for�a�mention�of�their�injury�in�earshot�of�

another�patient,�or�even�a�member�of�staą,�that�the�quality�of�confidence�

may�not�exist.�It�could�be�suggested�that�this�will�depend�largely�on�the�

circumstances,�such�as�whether�the�information�forms�part�of�an�oĆcial�

record�or�whether�the�information�is�observational.�It�should�also�be�

noted�that�while�not�being�subject�to�the�duty�of�confidence�such�

disclosures�may�not�be�ethical.�
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It�may�be�that�if�a�patient�relays�the�fact�that�they�have�seen�another�

patient�in�an�accident�and�emergency�department�with�a�head�injury,�this�

would�appear�to�be�trivial�tittle�tattle,�however�if�a�medical�professional�

discloses�to�a�friend�that�an�individual�in�their�care�attended�with�a�head�

injury,�while�not�necessarily�causing�any�harm,�this�would�clearly�have�the�

quality�of�confidence.�

The�source�of�the�information�also�be�a�relevant�factor.�Disclosure�of�

detailed�health�information�by�a�medical�professional�for�example�would�

not�ordinarily�be�considered�trivial�tittle�tattle�and�will�usually�have�the�

quality�of�confidence.�Furthermore,�disclosure�of�the�health�record�would�

inevitably�be�much�more�sensitive.�

In�W�v.�Egdell�[37]�Lord�Bingham�stated:�

‘It�has�never�been�doubted�that�the�circumstances�here�were�such�
as�to�impose�on�Doctor�Egdell�a�duty�of�confidence�owed�to�W.�He�
could�not�lawfully�sell�the�contents�of�his�report�to�a�newspaper,�as�
the�judge�held�...�.�nor�could�he�without�a�breach�of�the�law�as�well�
as�professional�etiquette,�discuss�the�case�in�a�learned�article�or�in�
his�memoirs�or�in�gossiping�with�friends,�unless�he�took�
appropriate�steps�to�conceal�the�identity�of�W�[40].’�

2.5.5� Information�generally�accessible,�or�in�the�public�domain�

2.5.5.1� The�basic�principle�

The�basic�principle�is�that�where�information�is�generally�accessible,�or�in�

the�public�domain,�this�can�mean�it�will�lack�the�quality�of�confidence.�

In�Saltman�Engineering�Co.�Ltd.�v.�Campbell�Engineering�Co.�Ltd�[41],�in�

the�Chancery�Division�of�the�High�Court,�Mr�Justice�Vaisey�stated:�

‘The�information,�to�be�confidential,�must,�I�apprehend,�apart�from�
contract,�have�the�necessary�quality�of�confidence�about�it,�
namely,�it�must�not�be�something�which�is�public�property�and�
public�knowledge�[30]’�
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The�courts�have�however�treated�this�in�diąerent�ways�depending�on�the�

circumstances�of�the�disclosure.�This�is�summarised�below.�

2.5.5.2� Deciding�whether�information�is�in�the�public�domain�or�

generally�available�

It�should�also�be�noted�that�for�something�to�be�in�the�public�domain,�the�

information�must�be�available�to�the�public.�The�fact�that�that�a�small�

number�of�people�may�know�the�information�will�not�necessarily�mean�

that�this�information�is�in�the�public�domain�[42].�

The�judgement�of�the�Vice�Chancellor,�Sir�Nicholas�Brown-Wilkinson,�in�

Stephens�v.�Avery�makes�clear�that:�

‘The�mere�fact�that�two�people�know�a�secret�does�not�mean�that�it�
is�not�confidential.�If�in�fact�information�is�secret�[42]’�

The�Vice�Chancellor�continued�in�his�judgement�to�clarify:�

‘Information�only�ceases�to�be�capable�of�protection�as�confidential�
when�it�is�in�fact�known�to�a�substantial�number�of�people�[42].’�

It�is�therefore�clear�that�where�work�colleagues,�friends,�relatives�or�

associates�are�all�aware�of�confidential�information�that�this�does�not�

mean�that�information�is�in�the�public�domain,�Information�needs�to�be�

known�by�a�“substantial�number�of�people�[42]”.�

When�assessing�whether�information�has�been�disclosed�to�a�substantial�

number�of�people�it�is�important�to�look�at�the�extent�to�which�this�has�

been�disclosed.�In�Attorney-General�v.�Guardian�Newspapers�Ltd.�(No.�2)�

[28]�the�Master�of�the�Rolls,�Sir�John�Donaldson,�delivering�his�judgement�

in�the�Court�of�Appeal�stated:�

‘As�a�general�proposition,�that�which�has�no�character�of�
confidentiality�because�it�has�already�been�communicated�to�the�
world,�i.e.,�made�generally�available�to�the�relevant�public,�cannot�
thereafter�be�subjected�to�a�right�of�confidentiality�.�.�.�However,�
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this�will�not�necessarily�be�the�case�if�the�information�has�
previously�only�been�disclosed�to�a�limited�part�of�that�public.�It�is�a�
question�of�degree�[43].’�

2.5.5.3� Information�disclosed�by�the�person�to�who�a�duty�of�

confidence�is�owed�

Where�the�person�who�is�owed�a�duty�of�confidence�and�makes�the�

information�generally�available�or�publishes�the�information,�it�appears�to�

be�the�case�that�the�courts�generally�find�that�any�person�who�has�a�duty�

of�confidence�over�that�information�is�released�from�their�obligations�in�

keeping�the�information�confidential.�

In�O.�Mustad�and�Son�v.�Dosen�[44]�therefore,�the�patenting�of�a�machine�

that�could�mass�produce�fish�hooks�meant�that�the�design�of�the�machine�

no�longer�had�the�quality�of�confidence�with�regard�to�a�claim�for�breach�

of�confidence�[45].�In�the�words�of�Lord�Buckmaster:�

‘...after�the�disclosure�had�been�made�by�the�appellants�to�the�
world,�it�was�impossible�for�them�to�get�an�injunction�restraining�
the�respondents�from�disclosing�what�was�common�knowledge.�
The�secret,�as�a�secret,�had�ceased�to�exist�[45].’�

In�the�context�of�the�health�service,�it�is�inconceivable�that�certain�

disclosures�would�be�ethically�appropriate�without�the�permission�of�the�

patient,�even�if�information�was�to�be�released�into�the�public�domain�by�a�

patient�and�there�was�certainty�that�the�information�was�no�longer�

confidential�at�common�law.�Permission�is�used�here�to�distinguish�from�a�

consented�process�for�the�very�reason�that�consent�would�not�be�

required�at�common�law.�It�is�however�useful�to�be�aware�that�such�

discharge�of�obligations�is�a�definite�possibility,�although�the�source�of�

the�information�being�disclosed�may�be�relevant�as�to�what�is�discharged.�

In�Ashworth�Hospital�Authority�v.�Mirror�Group�Newspapers�Ltd�[46],�the�

killer�Ian�Brady�had�already�himself�released�certain�information�into�the�
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public�domain.�Separately,�Mirror�Group�Newspapers�had�obtained�

confidential�records�including�medical,�nursing�and�social�work�records�

from�a�member�of�staą.�The�article�provided�no�further�information�than�

was�already�in�the�public�domain.�

On�appeal�to�the�House�of�Lords,�Lord�Woolf�found�that:�

‘While�Ian�Brady's�conduct�in�putting�similar�information�into�the�
public�domain�could�well�mean�that�he�would�not�be�in�a�position�to�
complain�about�the�publication,�this�did�not�destroy�the�authority's�
independent�interest�in�retaining�the�confidentiality�of�the�medical�
records�contained�in�Ashworth's�files.�So,�the�source�who�
abstracted�the�information�from�the�database�not�only�acted�in�
breach�of�confidence;�he�or�she�also�acted�in�breach�of�contract.’�

On�this�basis�there�is�a�clear�distinction�between�that�information�that�is�

extracted�from�health�and�care�records�that�relate�to�the�treatment�of�the�

patient,�and�that�information�which�may�otherwise�be�disclosed�by�

healthcare�organisations�or�other�bodies�in�response�to�a�publicly�known�

event.�

2.5.5.4� Information�put�in�the�public�domain�and�used�by�a�third�

party�

Where�a�third�party�has�disclosed�or�published�confidential�information�

that�has�unlawfully�been�put�in�the�public�domain,�the�courts�have�

sometimes�taken�a�diąerent�approach.�If�limited�information�is�disclosed�

to�the�public�from�another�source,�the�information�that�has�not�been�

made�available�may�still�be�protected�by�the�common�law�[43].�

The�case�of�Schering�Chemicals�v.�Falkman�[47]�related�to�the�making�of�a�

television�programme�about�a�pregnancy�test�drug�that�the�scientific�

community�believed�could�have�caused�abnormalities�in�children.�

Confidential�information�that�was�the�subject�of�the�programme�had�

already�been�the�subject�of�television�programmes�and�newspaper�

articles.�It�was�argued�that�as�the�information�was�already�in�the�public�
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domain�that�the�information�lacked�the�quality�of�confidence.�Shaw�L.J.�

stated:�

‘...though�facts�may�be�widely�known�they�are�not�ever�present�in�
the�minds�of�the�public.�To�extend�the�knowledge�or�to�revive�the�
recollection�of�matters�which�may�be�detrimental�or�prejudicial�to�
the�interests�of�some�person�or�organisation�is�not�to�be�condoned�
because�the�facts�are�already�known�to�some�and�linger�in�the�
memory�of�others�…�It�is�not�the�law�that�where�confidentiality�
exists�it�is�terminated�or�eroded�by�adventitious�publicity�[48]’�

When�considering�whether�information�is�confidential�therefore,�it�would�

appear�that�even�if�information�has�been�widely�published�in�breach�of�

confidence,�that�republication�at�any�stage�will�still�be�confidential.�

In�summary,�where�the�press�has�obtained�a�story�of�a�celebrity�illness�

and�published�extensively�will�not�therefore�mean�that�it�becomes�

acceptable�to�disclose�or�confirm�this�as�a�professional�or�as�an�

organisation.�Accordingly,�the�common�law�duty�of�confidence�exists,�and�

in�particular�any�person�who�has�in�their�possession�any�confidential�

information�must�not�‘take�unfair�advantage�of�it�[49]’�or�use�that�

information�‘to�the�prejudice�of�him�who�gave�it�without�obtaining�his�

consent�[49]’.�

2.5.5.5� The�quality�of�confidence,�relationships�and�the�Public�

Domain�

A�specific�area�of�law�that�has�developed�through�case�law�relates�to�

relationships,�and�whether�any�specific�information�that�could�be�

disclosed�is�confidential,�or�whether�the�details�are�in�the�public�domain.�

While�a�marriage�will�usually�be�of�public�record,�details�of�the�intimate�

details�of�the�relationship,�such�as�that�of�the�individuals�sex�lives,�will�

usually�be�confidential�[50].�In�some�circumstances�the�existence�of�any�

form�of�a�relationship�will�be�confidential�and�possess�the�quality�of�

confidence,�and�this�will�extend�to�placing�an�obligation�on�those�parties�

who�are�subject�to�that�relationship�[51].�
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In�Barrymore�and�another�v.�News�Group�Newspapers�Ltd,�Mr�Justice�

Jacob�held:�

‘I�think�that�there�is�a�strongly�arguable�case�that�the�details�of�the�
relationship�between�Mr�Barrymore�and�the�second�defendant,�Mr�
Wincott,�should�be�treated�as�confidential.�I�say�that�because,�
firstly,�common�sense�dictates�that,�when�people�enter�into�a�
personal�relationship�of�this�nature,�they�do�not�do�so�for�the�
purpose�of�it�subsequently�being�published�in�‘The�Sun’,�or�any�
other�newspaper.�The�information�about�the�relationship�is�for�the�
relationship�and�not�for�a�wider�purpose�[51]’.�

Whether�a�person�is�in�a�sexual�relationship�or�not�can�clearly�be�identified�

as�subject�to�the�duty�of�confidence,�providing�the�fact�that�they�are�in�a�

relationship�is�not�in�the�public�domain�[52].�In�practical�terms,�in�the�

healthcare�system�information�relating�to�any�relationship�they�may�be�in�

must�be�treated�with�caution�as�it�may�be�subject�to�the�duty�of�

confidence.�

In�Stephens�v.�Avery�[53],�Sir�Nicolas�Browne-Wilkinson�reiterated�the�

principle�that:�

‘To�most�people�the�details�of�their�sexual�lives�are�high�on�their�list�
of�those�matters�which�they�regard�as�confidential.�The�mere�fact�
that�two�people�know�a�secret�does�not�mean�that�it�is�not�
confidential.�If�in�fact�information�is�secret,�then�in�my�judgment�it�
is�capable�of�being�kept�secret�by�the�imposition�of�a�duty�of�
confidence�on�any�person�to�whom�it�is�communicated.�
Information�only�ceases�to�be�capable�of�protection�as�confidential�
when�it�is�in�fact�known�to�a�substantial�number�of�people�[42].’�

Such�a�position�exists�regardless�of�whether�both�parties�are�single,�or�

whether�one�or�both�parties�are�in�diąerent�relationships�or�are�married�to�

other�people.�It�will�obviously�extend�to�the�sexual�relationship�within�a�

marriage.�In�A�v.�B�Plc�[54],�Mr�Justice�Jack�in�his�judgement�stated:�

‘In�my�judgment�the�law�should�aąord�the�protection�of�
confidentiality�to�facts�concerning�sexual�relations�within�marriage�
(which�is�surely�straightforward)�and,�in�the�context�of�modern�

33�



 

 

          
   

 

             

               

             

            

            

 

               
         

           
             

           
            

            
          

 

            

         

           

        

               

 

 

        

 

           

          

             

             

         

         

           

             

            

          

sexual�relations,�it�should�be�no�diąerent�with�relationships�outside�
marriage�[50].’�

In�terms�of�identifying�whether�relationships�are�in�the�public�domain�it�is�

clear�that�kissing�in�a�club,�or�any�knowledge�held�by�any�staą�in�a�

particular�place,�will�not�mean�that�the�information�is�in�the�public�domain�

and�not�therefore�protected�by�the�common�law�duty�of�confidence.�In�

the�words�of�Mr�Justice�Jack�in�A�v.�B�Plc�[54]:�

‘It�is�true�that�the�claimant�met�with�C�and�with�D�in�places�of�
public�entertainment�where�they�were�seen�by�their�companions�
and�by�others.�On�occasions�they�may�have�been�seen�kissing.�
Neither�C�nor�D�says�that�anyone�knew�that�they�were�having�an�
aąair�in�the�sense�of�sexual�relations�including�sexual�intercourse.�I�
exclude�from�that�hotel�staą.�Nor�are�the�details�of�that�intercourse�
known�to�any�one�save�the�participants.�None�of�this�information�is�
in�the�public�domain.�It�is�capable�of�protection�[52].’�

In�the�context�of�the�health�service,�this�illustrates�that�knowledge�of�

relationships�cannot�be�assumed,�and�the�confidentiality�of�relationships�

should�be�maintained.�It�may�therefore�be�important�to�treat�any�

relationship�information�confidential,�particularly�in�large�datasets�where�

it�may�be�diĆcult�to�assess�whether�this�data�is�subject�to�the�duty�of�

confidence.�

2.5.5.6� Information�partly�in�the�public�domain�

There�may�be�circumstances�where�there�is�some�information�in�the�

public�domain�and�some�connected�information�that�still�remains�private.�

For�example,�a�celebrity�makes�a�public�statement�that�they�are�due�to�

have�an�operation�to�have�a�plate�inserted�into�their�leg�following�an�

accident.�They�may�have�requested�coordination�of�any�public�

communications�with�the�communications�teams�in�the�hospital�to�

ensure�that�any�press�enquiries�are�relayed�in�accordance�with�this�

narrative.�During�the�stay�in�hospital�however,�it�could�be�that�they�are�

also�due�to�undergo�a�procedure�for�a�hip�replacement.�Following�the�

press�communication�the�information�that�has�been�released�into�the�
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public�domain�will�have�lost�the�quality�of�confidence�by�the�very�nature�

of�the�disclosure�[55],�however,�where�additional�information�is�not�in�the�

public�domain,�such�as�the�hip�replacement,�this�may�stay�remain�

confidential�and�should�not�be�disclosed�[55].�It�follows�that�if�the�press�

were�informed�about�the�hip�replacement�there�would�be�a�breach�of�

confidence.�

In�Seager�v.�Copydex�[32],�the�then�Master�of�the�Rolls�Lord�Denning�

provides�useful�advice�in�relation�to�such�information.�In�his�judgement�

he�says:�

‘When�the�information�is�mixed,�being�partly�public�and�partly�
private,�then�the�recipient�must�take�special�care�to�use�only�the�
material�which�is�in�the�public�domain.�He�should�go�to�the�public�
source�and�get�it:�or,�at�any�rate,�not�be�in�a�better�position�than�if�
he�had�gone�to�the�public�source�[55].’�

The�judgement�highlights�the�importance�of�ensuring�that�where�

information�is�being�disclosed�because�it�is�in�the�public�domain,�that�no�

additional�confidential�information�is�disclosed.�The�advice�that�the�

disclosure�should�use�the�information�in�the�public�domain�is�sensible.�An�

important�factor�is�that�the�discloser�should�not�be�in�a�better�position�

using�the�private�source�than�they�would�be�in�accessing�the�public�

source�[55].�As�identified�earlier,�reproducing�the�same�information�with�

reference�to�health�records�would�be�in�breach�of�confidence�[40].�

2.5.5.7� Ethics�and�information�in�the�public�domain�

It�is�important�to�note�that�it�would�likely�be�unethical�for�a�healthcare�

organisation�or�a�clinician�to�disclose�any�information,�even�if�it�was�in�the�

public�domain�without�the�full�authority�of�the�patient�regardless�of�

whether�there�was�a�duty�of�confidence�owed.�
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2.5.6� Protecting�the�identity�of�individuals�to�remove�the�

quality�of�confidence�

2.5.6.1� The�general�position�

Where�confidential�information�relates�to�an�individual,�and�steps�have�

been�taken�to�conceal�the�identity�of�that�individual,�that�data�ceases�to�

have�the�quality�of�confidence�in�relation�to�that�individual�[40].�Cases�

such�as�W�v.�Egdell�[37]�have�highlighted�that�information�that�could�not�

identify�an�individual�would�not�be�subject�to�the�quality�of�confidence.�In�

W�v.�Egdell�[37],�Bingham�LJ�stated:�

‘It�has�never�been�doubted�that�the�circumstances�here�were�such�
as�to�impose�on�Dr�Egdell�a�duty�of�confidence�owed�to�W.�He�could�
not�lawfully�sell�the�contents�of�his�report�to�a�newspaper,�as�the�
judge�held�.�.�.�Nor�could�he,�without�a�breach�of�the�law�as�well�as�
professional�etiquette,�discuss�the�case�in�a�learned�article�or�in�his�
memoirs�or�in�gossiping�with�friends,�unless�he�took�appropriate�
steps�to�conceal�the�identity�of�W.�It�is�not�in�issue�here�that�a�duty�
of�confidence�existed�[40].’�

Specific�measures�that�could�be�engaged�to�protect�the�identity�of�

individuals�have�not�been�fully�explored�fully�in�the�case�law,�however�

some�case�law�does�exist�to�reflect�elements�of�the�approaches�that�have�

been�taken,�as�detailed�under�the�below�headings.�

2.5.6.2� Making�information�non�identifiable�

Anonymisation�as�a�means�of�lawfully�disclosing�information�was�

considered�in�some�detail�in�the�case�of�R�v.�Department�of�Health,�ex�

parte�Source�Informatics�[56].�At�the�High�Court�of�Justice,�the�argument�

that�taking�steps�to�conceal�the�identity�of�patients�removed�the�quality�

of�confidence�as�reflected�in�W�v.�Egdell�[37]�was�rejected�[12],�however�at�

the�Court�of�Appeal,�this�view�was�reinstated�[12].�

The�case�related�to�a�request�to�GPs�and�Pharmacists�for�anonymised�

data�by�a�data�collecting�company.�In�response�to�the�activity,�the�
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Department�of�Health�issued�a�policy�position�which�was�set�out�as�

follows:�

‘Anonymisation�(with�or�without�aggregation)�does�not,�in�our�view,�
remove�the�duty�of�confidence�towards�the�patients�who�are�the�
subject�of�the�data.�Apart�from�the�risk�of�identification�of�a�patient�
despite�anonymisation,�the�patient�would�not�have�entrusted�the�
information�to�the�GP�or�the�pharmacist�for�it�to�be�provided�to�the�
data�company.�The�patient�would�not�be�aware�of�or�have�
consented�to�the�information�being�given�to�the�data�company�but�
would�have�given�it�to�be�used�in�connection�with�his�care�and�
treatment�and�wider�NHS�purposes.�Anonymisation�of�the�data�
(with�or�without�aggregation)�would�not�obviate�a�breach�of�
confidence.�The�documents�from�the�data�company�do�not�make�
clear�who�was�responsible�for�separating�patient�details�from�the�
prescriber�and�prescription�details.�If�it�is�the�data�company,�then�
the�pharmacist�or�GP�will�be�in�breach�of�duty�of�confidence�
towards�the�patient�in�allowing�the�data�company�access�to�this�
information�[12].’�

In�a�judicial�review,�Source�applied�to�the�court�for�a�declaration�that�this�

position�was�incorrect.�At�the�Queen’s�Bench�Division�of�the�High�Court�of�

Justice,�Latham�J�found�that�the�Department�of�Health�were�correct�in�

their�position.�In�his�Judgement,�of�the�anonymisation�process,�he�found:�

‘In�my�view,�it�is�impossible�to�escape�the�logic�of�Mr�Sales'�
argument�that�the�proposal�involves�the�unauthorised�use�by�the�
pharmacist�of�confidential�information.�I�reject�the�sophistry�of�Mr�
Beloą's�submission�that�the�process�can�be�divided�into�two�
stages.�In�my�judgment�what�is�proposed�will�result�in�a�clear�
breach�of�confidence�unless�the�patient�gives�consent,�which�is�
not�part�of�the�proposal�at�present.�Nor�is�it�suggested�that�the�
patient�can�be�said�to�have�given�implied�consent.�This�may�be�the�
position�where�doctors�and�the�health�service�itself�use�
anonymous�material�for�the�purposes�of�research,�medical�
advancement�or�the�proper�administration�of�the�service.�That�is�
not,�however,�a�matter�on�which�I�have�heard�suĆcient�evidence�or�
argument�to�enable�me�to�come�to�any�conclusion;�nor�is�it�
necessary�for�me�to�do�so�for�the�purposes�of�these�proceedings�
[12].’�

If�left�unchallenged�this�judgement�could�have�had�a�significant�eąect�on�

the�use�of�health�data.�Not�only�did�it�appear�to�contradict�cases�such�as�

W�v.�Egdell�[37]�,�but�it�suggested�that�confidences�could�be�breached�by�
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using�the�data�for�any�other�purpose,�including�where�anonymised.�It�

could�be�suggested�that�the�proposal�that�consent�was�required�from�

every�patient�in�order�to�produce�statistical�information�was�not�only�

impractical�for�other�purposes,�such�where�it�was�disclosed�to�a�

healthcare�body,�but�could�potentially�have�caused�future�issues�in�

healthcare�innovation.�In�addition,�it�appears�to�place�some�uncertainty�

about�use�of�the�data�in�the�pharmacy�beyond�dispensing�the�

prescription.�

On�appeal�in�the�Court�of�Appeal�[56]�however�the�judgement�was�

overturned.�In�a�lengthy�by�well�explained�judgement�Lord�Brown�

discussed�the�principle�of�anonymisation�in�some�detail:�

‘Mr�Sales�urges�in�particular�these�considerations.�The�patient's�
sole�purpose�in�handing�over�the�prescription�is�so�that�the�
pharmacist�may�dispense�the�drugs�prescribed.�That,�therefore,�is�
the�only�use�of�it�that�is�authorised.�By�anonymising�the�
information,�the�pharmacist�does�not�cease�to�be�under�a�duty�of�
confidence�with�regard�to�it.�Indeed,�the�very�act�of�anonymisation�
involves�“manipulation”�of�the�information�and�is�itself�
objectionable.�The�only�reason�the�pharmacist�has�something�to�
sell�is�because�the�patient�has�handed�over�his�prescription.�Even�
when�it�is�anonymised,�it�is�still�not�in�the�public�domain.�To�sell�any�
part�of�it�is�to�misuse�it.�

For�my�part�I�find�these�arguments�not�merely�unconvincing�but�
wholly�unreal.�True�it�is�that�even�when�stripped�of�anything�
capable�of�identifying�the�patient,�the�information�which�the�
pharmacist�proposes�to�sell�to�Source�is�still�not�in�‘the�public�
domain’.�But�whether�or�not�that�matters�must�surely�depend�upon�
the�interest�at�stake...�[57].’�

Further�in�his�judgement,�Lord�Brown�stated:�

‘...In�my�judgment�the�answer�is�plain.�The�concern�of�the�law�here�
is�to�protect�the�confider's�personal�privacy.�That�and�that�alone�is�
the�right�at�issue�in�this�case.�The�patient�has�no�proprietorial�claim�
to�the�prescription�form�or�to�the�information�it�contains.�Of�course,�
he�can�bestow�or�withhold�his�custom�as�he�pleases�–�the�
pharmacist,�note,�has�no�such�right:�he�is�by�law�bound�to�dispense�
to�whoever�presents�a�prescription.�But�that�gives�the�patient�no�
property�in�the�information�and�no�right�to�control�its�use�provided�
only�and�always�that�his�privacy�is�not�put�at�risk.�I�referred�earlier�
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to�Mr�Sales'�plea�for�respect�for�“the�patient's�autonomy”.�At�first�
blush�the�submission�is�a�beguiling�one.�My�diĆculty�with�it,�
however,�is�in�understanding�how�the�patient's�autonomy�is�
compromised�by�Source's�scheme.�If,�as�I�conclude,�his�only�
legitimate�interest�is�in�the�protection�of�his�privacy�and�if�that�is�
safeguarded,�I�fail�to�see�how�his�will�could�be�thought�thwarted�or�
his�personal�integrity�undermined.�By�the�same�token�that,�in�a�
case�concerning�Government�information,�“the�principle�of�
confidentiality�can�have�no�application�to�it�.�.�.�once�it�has�entered�.�
.�.�the�public�domain”�(per�Lord�Goą),�so�too�in�a�case�involving�
personal�confidences�I�would�hold�by�analogy�that�the�confidence�
is�not�breached�where�the�confider's�identity�is�protected.�

This�appeal�concerns,�as�all�agree,�the�application�of�a�broad�
principle�of�equity.�I�propose�its�resolution�on�a�similarly�broad�
basis.�I�would�not�distinguish�between�Source's�first�and�second�
arguments�and�nor�would�I�regard�the�case�as�turning�on�the�
question�of�detriment.�Rather�I�would�stand�back�from�the�many�
detailed�arguments�addressed�to�us�and�hold�simply�that�
pharmacists'�consciences�ought�not�reasonably�to�be�troubled�by�
cooperation�with�Source's�proposed�scheme.�The�patient's�privacy�
will�have�been�safeguarded,�not�invaded.�The�pharmacist's�duty�of�
confidence�will�not�have�been�breached�[12].’�

The�source�judgement�raises�a�couple�of�significant�observations�in�

relation�to�the�use�of�the�data�in�question�in�an�organisation:�

1.�The�undertaking�of�activities�on�data�internally�within�an�

organisation�does�not�usually�constitute�a�disclosure.�

2.�When�looking�at�the�duty�of�confidence,�it�is�important�to�

understand�what�needs�to�be�protected.�If�confidential�patient�

information�needs�to�be�protected,�where�the�person�cannot�be�

identified,�this�confidentiality�is�protected.�

3.�A�patient�has�no�proprietary�right�to�a�prescription,�document,�or�

their�information.�

4.�Anonymisation�protects�patients’�privacy,�it�does�not�invade�it.�

2.5.6.3� Anonymisation�

While�the�author�has�extensive�experience�in�approaches�to�making�

individuals�less�identifiable,�it�is�not�proposed�to�discuss�any�of�the�

anonymisation�methodologies�that�could�be�applied,�this�is�out�of�scope�
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of�this�thesis.�Understanding�the�definitions�of�anonymisation�within�the�

common�law,�and�how�the�UK�GDPR�interacts�with�the�common�law�

where�data�is�anonymised�at�common�law�is�in�scope�of�this�thesis.�

R�v.�Department�of�Health,�ex�parte�Source�Informatics�[56]�uses�the�

terminology�‘anonymisation�[12].�The�term�is�one�that,�on�face�value,�

appears�to�be�a�straightforward�concept.�It�could�be�interpreted�as�

meaning�that�the�process�of�anonymisation�is�the�act�of�making�data�

non-identifiable,�and�that�anonymised�information�is�information�that�no�

one�can�be�identified�from.�There�is�however�a�distinct�diąerence�

between�the�term�anonymisation�within�the�meaning�of�the�common�law,�

and�how�the�same�information�is�interpreted�in�the�meaning�of�the�UK�

GDPR.�

The�starting�point�in�understanding�how�the�UK�GDPR�interacts�with�the�

common�law�is�to�understand�what�is�meant�by�anonymisation�within�the�

meaning�of�the�common�law.�

While�there�is�not�a�comprehensive�body�of�case�law�that�provides�

examples�of�where�the�quality�of�confidence�has�because�of�

anonymisation,�the�case�law�does�provide�some�guidance�as�to�

circumstances�in�information�will�be�considered�to�have�lost�the�quality�of�

confidence.�

At�common�law,�the�duty�of�confidence�seeks�to�protect�a�confiders�

privacy�[12].�Therefore,�where�a�confider‘s�identity�is�appropriately�

protected�from�the�person�receiving�the�information,�there�will�be�no�

breach�of�that�duty�[12].�For�the�purpose�of�the�common�law,�that�is�not�to�

say�that�the�person�seeking�to�disclose�the�information�should�not�be�

able�to�identify�the�information�[40].�In�other�words,�the�protection�to�

conceal�the�person’s�identity�is�concerned�with�an�individual�being�

disclosed�information�[40].�Identity�may�be�concealed�in�a�number�of�

ways.�On�an�individual�level�it�could�be�that�simply�removing�the�name�will�

render�information�non�identifiable�in�a�discussion�between�two�doctors�
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[40],�but�a�publication�of�granular�statistics�to�the�world�at�large�may�

cause�someone�to�identify�a�person�where�there�are�a�small�number�of�

people,�and�the�analysis�relates�to�a�small�geographical�area.�When�

making�a�judgement�on�whether�data�is�identifiable�therefore,�steps�

should�take�into�account�the�possibility�that�individuals�may�easily�

identify�people�from�information�already�known�to�them,�or�information�

they�can�access�[58].�It�is�therefore�important�to�take�appropriate�steps�

to�conceal�the�identity�of�the�confider�where�such�a�disclosure�is�made�

[40],�the�detail�of�which�will�depend�on�the�circumstances�of�the�case�

[40].�The�audience�of�the�disclosure�is�considered�in�more�detail�under�the�

next�heading,�

In�the�case�of�the�UK�GDPR�however,�where�some�information�may�be�

considered�anonymised�for�the�purpose�of�the�common�law,�the�UK�GDPR�

may�still�be�engaged.�The�UK�GDPR�applies�to�the�processing�of�personal�

data.�Article�4(1)�states�that:�

‘‘personal�data’�means�any�information�relating�to�an�identified�or�
identifiable�natural�person�(‘data�subject’);�an�identifiable�natural�
person�is�one�who�can�be�identified,�directly�or�indirectly,�in�
particular�by�reference�to�an�identifier�such�as�a�name,�an�
identification�number,�location�data,�an�online�identifier�or�to�one�or�
more�factors�specific�to�the�physical,�physiological,�genetic,�
mental,�economic,�cultural�or�social�identity�of�that�natural�person�
[23].’�

The�UK�GDPR�therefore�is�indiscriminate�of�audience,�who�disclosed�to,�or�

what�measures�have�been�taken�to�conceal�the�identity�of�the�confider.�

With�row�level�data,�if�anyone,�even�the�person�who�hold�the�information�

in�confidence�can�identify�the�individual,�this�would�be�personal�data�

within�the�definition�of�the�UK�GDPR.�

While�considering�anonymisation�processes�at�common�law,�it�is�also�

useful�to�consider�the�definition�of�pseudonymisation�within�the�meaning�

of�the�UK�GDPR.�Article�4(5)�of�the�UK�GDPR�states�that:�

41�



 

 

         
             

         
          

         
           

   
 

          

            

          

           

             

             

         

 
      

 

             

             

            

            

              

           

          

  

 

            

            

           

            

            

          

   

 

‘pseudonymisation’�means�the�processing�of�personal�data�in�such�
a�manner�that�the�personal�data�can�no�longer�be�attributed�to�a�
specific�data�subject�without�the�use�of�additional�information,�
provided�that�such�additional�information�is�kept�separately�and�is�
subject�to�technical�and�organisational�measures�to�ensure�that�
the�personal�data�are�not�attributed�to�an�identified�or�identifiable�
natural�person�[59].’�

In�this�set�of�circumstances,�from�a�confidentiality�perspective,�the�

measures�put�in�place�to�conceal�the�data�would�almost�certainly�be�

considered�to�suĆciently�protect�the�identity�of�individuals�in�compliance�

with�the�common�law�[40].�This�creates�an�interesting�position�whereby�

data�is�not�identifiable�at�common�law,�and�therefore�not�subject�to�the�

duty�of�confidence,�however�for�the�purposes�of�the�UK�GDPR�[21],�this�

information�remains�subject�to�the�UK�GDPR�[21].�

2.5.6.4� Identification�through�other�information�

As�stated�above,�the�common�law�does�not�provide�a�robust�set�of�

guidance�that�sets�out�how�data�can�be�concealed�to�remove�the�quality�

of�confidence,�however�it�is�know�that�in�order�to�consider�such�

information�not�subject�to�the�duty�of�confidence�that�steps�must�be�

taken�to�conceal�the�identity�of�individuals�[40].�Where�there�is�any�doubt,�

a�risk�assessment�should�be�undertaken�that�takes�into�account�the�

relevant�factors,�including�those�which�make�the�risk�tolerance�more�

acceptable�[60].�

There�is�always�a�risk�that�information�could�be�released,�and�other�

information�may�be�available�that�could�mean�a�person�can�be�identified.�

H�(a�Healthworker)�v.�Associated�Newspapers�Ltd�[61]�related�to�a�

healthcare�worker�who�had�contracted�HIV�and�had�retired.�A�series�of�

actions�had�taken�place�in�relation�to�the�restraint�of�information�that�

would�identity�‘H’.�An�injunction�secured�by�‘H’�prohibited�Associated�

Newspapers�Ltd�from:�
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‘(a)�the�soliciting�or�publication�of�any�information�which�may�
directly�or�indirectly�lead�to�disclosure�of�the�identify�or�
whereabouts�of�the�applicant�or�his�patients.�
(b)�in�particular,�publication�of�details�of�the�applicant's�speciality�
(other�than�the�fact�that�he�is�a�healthcare�worker)�or�details�as�to�
when�he�was�diagnosed�as�HIV�positive�and�went�oą�work�sick�[62]’�

Associated�Newspapers�Ltd�therefore�published�an�article�that�said,�

‘Judge’s�gag�over�Aids�threat�to�patients.’�The�article�provided�clues�as�to�

the�speciality�of�‘H’.�The�case�was�one�of�a�series�of�cases�that�sought�to�

vary�injunction�on�the�release�of�information,�including�the�name�of�the�

Health�Authority�(“N”)�and�other�information.�

In�his�judgement,�Lord�Phillips,�Master�of�the�Rolls�recognised�the�

information�contained�in�the�article�published�by�Associated�Newspapers�

Limited,�in�conjunction�with�details�of�the�Health�Authority�and�the�fact�

that�his�ill�health�had�led�to�his�retirement,�could�identify�him�by�anyone�

who�had�a�personal�knowledge.�He�stated:�

‘The�information�in�that�article,�coupled�with�the�identification�of�N,�
could�well�lead�anyone�who�had�personal�knowledge�that�H�had�
retired�through�ill-health�to�deduce�that�the�article�was�written�
about�H.�A�prime,�and�not�unreasonable,�concern�of�H�may�well�be�
that�those�whom�he�knows�personally�should�not�become�aware�of�
the�nature�of�his�illness.�[58].’�

In�relation�to�his�speciality�however,�Lord�Phillips�considered�the�risk�of�

identification�more�remote.�He�stated:�

‘There�must�be�a�risk�that�some�who�know�the�details�of�H's�
retirement�may�suspect,�and�it�can�be�no�more�than�a�suspicion,�
that�he�is�the�healthcare�worker�in�this�action.�Provided,�however,�
that�the�other�restraints�in�Gross�J's�Order�remain�in�force,�which�
we�consider�that�they�should,�we�do�not�consider�that�this�risk�
justifies�continuing�the�restraint�on�disclosing�H's�speciality.�As�we�
indicated�early�in�our�judgment,�this�restraint�is�inhibiting�debate�
on�what�is�a�matter�of�public�interest.�We�have�concluded�that�this�
restraint�is�not�justified�[60].’�

It�is�therefore�apparent�that�a�number�of�factors�are�relevant�when�

considering�whether�information�suĆciently�conceals�the�identity�of�
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individuals.�A�risk-based�assessment�of�all�relevant�factors�should�be�

taken�into�account�[60].�

Where�it�can�be�easily�deduced�that�information�relates�to�a�specific�

individual,�then�this�information�is�considered�to�be�subject�to�the�duty�of�

confidence�to�the�extent�that�there�should�be�protection�against�any�

breach�of�confidence�[58],�unless�of�course�there�was�another�lawful�

reason�that�the�information�could�be�disclosed�at�common�law,�such�as�

with�consent�of�the�individual.�

Where�there�is�a�small�risk�that�a�suspicion�of�someone’s�identity�could�be�

stablished�and�there�is�a�public�interest�in�making�the�public�aware�of�

certain�information,�it�may�be�appropriate�to�disclose,�providing�other�

information�that�may�confirm�the�identity�of�the�individual�is�protected�

[60].�

2.5.7� The�quality�of�confidence�beyond�death�

2.5.7.1� The�general�principle�

Where�the�confidential�information�relates�to�a�person,�the�general�

position�is�that�confidentiality�does�not�end�with�their�death�[63].�Prior�to�

Lewis�v.�The�Secretary�of�State�for�Health�[64]�the�question�had�only�been�

explored�at�Tribunal�in�cases�such�as�Bluck�v.�Information�Commissioner�

and�Epsom�&�St�Helier�University�NHS�Trust�[65].�In�Lewis�v.�The�Secretary�

of�State�for�Health�[64],�with�no�precedent�previously�existing�in�the�

higher�courts,�a�medical�practitioner�sought�to�clarify�whether�the�record�

of�deceased�patients�that�were�in�his�care�were�subject�to�the�duty�of�

confidence,�and�if�so,�whether�they�could�be�lawfully�disclosed.�For�the�

purpose�of�this�section,�only�the�question�as�to�whether�the�duty�of�

confidence�persists�after�death�will�be�discussed.�

Addressing�the�subject�Lord�Justice�Foskett�acknowledged�at�the�start�of�

a�detailed�judgement�that:�
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‘I�need�go�no�further�for�present�purposes�than�to�reach�the�
conclusion,�if�I�do,�that�it�is�arguable�that�the�duty�does�survive�the�
patient's�death�[66].’�

The�eąect�of�the�judgment�is�to�solidify�the�principle�that�confidentiality�

survives�beyond�death�as�discussed�in�tribunal�cases�such�as�Bluck�v.�

Information�Commissioner�and�Epsom�&�St�Helier�University�NHS�Trust�

[65]�by�creating�a�precedent�on�this�principle.�

2.5.7.2� Duration�of�confidentiality�beyond�death�

With�regard�the�amount�of�time�by�which�confidentiality�exists�beyond�

death,�prior�to�In�Lewis�v.�The�Secretary�of�State�for�Health�[64],�there�was�

no�judicial�authority�that�discussed�this�with�specific�reference�to�

personal�information.�This�had�however�been�discussed�in�relation�to�

other�confidential�information.�

In�Attorney�General�v.�Jonathan�Cape�Ltd�[67],�the�court�ruled�on�the�

confidential�nature�of�diaries�recording�discussions�at�cabinet�as�

recorded�by�a�then�deceased�former�Cabinet�member.�Of�duration�of�the�

confidentiality,�Lord�Widgery�CJ�found�that:�

‘There�must,�however,�be�a�limit�in�time�after�which�the�confidential�
character�of�the�information,�and�the�duty�of�the�court�to�restrain�
publication,�will�lapse�[68]’.�

Further�in�the�judgement�he�continued:�

‘It�may,�of�course,�be�intensely�diĆcult�in�a�particular�case,�to�say�at�
what�point�the�material�loses�its�confidential�character,�on�the�
ground�that�publication�will�no�longer�undermine�the�doctrine�of�
joint�Cabinet�responsibility.�It�is�this�diĆculty�which�prompts�some�
to�argue�that�Cabinet�discussions�should�retain�their�confidential�
character�for�a�longer�and�arbitrary�period�such�as�30�years,�or�
even�for�all�time,�but�this�seems�to�me�to�be�excessively�restrictive.�
The�court�should�intervene�only�in�the�clearest�of�cases�where�the�
continuing�confidentiality�of�the�material�can�be�demonstrated.�In�
less�clear�cases�—�and�this,�in�my�view,�is�certainly�one�—�reliance�
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2.6�

must�be�placed�on�the�good�sense�and�good�taste�of�the�Minister�or�
ex-Minister�concerned�[68].’�

Lewis�v.�The�Secretary�of�State�for�Health�[64]�however�had�a�firmer�

response�in�relation�to�personal�information�such�as�medical�

examinations.�Lord�Justice�Foskett�held�that:�

‘As�will�be�apparent,�it�is�likely�that�some�of�the�material�the�subject�
of�the�request�for�disclosure�will�relate�to�examinations�and�
analyses�going�back�many�years.�It�is,�of�course,�just�possible�that�
there�are,�in�some�cases,�no�living�next-of-kin�of�those�aąected.�
However,�for�my�part,�I�would�not�regard�that,�or�indeed�the�
passage�of�time�generally�in�a�matter�of�this�nature,�as�eradicating�
or�diminishing�significantly�the�strength�of�the�obligation�of�
confidentiality�which,�as�I�have�concluded,�arguably�exists�in�each�
of�the�cases�in�respect�of�which�disclosure�is�sought�[69].’�

There�are�two�distinctions�to�be�made�in�this�regard.�In�the�first�instance,�

Lewis�v.�The�Secretary�of�State�for�Health�[64]�is�discussing�cases�which�

exist�in�living�memory.�While�confidentiality�may�have�slightly�diminished�

over�time,�it�has�not�diminished�suĆciently�to�warrant�disclosure�in�the�

timescales�to�which�the�case�relates.�The�second�distinction�is�the�very�

fact�that�health�confidences�appear�to�be�much�more�sensitive�than�other�

types�of�confidential�information�[40]�providing�it�is�not�trivial�[39].�The�

very�fact�that�the�quality�of�confidence�could�be�seen�as�diminishing�at�all�

is�suggestive�of�the�fact�that�eventually�information�will�lose�its�

confidentiality�[69],�although�the�judgements�are�not�helpful�in�defining�

this.�

Imparted�in�circumstances�importing�an�obligation�of�

confidence�

2.6.1� The�general�position�

While�cited�as�a�requirement�in�the�case�law,�this�element�is�often�not�

considered�in�any�detail.�In�Coco�v.�A.N.�Clarke�(Engineers)�Limited�[22],�

the�absence�of�guidance�was�highlighted�[70],�but�no�further�guidance�

was�provided,�and�beyond�a�short�discussion�around�the�relationships,�
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and�communications�between�the�parties,�it�was�concluded�that�there�

was�no�requirement�to�explore�the�requirement�further�[71].�

One�key�element�to�deciding�if�information�has�been�imparted�in�

circumstances�importing�an�obligation�of�confidence�does�appear�to�

revolve�around�the�relationship�and�knowledge�of�the�parties�[22].�

Whether�information�that�has�been�imparted�in�circumstances�importing�

a�duty�of�confidence�will�usually�be�indicated�by�the�fact�that�a�person�

knows�that�the�information�is�confidential�[22].�

There�are�a�number�of�circumstances�by�which�someone�will�usually�be�

deemed�to�be�aware�that�the�circumstances�are�confidential,�and�the�

courts�will�conclude�that�information�was�imparted�in�circumstances�

importing�a�duty�of�confidence�as�required�by�the�test�for�confidentiality�

[72].�For�the�purpose�of�this�thesis,�three�of�those�circumstances�will�be�

explored:�

 Where�the�information�is�imparted�because�of�a�contractual�or�

business�relationship.�

 Where�the�information�is�imparted�by�the�confider�because�of�a�

service�being�provided.�

 Where�there�is�a�non-business�or�service-related�relationship�

between�the�parties�

2.6.2� Imparted�due�to�a�contractual�or�business�relationships�

This�section�describes�those�contractual�or�other�business�relationships�

that�may�be�encountered�by�NHS�organisations,�although�the�principle�

will�be�the�same�in�other�business�relationships.�

Where�there�is�a�contractual,�or�other�business�relationship,�such�terms�

are�usually�included�in�these�arrangements�for�the�avoidance�of�doubt�

[73].�If�there�are�no�clauses�in�the�contracts�however,�the�very�existence�

of�any�commercial�or�other�type�of�business�relationship�often�infers�that�
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any�information�imparted�as�part�of�that�contract�is�subject�to�the�duty�of�

confidence�where�the�subject�matter�has�the�quality�of�confidence�[74].�

The�NHS�potentially�could�impart�information�that�has�the�quality�of�

confidence�for�a�number�or�reasons,�but�in�illustrating�the�case�using�the�

example�of�healthcare�data,�the�NHS�could�subcontract�a�private�

company�to�work�on�information�systems�that�will�be�processing�patient�

data,�and�those�contractors�could�have�access�to�this�information�as�part�

of�their�work.�In�such�circumstances,�the�law�will�infer�confidentiality�

regardless�of�any�contractual�or�other�terms�included�in�agreements�[74],�

although�in�the�case�of�personal�data,�where�there�is�a�processor,�there�

must�be�a�properly�constituted�agreement�in�accordance�with�the�UK�

GDPR�[75].�

Aside�from�any�Controller�to�Processor�data�transfers,�it�is�also�

conceivable�that�any�data�that�possesses�the�quality�of�confidence�could�

be�received�from�other�parties.�Examples�of�such�a�relationship�include�

data�received�from�contractors�supplying�NHS�services�on�behalf�of�

Health�Boards�in�Wales.�Other�circumstances�could�include�situations�

where�data�originates�from�another�statutory�body�outside�of�the�NHS�in�

Wales�such�as�the�OĆce�of�National�Statistics,�a�NHS�service�provider�in�

England,�or�a�private�organisation�in�appropriate�circumstances.�It�is�

clearly�desirable�to�have�such�arrangement�is�writing�[73],�but�in�the�

absence�of�a�written�agreement,�terms�will�be�implied�[74].�

It�should�be�noted�that�in�the�case�of�private�healthcare,�there�will�be�a�

direct�contractual�relationship�between�the�parties,�and�the�same�

principles�apply�between�the�provider�of�that�care.�In�other�words,�

regardless�of�any�written�agreement�that�the�care�relationship�imposes,�

there�will�be�an�implied�term�of�confidentiality�[74].�

While�enforcement�of�breach�of�confidence�is�explicitly�out�of�scope�of�

this�thesis,�for�the�benefit�of�understanding�the�eąect�of�contractual�

provisions,�it�is�useful�to�examine�how�any�breach�by�a�third�party�
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recipient�of�confidential�data�(“the�third�party”)�of�any�information�that�it�

has�lawfully�received�from�an�organisation�that�holds�it�in�confidence�

(“the�confidee�organisation”),�could�be�remedied.�In�terms�of�any�contract�

that�may�exist�between�the�confidee�organisation�and�the�third�party,�the�

confidee�organisation�can�of�course�seek�to�pursue�a�claim�in�breach�of�

confidence�and�breach�of�contract�[7],�however,�the�confidee�would�not�

be�privy�to�that�contract,�and�therefore�could�not�a�claim�in�respect�of�

that�contract�due�to�privity�of�contract�[76].�As�breach�of�confidence�is�a�

Tort�however,�the�confidee�could�potentially�sue�the�third�party�

themselves�in�line�with�the�basic�legal�principles�that�apply�to�any�duty�in�

tort�law�[77].�

2.6.3� Relationships�created�through�non�contractual�service�

provision�

In�circumstances�where�an�individual�interacts�with�a�service�and�there�is�

no�contractual�provision�within�the�meaning�of�the�law,�it�is�clear�that�

information�can�still�be�imparted�in�circumstances�importing�a�duty�of�

confidence�[78].�This�is�reflected�wherever�those�services�may�be�

accessed,�and�however�that�information�is�shared�between�the�

organisations�or�persons�that�provide�of�that�service�[78].�It�can�safely�be�

assumed�that�any�information�collected�in�provision�of�services�

connected�to�their�healthcare�will�be�imparted�in�circumstances�imposing�

a�duty�of�confidence.�

It�is�important�to�note�that�it�is�not�only�in�circumstances�where�a�

clinician�receives�information�that�the�information�is�deemed�to�have�

been�imparted�[31].�Anyone�who�is�involved�in�any�activity�that�comes�to�

be�informed�of�information�as�a�result�of�a�confidential�situation,�can�be�

said�to�have�received�information�that�was�imparted�in�circumstances�

importing�a�duty�of�confidence�[31].�An�example�of�circumstances�where�

confidentiality�could�be�said�to�have�been�imparted�in�circumstances�

importing�a�duty�of�confidence�and�will�not�only�bind�employees,�but�
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members�of�the�public,�are�where�honest�advice�is�shared�by�attendees�of�

a�group�therapy�session�[31].�

2.6.4� Non�business�or�service-related�relationships�

Where�information�possesses�the�quality�of�confidence,�even�if�there�is�no�

relationship�between�parties�who�become�privy�to�that�information,�

information�may�still�have�been�imparted�in�circumstances�importing�a�

duty�of�confidence�[52].�This�could�relate�to�information�disclosed�by�the�

confidee�to�another�patient�at�a�GP�surgery�or�hospital,�to�a�non-clinical�

member�of�staą,�although�many�of�the�communications�under�the�latter�

heading�could�be�included�within�circumstances�of�non-contractual�

service�provision.�

The�fact�that�a�confidee�is�discussing�certain�information�to�individuals�in�

a�public�place�so�that�others�can�overhear,�does�not�mean�that�it�either�

loses�the�quality�of�confidence,�or�is�not�being�imparted�in�circumstances�

importing�a�duty�of�confidence�[41].�Information�must�be�known�by�a�

substantial�number�of�people�to�be�considered�in�the�public�domain[41],�

although�the�subject�matter�of�the�confidence,�together�with�the�fact�it�is�

being�openly�discussed�could�favour�the�argument�that�the�information�is�

trivial�[39].�

Parties�in�romantic�relationships�may�also�know�certain�information�in�

relation�to�their�partner,�including�health�complaints�or�other�information,�

and�the�law�is�prepared�to�restrain�the�partner�from�breaching�confidence�

[51].�It�should�be�noted�that�a�defence�to�a�disclosure�may�apply,�and�this�

is�considered�in�the�following�chapters.�
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2.7� Unauthorised�use�causing�a�breach�of�confidence�

2.7.1� The�basic�position�

The�basic�position�by�which�determining�whether�a�breach�of�confidence�

has�occurred�is�to�consider�whether�there�has�been�an�unauthorised�use�

of�information�that�is�subject�to�the�duty�of�confidence�[22].�There�will�be�

no�breach�of�confidence�where:�

 There�is�a�defence�to�the�use�of�the�information,�such�as�where�

there�is�consent�[28];�

 There�is�a�requirement�to�disclose�information�as�set�out�in�law,�for�

example,�where�there�is�an�obligation�of�reporting�a�notifiable�

disease�[79];�

 Where�a�duty�of�confidence�is�expressly�set�aside�by�law,�for�

example,�in�the�case�of�health�research,�on�the�advice�of�the�

Confidentiality�Advisory�Group�under�Regulation�5�of�the�Health�

Service�(Control�of�Patient�Information�Regulations)�2002�[80];�or�

 Where�information�needs�to�be�disclosed�to�another�person�to�fulfil�

a�statutory�function,�for�example,�in�the�case�of�a�Special�Health�

Authority�in�Wales,�they�may�be�complying�with�their�statutory�

functions�in�accordance�with�the�legislation�[81].�

These�are�explained�in�more�detail�as�part�of�this�thesis.�The�remainder�of�

this�chapter�will�consider�what�is�considered�a�breach�of�confidence.�

2.7.2� Unauthorised�use�

In�order�to�be�in�breach�of�confidence�there�must�be�an�unauthorised�use�

of�that�information�[22].�

The�case�law�appears�to�identify�two�broad�types�of�unauthorised�use.�

These�are:�
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 The�use�or�disclosure�of�information�by�an�individual�who�is�acting�

outside�of�their�contract�of�employment�

 Other�uses�of�information�by�legal�persons�in�breach�of�confidence.�

These�are�described�in�more�detail�below.�

2.7.3� Use�or�disclosure�by�an�employee�in�breach�of�an�

employment�contract�

2.7.3.1� The�basic�position�

By�a�breach�of�the�contract�of�employment,�this�includes�the�use�of�data�

that�is�subject�to�the�duty�of�confidence�that�has�been�lawfully�collected�

by�an�organisation�but�is�being�used�for�purposes�other�than�those�

undertaken�by�the�employer�on�their�own�initiative.�An�example�of�such�a�

breach�is�illustrated�by�the�case�of�X�v.�Y�[82]�where�information�on�

practicing�doctors�who�had�been�diagnosed�with�AIDS�was�leaked�to�the�

press�by�employees.�The�case�recognises�a�clear�breach�of�contract�[83]�

and�also�that�the�breach�of�confidence�was�by�the�employee�themselves�

[83].�

2.7.3.2� Liability�

Where�an�employee�misuses�data,�not�only�they,�but�the�employer�may�be�

liable�for�the�breach�of�confidence�[84].�The�test�for�establishing�whether�

an�employer�is�vicariously�liable�was�explored�in�the�case�of�Dubai�

Aluminium�v.�Salaam�[84].�Mr�Lord�Justice�Nichols�held�that:�

‘...the�circumstances�in�which�an�employer�may�be�vicariously�liable�
for�his�employee's�intentional�misconduct�are�not�closed.�All�
depends�on�the�closeness�of�the�connection�between�the�duties�
which,�in�broad�terms,�the�employee�was�engaged�to�perform�and�
his�wrongdoing�[85].’�

In�Various�Claimants�v.�Wm�Morrison�Supermarkets�plc�[86],�a�senior�

internal�IT�auditor�with�a�grudge�against�Morrisons�Supermarkets�Plc�
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downloaded�the�data�of�around�100,000�employees�onto�a�personal�USB�

stick,�took�it�home,�and�uploaded�it�to�a�file�sharing�website.�He�then�sent�

links�to�three�UK�newspapers.�In�a�group�action,�9,263�eąected�employees�

issued�a�claim�against�Morrisons�for�damages�for�breach�of�the�Data�

Protection�Act�1998,�the�misuse�of�private�information�and�for�breach�of�

confidence�by�the�oąending�employee.�Applying�this�case�of�Dubai�

Aluminium�v.�Salaam�[87].,�Lord�Reed�asked�the�question:�

‘..disclosure�of�the�data�was�so�closely�connected�with�acts�he�was�
authorised�to�do�that,�for�the�purposes�of�the�liability�of�his�
employer�to�third�parties,�his�wrongful�disclosure�may�fairly�and�
properly�be�regarded�as�done�by�him�while�acting�in�the�ordinary�
course�of�his�employment�[87].’�

The�UK�Supreme�Court�found�that�Morrisons�were�not�liable�for�vicarious�

liability�for�a�breach�of�confidence.�

In�relation�to�the�scope�of�his�employment,�the�court�found�that�

downloading�and�publishing�employee�data�in�this�way�not�in�the�‘field�of�

activities’�that�he�had�been�employed�to�do,�and�was�not�an�act�he�was�

authorised�to�do,�and�he�was�not�‘doing�acts�of�the�same�kind�as�those�

which�it�was�within�his�authority�to�do’.�[87].�It�was�also�held�that�the�

‘mere�opportunity’�to�commit�a�wrongful�act�by�being�in�that�position�of�

trust�was�not�enough�to�find�Morrisons�vicariously�liable�[87].�

Lord�Reed�identified�that�while�there�was�a�‘close�temporal�link�[87]’�and�

an�‘unbroken�chain�of�causation�[87]’�between�the�provision�of�data�to�

undertake�employment�and�the�subsequent�publication�on�the�internet�a�

‘a�temporal�or�causal�connection�does�not�in�itself�satisfy�the�close�

connection�test�[87].�Finally,�Lord�Reed�held�that�motive�was�irrelevant.�

The�important�element�to�consider�was�whether�he�was�acting�on�his�

employer’s�business�or�for�a�personal�reason�[87].�
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2.7.4� Other�uses�of�information�by�a�legal�person�in�breach�of�

confidence�

In�this�section,�it�is�the�intention�to�set�out,�aside�from�breaches�by�

employees,�or�the�vicarious�liability�of�an�organisation,�what�constitutes�

an�unauthorised�use�where�an�organisation�uses�information.�

2.7.4.1� The�basic�position�

The�basic�position�is�that�a�legal�person�who�receives�confidential�

information,�discloses�that�information�to�a�third�party�without�a�lawful�

excuse.�In�Taranto�v.�Cornelius�[88]�for�example�a�psychiatrist�who�had�

been�contracted�privately�to�prepare�a�medico-legal�report�for�the�

purposes�of�a�civil�claim,�forwarded�the�report�to�her�solicitor,�a�

consultant�psychiatrist�at�a�hospital�near�the�claimant's�home,�and�to�her�

general�practitioner�without�consent�in�breach�of�confidence.�

2.7.4.2� Defining�“use”�

It�is�not�just�individuals�collect�information�that�is�subject�to�the�duty�of�

confidence.�Legal�entities�such�as�Health�Boards,�NHS�Trusts�and�Special�

Health�Authorities�also�collect�information.�In�the�heading�above�as�

relates�to�employees�breaching�confidence,�this�is�straightforward�but�as�

relates�to�organisations�using�information,�the�phrase�‘unauthorised�use’�

is�vague.�The�case�of�R�v.�Department�of�Health�ex�parte�Source�

Informatics�[89]�settled�a�point�of�law.�Mr�Lord�Justice�Brown,�refused�to�

allow�the�common�law�‘distorted�for�the�purpose�[90]’�of�the�policy�

position�of�the�Department�of�Health�[90]�stating:�

‘The�concern�of�the�law�here�is�to�protect�the�confider's�personal�
privacy.�That�and�that�alone�is�the�right�at�issue�in�this�case.�The�
patient�has�no�proprietorial�claim�to�the�prescription�form�or�to�the�
information�it�contains.�Of�course,�he�can�bestow�or�withhold�his�
custom�as�he�pleases—the�pharmacist,�note,�has�no�such�right:�he�
is�by�law�bound�to�dispense�to�whoever�presents�a�prescription.�
But�that�gives�the�patient�no�property�in�the�information�and�no�
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right�to�control�its�use�provided�only�and�always�that�his�privacy�is�
not�put�at�risk�[12].’�

The�judgement�makes�it�clear�that�when�an�organisation�holds�

information,�it�can�use�that�information�for�a�number�of�purposes�without�

being�in�breach�of�the�common�law.�The�key�consideration�at�all�times,�

however,�is�maintaining�the�confiders�privacy.�It�is�therefore�conceivable�

that�in�most�situations,�a�breach�of�confidence�will�only�occur�where�a�

disclosure�is�made.�The�common�law�is�not�concerned�with�uses�of�

information�where�privacy�is�protected,�and�the�patient�has�no�control�

over�the�use�of�information�[12].�

2.7.5� Causation�and�the�breach�

2.7.5.1� The�basic�position�

In�order�for�there�to�be�a�breach�of�confidence�the�confider�must�have�

caused�the�breach�[91].�The�duty�of�confidence�is�a�negative�obligation�

not�to�disclose�information�that�is�subject�to�that�duty�[92].�Accordingly,�

there�must�be�a�‘positive�action’�by�the�confider�that�leads�to�a�breach�of�

confidence�[93].�That�positive�action�could�be�unintended�use,�or�a�

reckless�use,�but�nevertheless,�the�use�must�be�an�act�[93]�

.�

Without�a�positive�action,�even�if�the�person�holding�information�has�

insuĆcient�security�measures�and�the�data�is�stolen�by�hackers,�there�will�

be�no�causation�to�the�breach�[94].�It�is�important�to�note�however,�that�

the�Controller�of�the�information�could�be�in�breach�of�the�UK�GDPR�data�

protection�principles,�and�in�particular�the�UK�GDPR�‘security�principle�

[95]’�if�data�has�not�been:�

‘...processed�in�a�manner�that�ensures�appropriate�security�of�the�
personal�data,�including�protection�against�unauthorised�or�
unlawful�processing�and�against�accidental�loss,�destruction�or�
damage,�using�appropriate�technical�or�organisational�measures�
[95].’�
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This�position�has�been�aĆrmed�as�recently�as�2022�in�the�case�of�Smith�

and�Others�v.�Talktalk�Telecom�Group�Plc�[96].�

2.7.5.2� The�positive�act�

It�is�important�to�consider�who�has�undertaken�the�positive�act�when�

considering�who�is�liable.�When�a�person�makes�a�disclosure�that�

contravenes�the�duty�of�confidence�as�part�of�their�business�activities,�

this�is�relatively�straightforward.�Where�the�positive�act�is�undertaken�by�

an�employee�who�acts�outside�of�his�duties�however,�there�may�be�a�

vicarious�liability.�This�is�explained�in�more�detail�above,�but�by�way�of�

summarising�this�diąerential,�in�Various�Claimants�v.�Wm�Morrison�

Supermarkets�plc�[86],�the�employee�was�in�fact�the�one�who�breached�

confidentiality,�and�the�employer�was�not�vicariously�liable�for�a�number�

of�reasons,�including�that�the�employee�was�working�on�his�own�initiative�

[87],�and�there�was�not�a�close�connection�between�the�employment�and�

the�breach�[87].�

2.7.6� Use�of�information�for�other�purposes�

Where�information�has�been�lawfully�obtained,�the�general�position�is�that�

any�internal�use�of�that�information�is�lawful�to�the�extent�that�the�

patient’s�privacy�is�protected�[12].�Where�information�is�held�internally�by�

an�organisation,�and�a�use�is�considered�for�a�particular�purpose,�in�some�

circumstances�there�may�be�a�breach�of�confidence�if�a�man�of�‘average�

intelligence�and�honesty’�would�think�that�a�use�of�the�information�was�

for�any�improper�purpose�[97].�In�the�context�of�the�health�service,�if�a�

contractor�supplying�NHS�services�has�information�for�one�purpose,�if�

they�used�information�for�their�own�purposes�to�promote�healthcare�

related�products,�where�authorised�by�the�company,�and�without�making�

a�disclosure,�it�could�be�said�that�the�use�was�improper�in�the�mind�of�

someone�of�‘average�intelligence�and�honesty’�[97],�although�this�specific�

example�is�untested�in�law.�
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2.7.7� Breach�of�confidence�and�the�UK�GDPR�

Processing�of�any�personal�data�as�defined�by�the�UK�GDPR�[23]�is�defined�

by�Article�4�as:�

‘…any�operation�or�set�of�operations�which�is�performed�on�
personal�data�or�on�sets�of�personal�data,�whether�or�not�by�
automated�means,�such�as�collection,�recording,�organisation,�
structuring,�storage,�adaptation�or�alteration,�retrieval,�
consultation,�use,�disclosure�by�transmission,�dissemination�or�
otherwise�making�available,�alignment�or�combination,�restriction,�
erasure�or�destruction�[24].’�

The�wide�definition�of�‘processing’�could�be�said�to�include�most�activities�

by�which�personal�data�is�handled.�

Where�there�is�any�breach�of�confidence�relating�to�personal�data,�there�

will�at�the�very�least�be�a�breach�of�the�first�data�protection�principle.�The�

first�data�protection�principle�within�the�UK�GDPR�provides�that�personal�

data�shall�be:�

‘Processed�lawfully,�fairly�and�in�a�transparent�manner�in�relation�to�
the�data�subject�(‘lawfulness,�fairness�and�transparency)�[9].’�

In�breaching�the�common�law�duty�of�confidence,�a�breach�of�the�first�

data�protection�principle�as�information�would�not�be�processed�lawfully�

[98].�

2.8� Summary�of�Chapter�2:�Duty�of�Confidence�

The�chapter�provides�the�basic�set�of�principles�relevant�to�the�NHS,�that�

will�contribute�to�a�better�understanding�as�to�whether�information�is�

confidential.�

In�order�to�be�confidential,�information�must�have:�

 The�quality�of�confidence[22]�
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 Been�imparted�in�circumstances�importing�an�obligation�of�

confidence�[22].�

Any�unauthorised�use�of�that�information�to�the�detriment�of�the�party�

communicating�it�will�be�in�breach�of�confidence�[22].�

The�quality�of�confidence�

The�following�principles�relate�to�the�quality�of�confidence:�

 Any�information�can�have�the�quality�of�confidence,�including�that�

conveyed�orally�[32],�photographs,�audio�and�video�recordings�[33]�

and�sketches,�diagrams�or�etchings�[8].�

 Tangible�information�can�be�more�confidential�[33],�with�permanent�

records�such�as�photographs�[36]�and�oĆcial�records�such�as�

medical�records�[37]�being�most�sensitive�

 Trivial�information�is�unlikely�to�be�confidential�regardless�of�what�it�

relates�to�[38].�In�a�health�context,�this�will�include�observations�

that�someone�has�a�cold,�or�a�broken�leg�[39].�This�will�not�include�

records�of�an�oĆcial�diagnosis�as�these�are�more�sensitive�[40].�

Figure�1�on�the�next�page�demonstrates�the�relationship�between�the�

permanence�of�information�that�has�the�quality�of�confidence�and�the�

sensitivity�of�the�information.�

There�are�many�factors�to�be�taken�into�account,�and�the�approach�

represented�by�the�diagram�does�not�account�for�all�scenarios,�but�it�does�

demonstrate�at�a�basic�level�how�even�minor�health�conditions�that�can�

be�assumed�from�observation�will�not�be�confidential�even�if�printed�in�

permanent�form�[39],�this�becomes�more�sensitive�where�that�

information�is�conveyed�by,�or�has�been�extracted�from�records�made�by�

professionals�[40].�
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Permanent�

Non-

Tangible�

Level�1� Non�confidential�

Level�2� Confidential�

Level�3� Highly�Confidential�

Figure�1:�Permanency�v's�Sensitivity�of�Information�

It�can�be�noted�that�the�above�RAG�table�(Red,�Amber,�Green)�table�

follows�a�diąerent�colour�pattern�to�those�used�to�assess�risk.�The�table�

above�follows�the�general�proposition�that�trivial�information�is�not�

confidential�regardless�of�whether�it�is�in�a�non-tangible�form�or�a�

permanent�form�but�becomes�significantly�more�confidential�where�it�

becomes�less�trivial.�The�table�takes�into�account�very�general�principles�

and�therefore�the�author�would�recommend�that�confidentiality�is�

assessed�on�a�case-by-case�basis�and�considers�the�full�set�of�factors.�

The�following�summarised�the�position�where�information�is�in�the�public�

domain:�

 Information�in�the�public�domain�is�not�usually�confidential�[30],�

particularly�where�put�in�the�public�domain�by�the�person�to�whom�

it�relates�[45].�An�unlawful�disclosure�by�a�third�party�however�will�

not�mean�that�information�has�been�made�public�[43].�
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 Where�facts�are�put�in�the�public�domain�by�an�individual,�this�does�

not�mean�that�the�oĆcial�records,�such�as�health�records,�cease�to�

be�confidential�[46].�

 Information�partly�released�in�the�public�domain�loses�the�quality�of�

confidence,�but�additional�information�remains�confidential�[55].�

Table�1�(below)�provides�an�indication�as�to�whether�information�is�in�the�

public�domain,�based�on�the�number�of�people�that�are�made�known�of�

the�information:�

Quality�of�confidence� No�quality�of�confidence�

Known�by�a�small�number�of�

people�[42]’�

Known�by�a�substantial�number�of�

people�[42]�

Disclosed�to�a�limited�part�of�the�

public�[43].’�

Table�1:�Public�domain�- number�of�persons�who�know�the�information�

Some�relationships�may�be�confidential.�Table�2�(below)�illustrates�those�

relationships�that�will�remain�confidential.�

Quality�of�confidence�

Sex�lives�in�or�out�of�marriage�[50].�

No�quality�of�confidence�

Marriage�(i.e.�in�the�public�domain)�

[50]�

Secret�relationships,�including�

placing�an�obligation�on�the�other�

party�[51].�

Sexual�relationships�in�the�public�

domain�[52].�

Relationships�in�a�public�place�(e.g.�

a�club)�[52].�

Table�2:�Relationships�- Whether�in�the�public�domain�
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The�following�principles�relate�to�the�anonymisation�of�data:�

 Anonymised�data�does�not�have�the�quality�of�confidence�[12]�

 To�be�considered�anonymised�at�common�law,�a�person�should�not�

be�easily�identifiable�from�the�data�[12]�by�putting�measures�in�

place�to�protect�the�identity�of�individuals�[40].�

 It�is�usually�suĆcient�to�establish�whether�information�is�

suĆciently�anonymised�by�assessing�the�risk�of�identification�[60],�

however�where�there�is�a�small�public�interest�in�data�being�

disclosed,�this�may�influence�the�argument�that�disclosure�is�

suĆciently�anonymised�while�not�meeting�the�threshold�for�the�

public�interest�defence�[60].�

 Processes�used�to�anonymise�data�that�is�lawfully�held�will�not�be�

an�inappropriate�use�[12],�and�the�patient�has�no�right�to�object�to�

the�information�being�anonymised�and�disclosed�[12].�

 Anonymisation�is�a�privacy�protecting�process�[12]�and�therefore�

where�the�identity�of�an�individual�can�be�easily�deduced�from�the�

data,�the�data�is�not�suĆciently�anonymised�[58].�

The�following�summarises�the�persistence�of�the�quality�of�confidence:�

 The�quality�of�confidence�does�not�end�on�death�[63].�

 The�quality�of�confidence�will�decrease�over�time�[68].�

 Health�confidences�are�likely�to�diminish�at�a�much�slower�rate,�

particularly�up�to�the�point�where�a�person�is�within�living�memory�

[69].’�

Imparted�in�circumstances�importing�an�obligation�of�confidence’�

The�following�bullets�summarise�the�concept�of�imparting�information�in�

circumstances�importing�an�obligation�of�confidence:�

 There�is�no�precise�definition�around�the�imparting�of�information�

[70]�
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 The�relationship�of�the�parties�can�be�factor�in�determining�that�the�

circumstances�import�an�obligation�of�confidence,�as�can�the�fact�

that�a�person�knows�that�the�information�is�confidential�[22].�

 Knowledge�that�something�is�confidential�is�often�inferred�given�

the�circumstances�[72].�Examples�include:�

 Contractual�relationships:�The�fact�information�has�been�

imparted�in�circumstances�importing�an�obligation�of�

confidence�us�usually�indicated�in�contracts�[73],�or�implied�due�

to�the�nature�of�the�relationship�[74].�

 Non�contractual�relationships:�The�relationship�need�not�be�

contractual�[78],�and�can�extend�to�anyone�who�comes�across�

the�information�in�a�confidential�situation[31].�

 No�direct�relationship:�Information�may�still�have�been�imparted�

even�where�there�is�no�relationship�[52].�Overhearing�

conversations�in�a�public�place�may�have�the�quality�of�

confidence[41].�

Breach�of�Confidence�

To�be�considered�a�breach�of�confidence,�there�must�be�an�unauthorised�

use�[22].�There�will�be�no�breach�of�confidence�where:�

 There�is�a�defence�to�the�use�of�the�information,�such�as�where�

there�is�consent�[28];�

 There�is�a�requirement�to�disclose�information�as�set�out�in�law,�for�

example,�where�there�is�an�obligation�of�reporting�a�notifiable�

disease�[79];�

 Where�a�duty�of�confidence�is�expressly�set�aside�by�law,�for�

example,�in�the�case�of�health�research,�on�the�advice�of�the�

Confidentiality�Advisory�Group�under�Regulation�5�of�the�Health�

Service�(Control�of�Patient�Information�Regulations)�2002�[80];�or�

 Where�information�needs�to�be�disclosed�to�another�person�to�fulfil�

a�statutory�function,�for�example,�in�the�case�of�a�Special�Health�

Authority�in�Wales,�they�may�be�complying�with�their�statutory�

functions�in�accordance�with�the�legislation�[81].�
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An�unauthorised�use�has�generally�been�accepted�to�have�taken�place�

where�there�has�been�an�unlawful�disclosure�of�information:�

 By�an�employee�in�breach�of�their�contract�of�employment�[83].�

 By�an�organisation�where�there�is�a�disclosure�or�use�of�information�

where�a�man�of�‘average�intelligence�and�honesty’�would�consider�

the�use�an�improper�purpose�[97].�

To�identify�that�someone�has�breached�their�duty�of�confidence,�it�is�

necessary�to�demonstrate�that�the�actions�of�the�party�holding�the�

confidential�information�caused�the�breach�themselves�[94].�The�actions�

of�third�parties�who�have�hacked�systems�or�stolen�information�will�not�

satisfy�this�test�under�the�common�law�[94].�To�prove�causation,�it�must�

be�demonstrated�that:�

 There�is�a�‘positive�action’�(e.g.�reckless�act)�[93]�

 That�the�positive�act�leads�to�information�being�disclosed�[91].�

Table�3�(on�the�next�page)�sets�out�the�factors�that�may�be�considered�

when�determining�liability�of�breach�of�confidence�where�the�unlawful�

use�is�based�on�the�actions�of�the�employee.�

Employer�Liable� Employee�Liable�

Close�connection�between�the�duties�

of�the�employee�and�the�breach�[85].’�

Temporal�link�and�an�unbroken�chain�

of�causation�between�the�employee’s�

duties�and�the�breach[87]�

Employee�not�authorised�to�do�the�

act�that�caused�the�breach�[87].�

Taking�advantage�of�an�opportunity�

to�commit�an�act�not�authorised�by�

the�employer�[87].�

Acting�on�the�employer’s�business�

[87]�

Table�3:�Factors�relevant�to�determining�vicarious�liability�
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The�next�chapter�explains�how�the�consent�of�the�person�to�which�the�

confidential�information�can�release�the�holder�of�that�information�for�

their�duty�of�confidence�in�making�a�disclosure.�The�elements�of�a�valid�

consent,�and�those�factors�that�would�make�a�consent�invalid�is�

considered�in�some�detail.�
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3.1�

3.� Defences�–�consent�

Introduction�

In�the�law�of�tort,�consent�is�considered�a�defence.�In�other�words,�it�

provides�a�legal�excuse�for�performing�actions�that�may�otherwise�breach�

a�duty�to�another.�In�law,�the�Latin�maxim�‘volenti�non�fit�injuria’�(to�a�

volunteer,�injury�is�not�done)�is�often�used�to�describe�consent,�with�

Breach�of�confidence�cases�such�as�Freeman�v.�Home�OĆce�referring�to�

the�maxim�to�describe�the�application�of�the�defence�[99].�

In�A.G.�v.�Guardian�Newspapers�[1988],�at�the�Court�of�Appeal,�Lord�

Bingham�stated:�

‘It�is�a�well-settled�principle�of�law�that�where�one�party�(the�
confidant)�acquires�confidential�information�from�or�during�his�
service�with,�or�by�virtue�of�his�relationship�with,�another�(the�
confider),�in�circumstances�importing�a�duty�of�confidence,�the�
confidant�is�not�ordinarily�at�liberty�to�divulge�that�information�to�a�
third�party�without�the�consent�or�against�the�wishes�of�the�
confider.�The�essence�of�the�confidant's�duty�is�to�preserve�the�
confidentiality�of�the�confider's�information�[28]�.’�

The�definition�of�consent�has�not�been�set�out�in�any�detail�in�cases�that�

relate�to�confidentiality.�There�are�however�a�variety�of�principles,�both�in�

tort,�and�other�areas�of�the�common�law,�that�can�be�applied�to�define�

consent.�These�will�be�applied�appropriately�in�this�chapter.�

The�elements�to�a�valid�consent�at�common�law�can�be�summarised�

under�three�headings.�In�summary�these�are:�

1.�The�person�must�have�knowledge�what�they�are�consenting�to�

[100],�and�have�capacity�to�understand�what�they�are�consenting�

to�[101]�

2.�Any�consent�must�be�given�freely,�without�any�influence�or�

coercion�[102]�

3.�Consent�must�be�indicated�[103].�
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3.2� Knowledge�

3.2.1� The�basic�principle�

The�basic�principle�is�that�a�person�must�know�what�they�are�consenting�

to�for�the�consent�to�be�valid�[104].�If�an�individual�does�not�know�what�

they�are�consenting�to,�then�any�consent�that�has�been�provided�cannot�

be�not�valid�consent�[104].�

In�Re�Caughey�ex�p.�Ford�(1876)�[100]�Jessel�MR�stated:�

‘You�cannot�consent�to�a�thing�unless�you�have�knowledge�of�it�
[100].’�

The�extent�to�which�an�individual�needs�to�be�informed�appears�to�vary�

dependent�on�that�to�which�the�subject�is�consenting�to�[105].�

3.2.2� Knowledge�and�implied�consent�

3.2.2.1� Reasonable�expectations�and�knowledge�

In�some�circumstances�what�is�being�consented�to,�albeit�impliedly,�may�

be�more�obvious.�For�example,�in�the�absence�of�any�statutory�function�

by�which�an�organisation�can�justify�the�requirement�to�have�data�

disclosed�to�it2,�any�use�of�information�that�would�be�in�the�reasonable�

expectations�of�the�reasonable�patient�could�be�used�on�the�basis�that�

consent�is�implied�[106].�

It�is�important�to�note�that�the�consent�obtained�prior�to�a�medical�

procedure�taking�place,�including�the�requirements�to�inform�the�patient�

of�any�risk�[107],�serve�the�purpose�of�providing�consent�to�battery�as�is�

necessary�before�certain�procedures�take�place�[108].�In�the�case�of�an�

2�This�is�described�in�more�detail�in�Chapter�6�
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implied�consent�to�battery�there�are�more�limitations�as�to�what�will�be�

accepted�as�implied�consent,�as�explained�in�Marland�v.�Director�of�Public�

Prosecutions�[109],�although�this�falls�outside�of�the�scope�of�this�thesis.�

Where�a�patient�has�been�treated�within�a�healthcare�system,�knowledge�

of�those�circumstances�relating�to�their�care�and�management�and�

financial�processes�are�often�inferred�[106].�It�could�be�suggested�that�

where�organisations�are�not�established�by�Statute,�such�as�where�they�

are�contractors�of�NHS�services,�implied�consent�can�be�relied�upon�as�it�

is�in�the�reasonable�expectations�of�the�patient.�

In�Murry�v.�Express�Newspapers�Plc�[110]�Lord�Nicholls�stated:�

‘Essentially�the�touchstone�of�private�life�is�whether�in�respect�of�
the�disclosed�facts�the�person�in�question�had�a�reasonable�
expectation�of�privacy�[111].’�

Where�it�is�within�the�reasonable�expectations�of�individuals�that�

information�will�be�shared�in�certain�circumstances�therefore,�the�use�of�

that�information�will�be�lawful�[111].�

In�R�(W�and�others)�v.�Secretary�of�State�for�Health�(British�Medical�

Association�intervening)�[112]�it�was�stated�that:�

‘The�duty�of�confidence�originates�as�a�professional�duty�of�the�
treating�doctors,�nurses�and�ancillary�staą.�Plainly�they�are�
entitled,�without�being�in�breach�of�that�duty,�to�pass�the�
Information�to�hospital�administrators�for�the�purpose�of�record�
keeping�and�of�recovery�of�the�charges�[106].’�

On�analysis�of�this�statement,�it�appears�obvious�that�passing�information�

collected�in�the�hospital�to�local�administrators�would�not�amount�to�a�

breach�as�there�has�been�no�disclosure�outside�of�the�organisation.�This�

said,�disclosures�to�other�bodies�who�undertake�normal�business�

activities�on�behalf�of�the�hospital�would�also�fall�into�this�bracket�of�

disclosure.�The�example�here�could�be�those�administrative�activities�

undertaken�by�the�NHS�Wales�Shared�Services�Partnership�in�Wales�on�
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behalf�of�the�Health�Boards,�although�in�these�circumstances,�it�could�be�

argued�that�the�broader�statutory�functions�of�those�organisations�would�

mean�that�there�would�be�no�need�to�imply�consent�[113]3.�

It�could�be�noted�at�this�stage�that�where�implied�consent�relies�on�the�

principle�of�reasonable�expectations�of�individuals,�it�is�unlikely�that�any�

use�of�information�that�poses�a�high�risk�could�be�in�the�reasonable�

expectations�of�individuals.�Even�if�patients�are�informed�of�a�risk�of�any�

specified�use�at�the�point�of�collecting�data,�albeit�on�the�ward,�the�simple�

fact�that�an�individual�is�aware�of�the�risk�does�not�mean�that�any�breach�

of�the�common�law�duty�of�confidence,�or�any�other�tort,�has�been�waived�

[114].�There�must�be�an�agreement�to�expressly�or�impliedly�waive�the�

common�law�duty�of�care�to�demonstrate�acceptance�of�that�risk�[114].�

This�is�described�in�more�detail�in�the�section�below�as�relates�to�

knowledge�where�consent�has�been�expressly�provided.�

While�it�may�be�easy�to�justify�the�disclosure�of�information�in�a�

healthcare�system,�there�may�be�circumstances�where�innovation�or�

other�activities�could�be�viewed�as�being�in�the�reasonable�expectations�

of�patients.�One�of�the�diĆculties�with�the�common�law�in�this�regard�is�

how�broadly�it�could�be�said�that�something�is�in�the�reasonable�

expectations�of�an�individual.�Information�in�digital�format�is�much�easier�

to�compile�and�use�for�a�variety�of�purposes.�Data�analytics�can�be�

undertaken�outside�of�the�treating�body�for�the�most�legitimate�purposes,�

but�because�the�information�has�been�disclosed�a�lawful�excuse�must�be�

established,�otherwise�there�will�be�a�breach�of�confidence�[88].�

The�late�Dame�Fiona�Caldicott�as�National�Data�Guardian�wrote�to�the�

Information�Commissioner�following�reports�that�1.6�million�patient�

records�had�been�shared�by�the�Royal�Free�NHS�Foundation�Trust�with�

DeepMind�[115].�The�Trust�maintained�that�the�disclosure�was�lawful�as�

the�system�was�to�be�used�for�direct�care�purposes�and�therefore�

3�See�Chapter�6�for�an�explanation�as�to�how�the�powers�of�statutory�organisations�
enable�information�to�be�shared�to�satisfy�those�functions.�
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consent�was�implied.�In�her�investigation,�the�National�Data�Guardian�

discovered�that�the�system�was�not�yet�in�use�in�the�hospital�and�that�

only�a�prototype�system�had�been�developed.�She�therefore�concluded�

that�the�sharing�of�these�records�was�not�for�a�direct�care�purpose�and�

therefore�it�was�not�in�the�reasonable�expectations�of�patients�that�this�

type�of�sharing�would�take�place.�Consent�could�therefore�not�be�implied�

[115].�

The�legal�requirements�of�all�organisations�to�ensure�transparency�are�

described�in�the�next�section,�and�from�a�UK�GDPR�perspective�are�a�

requirement�of�all�organisations�processing�personal�data�but�are�of�

particular�use�in�informing�explicit�consent.�

3.2.3� Knowledge�and�explicit�consent�

3.2.3.1� Preamble�

Where�a�use�of�information�is�not�within�the�reasonable�expectations�of�a�

patient,�explicit�consent�can�be�obtained�as�evidence�of�that�consent.�

Only�the�elements�of�consent�that�relate�to�informing�the�patient�are�

included�in�this�section.�Other�information�is�explained�in�more�detail�

throughout�the�course�of�the�chapter.�

3.2.3.2� Informing�the�patient�

Where�the�explicit�consent�of�a�patient�is�to�be�relied�upon�to�disclose�

confidential�information,�they�must�have�knowledge�of�what�they�are�

consenting�to�prior�to�signifying�their�consent�[116].�Informing�individuals�

after�they�have�signified�consent�will�mean�that�the�consent�is�not�valid�

[116].�In�such�circumstances,�unless�another�lawful�excuse�at�common�

law�can�be�identified,�the�patient�would�need�to�signify�their�consent�

again�[116].�
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Providing�information�to�a�data�subject�in�compliance�with�the�fair�

processing�requirements�under�the�UK�GDPR�[9]�may�be�useful�in�

demonstrating�that�individuals�have�knowledge�of�the�use�of�information.�

There�is�a�requirement�that�information�is�provided�to�a�data�subject�

where�data�is�collected�from�an�individual�[117],�or�where�the�data�has�not�

been�obtained�from�an�individual�[118]�regardless�of�the�lawful�basis.�

3.2.3.3� Information�on�higher�risk�activities�

Where�the�use�of�information�carries�any�risk,�it�could�be�argued�that�the�

risks�must�be�explained�for�consent�to�be�valid�[105].�There�is�no�case�law�

that�sets�out�this�approach�in�relation�to�the�common�law�duty�of�

confidence,�however�similar�principles�are�adopted�in�other�areas�of�the�

common�law,�including�in�the�law�of�tort.�

In�Chatterton�v.�Gerson�[105]�a�patient�signed�a�consent�form�to�undergo�

a�medical�procedure.�The�general�nature�of�the�injection�that�was�due�to�

be�administered�was�known�to�her,�but�the�doctor�had�not�explained�to�

her�the�significant�risks�associated�with�the�injection.�Therefore,�even�

though�the�claimant�has�signed�the�claim�form,�as�she�did�not�have�

knowledge�to�the�full�extent�as�to�what�she�was�consenting�to,�the�

consent�was�not�valid�[119].�

It�could�be�suggested�that�the�explicit�consent�of�individuals�would�

usually�be�required�given�that�it�could�never�be�within�the�reasonable�

expectations�of�an�individual�that�their�data�be�used�for�high-risk�

processing.�In�the�law�of�tort�there�is�authority�that�suggests�that�even�if�

there�was�knowledge�of�a�risk�and�an�individual�was�to�participate�

anyway,�this�would�not�be�enough�to�satisfy�the�requirements�of�valid�

consent.�In�Nettleship�v.�Weston,�the�doctrine�of�volenti�non�fit�injuria�was�

considered�in�relation�to�the�tort�of�negligence.�Lord�Denning�Master�of�

the�Rolls�held�that:�
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‘Knowledge�of�the�risk�of�injury�is�not�enough.�Nor�is�a�willingness�
to�take�the�risk�of�injury.�Nothing�will�suĆce�short�of�an�agreement�
to�waive�any�claim�for�negligence.�The�plaintią�must�agree,�
expressly�or�impliedly,�to�waive�any�claim�for�any�injury�that�may�
befall�him�due�to�the�lack�of�reasonable�care�by�the�defendant:�or�
more�accurately,�due�to�the�failure�of�the�defendant�to�measure�up�
to�the�standard�of�care�that�the�law�requires�of�him�[114].’�

In�other�words,�there�needs�to�be�an�express�or�implied�acceptance�of�

that�risk.�It�therefore�seems�clear�that�even�an�implied�waiver�must�have�

knowledge�and�evidence�of�accepting�that�risk�[114],�otherwise,�consent�

would�be�invalid.�

Where�the�extent�of�a�risk�is�properly�explained�to�individuals�[120],�and�

the�individual�is�fully�aware�of�the�consequences�of�any�disclosure�[121],�

they�cannot�then�allege�that�there�is�a�breach�of�confidence�on�the�basis�

that�they�did�not�have�knowledge�[121].�The�operation�of�this�is�illustrated�

by�two�cases.�In�Morris�v.�Murray�[121]�the�plaintią�and�his�friend�had�been�

drinking�all�afternoon.�They�decided�to�go�on�a�flight�in�the�friend’s�

aircraft,�and�the�plaintią�drove�them�to�the�airfield.�The�plaintią�helped�

refuel�and�start�the�aircraft.�Early�into�the�flight,�the�aircraft�crashed,�

killing�the�plaintią’s�friend,�and�injuring�the�plaintią.�The�plaintią�sued�the�

estate�of�his�friend.�

In�the�Court�of�Appeal,�Stocker�L.J.�stated�that:�

‘…on�the�basis�that�the�plaintią�himself�was�capable�of�appreciating�
the�full�nature�and�extent�of�the�risk�and�voluntarily�accepted�it,�I�
would�have�no�doubt�whatever�that�this�maxim�would�have�applied�
to�defeat�his�claim�[122].’�

Therefore,�where�an�individual�is�made�aware�of�a�risk,�or�should�

reasonably�have�known�about�the�risk�but�has�expressly�or�impliedly�

agreed�to�that�risk,�the�knowledge�element�of�consent�will�be�satisfied�

[123].�Where�an�individual�is�made�aware�of�a�risk,�or�should�reasonably�

have�known�about�the�risk,�but�could�not�reasonably�have�known�about�

the�extent�of�the�risk�and�wasn’t�made�aware�of�it,�the�consent�defence�

will�fail�[123].�It�is�diĆcult�to�conceive�examples�of�this�happening�in�the�
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context�of�health�services,�but�insofar�as�health�information�is�used�in�a�

context�unrelated�to�healthcare,�it�is�possible�that�this�consideration�

could�prove�relevant�where�information�has�been�disclosed.�It�is�

nevertheless�important�to�outline�this�principle,�as�this�is�relevant�to�the�

body�of�law�being�examined.�

3.2.4� Misrepresentation�and�knowledge�

Misrepresentation�could�apply�as�easily�to�the�misrepresentation�of�risks,�

particularly�where�the�extent�of�the�risk�is�understated�[123].�

Misrepresentation�as�to�any�of�the�information�around�the�use�of�data�will�

mean�consent�is�invalid�[116].�

When�providing�a�patient�with�information�on�which�to�base�their�

consent,�that�information�must�be�honest�and�factual�[116].�As�stated�

above,�it�is�important�that�any�risks�should�be�properly�explained�[119]�and�

no�misrepresentations�should�be�made�about�the�use�or�benefits�of�the�

obtaining�or�disclosing�of�data,�or�any�of�the�uses�of�the�data�by�which�

that�data�is�to�be�used�[116].�In�some�cases,�it�may�be�necessary�to�explain�

to�the�patient�in�such�a�way�that�the�patient�understands�what�they�are�

consenting�to�[124].�

In�Freeman�v.�the�Home�OĆce�(No�2)�[125],�Sir�John�Donaldson�MR�stated�

that:�

‘Consent�would�not�be�real�if�procured�by�fraud�or�
misrepresentation�but,�subject�to�this�and�subject�to�the�patient�
having�been�informed�in�broad�terms�of�the�nature�of�the�
treatment,�consent�in�fact�amounts�to�
consent�in�law�[116].’�

Where�consent�is�sought�from�an�individual�and�role�or�qualifications�of�

the�person�seeking�the�consent�has�been�misrepresented�to�the�patient,�

or�has�been�used�in�a�way�to�fraudulently�ensure�that�consent�is�secured,�

the�consent�will�not�be�valid�[126].�
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In�R�v.�Tabassum�[126]�the�defendant�was�creating�a�database�relating�to�

breast�cancer�to�sell�to�doctors.�He�had�some�medical�knowledge�and�

experience�in�relation�to�breast�cancer;�however,�his�training�was�not�

formal,�and�he�had�no�medical�qualifications.�He�convinced�three�women�

to�allow�him�to�examine�their�breasts�for�the�purpose�of�creating�the�

database.�While�there�was�no�evidence�of�sexual�motive,�his�conduct�

inferred�he�was�a�doctor�and�therefore�the�consent�was�not�a�valid�

consent�[126].�

From�an�information�law�perspective,�the�same�could�be�said�for�those�

obtaining�consent�for�purposes�not�connected�to�their�treatment.�For�

example,�if�a�researcher�impersonated�a�doctor�in�order�to�encourage�a�

person�to�sign�up�to�a�study�for�the�benefit�of�people�with�their�condition,�

they�may�not�only�be�misrepresenting�the�benefits�of�the�sign�up,�but�

could�mean�that�consent�was�invalid�on�the�basis�that�the�patient�had�

made�that�consent�on�the�basis�of�their�professional�integrity�and�

qualifications.�

3.2.5� Knowledge�and�capacity�

At�common�law,�a�person�can�only�consent�if�they�have�the�capacity�to�do�

so�[101].�It�follows�that�to�imply�their�consent;�an�individual�would�also�

need�to�have�capacity.�Capacity�can�apply�to�those�who�lack�mental�

capacity�or�those�that�are�incapacitated.�

The�question�of�mental�capacity�is�a�developed�area;�however,�a�summary�

of�the�main�legal�principles�is�included�for�completeness.�

3.2.5.1� The�Mental�Capacity�Act�2005�

Section�2(1)�of�the�Mental�Capacity�Act�2005�states�that:�

‘A�person�lacks�capacity�in�relation�to�a�matter�if�at�the�material�
time�he�is�unable�to�make�a�decision�for�himself�in�relation�to�the�
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matter�because�of�an�impairment�of,�or�a�disturbance�in�the�
functioning�of,�the�mind�or�brain�[127].’�

The�definition�makes�clear�that�the�lack�of�capacity�is�relevant�at�that�

material�time�that�they�need�to�make�the�decision.�The�lack�of�capacity�

may�be�of�a�permanent�or�temporary�nature�[128].�

A�person�can�only�be�said�not�to�have�capacity�under�the�statutory�

regime�where�on�the�balance�of�probabilities�[129]:�

‘...he�is�unable�to:�

(a)�to�understand�the�information�relevant�to�the�decision�[130],�
(b)�to�retain�that�information�[131],�
(c)�to�use�or�weigh�that�information�as�part�of�the�process�of�
making�the�decision�[132],�or�
(d)�to�communicate�his�decision�(whether�by�talking,�using�sign�
language�or�any�other�means�[133].’�

Unless�it�can�be�demonstrated�that�a�person�does�not�have�capacity,�

individuals�over�the�age�of�16�[134]�are�assumed�to�have�capacity�[135].�

Capacity�or�lack�of�capacity�cannot�be�assessed�on�the�basis�of�a�person’s�

age�or�appearance�[136];�or�any�condition�or�any�aspect�of�their�behaviour�

that�could�lead�to�unjustified�assumptions�about�capacity�[137].�

It�should�be�reiterated�that�where�someone�has�presumed�capacity,�

information�must�be�explained�to�them�in�a�way�that�they�understand�to�

ensure�they�know�what�they�are�consenting�to�[124].�

3.2.5.1.1� Understanding�information�relevant�to�the�decision�

An�individual�must�be�able�to�understand�the�information�relevant�to�the�

decision�[130]�to�have�competence�to�make�that�decision.�If�it�is�possible�

to�explain�to�an�individual�in�a�way�that�they�can�understand�such�as�

using�simple�language,�visual�aids�or�any�other�means�[138]�then�an�

individual�will�not�lack�capacity.�It�is�important�to�note�that�an�individual�

must�not�be�treated�as�being�unable�to�make�a�decision�unless�all�

practical�steps�that�can�be�made�have�been�taken�to�assist�them�[139].�

74�



 

 

 

    

 

            

              

      

 

          

     

 

             

            

             

      

 

    

 

           

             

            

         

 

           

 

            
               

             

          

           

             

             

 

             

               

3.2.5.1.2� Retaining�the�information�

An�individual�who�is�only�able�to�remember�information�relevant�to�the�

decision�that�they�need�to�make�for�a�very�short�time�may�still�have�

mental�capacity�under�the�Act�[140].�

3.2.5.1.3� Using�or�weighing�that�information�as�part�of�the�

process�of�making�the�decision�

‘Deciding�one�way�or�another�[141]’,�or�‘failing�to�make�the�decision�[142]’�

are�both�factors�demonstrating�capacity.�It�is�important�to�note�that�a�

person�must�not�be�treated�as�unable�to�make�a�decision�because�the�

decision�they�take�is�‘unwise�[143]’.�

3.2.5.1.4� Communicating�his�decision�

A�person�must�be�able�to�communicate�their�decision�to�demonstrate�

that�a�decision�has�been�taken�either�way.�The�communication�may�be�by�

any�means�to�demonstrate�that�their�decision�has�been�made�(whether�by�

talking,�using�sign�language�or�any�other�means�[144]).�

3.2.5.2� Lack�of�capacity�and�competence�in�adults�at�common�law�

Where�a�person�is�deemed�to�have�capacity�under�the�Mental�Capacity�

Act�[145],�they�may�still�not�be�competent�to�make�a�decision.�In�the�case�

of�In�Re�L�(Vulnerable�Adults:�Court’s�Jurisdiction)�(No�2)�(CA)�[146],�the�

court�held�that�the�common�law�definition�of�capacity�existed�

notwithstanding�the�passing�of�the�2005�Act�and�therefore�even�where�

there�was�not�an�‘impairment�of,�or�disturbance�in�the�functioning�of,�the�

mind�or�brain’�they�may�nevertheless�lack�capacity�at�common�law�[147].�

Outside�of�the�legislation�the�picture�as�to�whether�an�adult�has�capacity�

is�a�complex�one�and�has�not�been�tested�in�the�courts.�There�is�however�
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some�guidance�of�the�characteristics�that�capacity�may�possess,�

however.�The�House�of�Lords�in�Gillick�v.�West�Norfolk�and�Wisbech�Area�

Health�Authority�[1986]�[148]�for�example�identifies�a�child�as�having�

mental�capacity�where:�

‘He�reaches�a�suĆcient�understanding�and�intelligence�to�be�
capable�of�making�up�his�own�mind�on�the�matter�requiring�
decision�[149].’�

Similarly�in�the�case�of�capacity�to�make�a�will,�in�the�much�earlier�case�of�

Banks�v.�Goodfellow�[150]�it�was�held�that:�

‘It�is�essential�to�the�exercise�of�such�a�power�that�a�testator�shall�
understand�the�nature�of�the�act�and�its�eąects;�shall�understand�
the�extent�of�the�property�of�which�he�is�disposing;�shall�be�able�to�
comprehend�end�appreciate�the�claims�to�which�he�ought�to�give�
eąect;�and�with�a�view�to�the�latter�object�that�no�disorder�of�the�
mind�shall�poison�his�aąections,�pervert�his�sense�of�right,�or�
prevent�the�exercise�of�his�natural�faculties;�that�no�insane�
delusion�shall�influence�his�will�on�disposing�of�his�property,�and�
bring�about�a�disposal�of�it�which�would�not�have�been�made�
otherwise�[150].’�

In�assessing�capacity�at�common�law�therefore,�in�order�for�consent�to�be�

valid,�it�is�necessary�that�the�person�consenting�has�suĆcient�

intelligence�and�understanding�of�making�decisions�[149]�so�as�to�properly�

understand�the�eąect�of�such�consent�[150].�

3.2.5.3� Powers�of�Attorney�and�the�Court�of�Protection�

Powers�of�Attorney�and�the�role�of�the�Court�of�Protection�is�out�of�scope�

of�this�thesis.�

3.2.5.4� Children�aged�16�and�18�

The�Children’s�Act�1989�[151]�Act�defines�a�child�as�being�an�individual�

under�the�age�of�eighteen�[152]�years�of�age.�The�Family�Law�Reform�Act�

1969�[153]�further�confirms�that�a�child�over�the�age�of�sixteen�can�
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consent�to�receiving�surgical,�medical�or�dental�treatment�and�therefore�

does�not�need�to�have�parental�consent�[154].�If�a�child�has�not�reached�

the�age�of�sixteen�however,�this�does�not�mean�that�they�cannot�consent�

[155].�

It�is�the�accepted�position�that�a�child�of�a�very�young�age�does�not�have�

the�intelligence�or�understanding�to�give�consent�[56].�Insofar�as�a�child�

without�competence�is�concerned,�the�parents�have�parental�rights�in�

making�a�decision�for�the�child�[148].�As�Lord�Fraser�identified�in�the�key�

case�of�Gillick�v.�West�Norfolk�and�Wisbech�Area�Health�Authority�[1986]:�

‘I�hold,�that�parental�rights�to�control�a�child�do�not�exist�for�the�
benefit�of�the�parent.�They�exist�for�the�benefit�of�the�child,�and�
they�are�justified�only�in�so�far�as�they�enable�the�parent�to�perform�
his�duties�towards�the�child,�and�towards�other�children�in�the�
family�[156].’�

As�the�child�gets�older�however,�their�intelligence�and�understanding�

matures,�and�so�too�does�the�influence�of�the�of�the�parent�over�the�child�

[157].�The�courts�recognise�that�independence�occurs�gradually�as�the�

child�gains�more�maturity�and�understanding�[158].�This�is�a�‘dwindling�

right�[157]’�that�is�eventually�extinguished�at�child’s�eighteenth�birthday�

[157]�that�starts�with�control�at�a�young�age�and�ends�with�the�parent�

presenting�an�advisory�role�[157].�There�is�therefore�no�fixed�age�at�which�

a�child�may�be�deemed�competent�to�consent�[159].�As�Lord�Scarman�said�

in�Gillick�v.�West�Norfolk�and�Wisbech�Area�Health�Authority�[1986]�[148]:�

‘Parental�right�yields�to�the�child’s�right�to�make�his�own�decisions�
when�he�reaches�a�suĆcient�understanding�and�intelligence�to�be�
capable�of�making�up�his�own�mind�on�the�matter�requiring�
decision�[159].’�
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3.3� Consent�must�be�freely�given�

3.3.1� The�basic�principle�

The�basic�principle�is�that�for�consent�to�be�valid,�it�must�be�freely�given.�

In�other�words,�for�the�defence�of�consent�to�be�used�for�a�disclosure�of�

information�that�is�subject�to�the�duty�of�confidence,�the�consent�must�

have�been�signified�by�a�voluntary�act�[40].�

3.3.2� Freedom�of�choice�

An�indication�that�the�act�of�consent�has�been�made�voluntarily�can�be�

indicated�by�the�freedom�of�choice.�If�someone�does�not�have�freedom�of�

choice,�then�consent�will�be�invalid�[160].�

3.3.3� Perceived�obligations�

The�courts�have�recognised�that�where�consent�is�only�provided�because�

of�the�perception�that�they�have�no�alternative�to�consent�because�of�a�

given�set�of�circumstances�or�perform�actions�consistent�with�an�implied�

consent�because�they�feel�they�have�no�choice�in�the�matter,�the�consent�

will�not�be�voluntary�and�therefore�cannot�be�valid.�This�is�illustrated�by�

the�case�of�Bowater�v.�Rowley�Regis�Corp�[160],�where�the�claimant�was�

employed�as�a�road�sweeper.�He�undertook�his�work�with�a�horse�drawn�

cart,�however�had�protested�that�a�particular�horse�that�he�had�been�

provided�with�was�known�to�misbehave,�His�manager�ordered�him�to�work�

with�the�horse.�On�one�occasion�thereafter,�the�horse�bolted�causing�him�

serious�injury.�In�defence�to�the�resulting�claim�in�tort,�the�Rowley�Regis�

Corporation�had�argued�that�he�had�consented�to�take�the�horse�in�

performing�his�duties.�This�defence�failed,�as�Mr�Bowater�was�seen�to�

have�no�choice�in�the�matter�and�therefore�consent�was�not�valid�[160].�
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The�principles�of�perceived�obligations�in�relation�to�consent�have�been�

considered�in�other�areas�of�information�law.�While�the�UK�GDPR�

provisions�around�the�lawful�basis�of�consent�[161]�are�out�of�scope�of�this�

thesis,�it�is�interesting�to�note�that�Article�7�of�the�UK�GDPR�provides�that:�

‘When�assessing�whether�consent�is�freely�given,�utmost�account�
shall�be�taken�of�whether,�inter�alia,�the�performance�of�a�contract,�
including�the�provision�of�a�service,�is�conditional�on�consent�to�the�
processing�of�personal�data�that�is�not�necessary�for�the�
performance�of�that�contract�[162].’�

In�applying�consent�as�a�lawful�basis�as�a�public�authority�or�other�

organisation�where�an�individual�may�feel�that�the�provision�of�a�service�is�

dependent�on�that�consent,�the�Information�Commissioners�OĆce�

advises:�

‘If�you�make�consent�a�precondition�of�a�service,�it�is�unlikely�to�be�
the�most�appropriate�lawful�basis.�

Public�authorities,�employers�and�other�organisations�in�a�position�
of�power�over�individuals�should�avoid�relying�on�consent�unless�
they�are�confident,�they�can�demonstrate�it�is�freely�given�[163].’�

While�this�guidance�does�not�relate�to�consent�within�the�meaning�of�the�

common�law�duty�of�confidence,�it�is�useful�in�setting�out�the�principle�

explained�in�Bowater�v.�Rowley�Regis�Corp�[160]�can�operate.�

3.3.4� Undue�influence�and�decisions�

Where�consent�has�been�made�under�duress�or�obtained�by�persuasion,�it�

can�be�said�that�the�consent�was�obtained�by�undue�influence�and�

therefore�will�be�invalid�[164].�An�important�observation�with�any�undue�

influence�is�that�there�is�no�requirement�for�there�to�be�any�bad�intention�

in�the�persuading�or�pressurising�an�individual�to�consent�[165].�It�could�

simply�be�that�the�individual�unduly�influencing�another�person�believes�

that�it�is�in�their�best�interests�to�consent�in�certain�circumstances.�For�

example,�a�person�may�be�persuaded�to�consent�to�a�family�member�such�
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as�a�spouse�or�parent�having�access�to�medical�records�as�the�family�

member�perceives�that�they�need�to�be�guided�in�healthcare�decisions.�

Forms�of�unacceptable�conduct�that�would�amount�to�undue�influence�

were�identified�in�Royal�Bank�of�Scotland�plc�v.�Etridge�[166].�It�was�

explained�there�were�two�types�of�undue�influence�that�could�arise:�

‘The�first�comprises�overt�acts�of�improper�pressure�or�coercion�
such�as�unlawful�threats.�Today�there�is�much�overlap�with�the�
principle�of�duress�as�this�principle�has�subsequently�developed.�
The�second�form�arises�out�of�a�relationship�between�two�persons�
where�one�has�acquired�over�another�a�measure�of�influence,�or�
ascendancy,�of�which�the�ascendant�person�then�takes�unfair�
advantage�[164].’�

It�could�be�argued�that�the�second�example�is�too�restrictive.�There�is�a�

real�possibility�that�more�than�two�people�could�be�involved�in�persuading�

or�influencing�someone�to�consent�in�a�sustained�way.�That�said,�the�

statement�is�not�incompatible�with�that�possibility.�

3.3.4.1� Undue�influence�and�health�

Where�there�is�a�lesser�degree�of�discussion�on�the�subject�of�consent,�

that�would�not�appear�to�amount�to�persuasion�with�a�person�who�is�well,�

where�a�patient�is�unwell,�it�could�be�perceived�that�consent�was�only�

made�so�that�they�could�have�peace�while�they�were�feeling�unwell�[167].�

Where�consent�is�obtained�from�anyone�who�is�unwell�therefore,�this�

should�be�treated�with�caution�[167].�In�Re�T�(Adult:�refusal�of�medical�

treatment)�[168]�the�susceptibility�of�a�claimant�to�be�unduly�influenced�

by�being�persuaded�to�consent�was�particularly�emphasised:�

'Does�the�patient�really�mean�what�he�says�or�is�he�merely�saying�it�
for�a�quiet�life,�to�satisfy�someone�else�or�because�the�advice�and�
persuasion�to�which�he�has�been�subjected�is�such�that�he�can�no�
longer�think�and�decide�for�himself?�[167]'�
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Further�into�his�judgement,�on�the�case�Lord�Donaldson�of�Lymington,�the�

Master�of�the�Rolls�explained�that�the�strength�of�the�patient�was�one�of�

the�key�factors�that�could�lead�to�an�undue�influence.�He�explained:�

‘One�who�is�very�tired,�in�pain�or�depressed�will�be�much�less�able�to�
resist�having�his�will�overborne�than�one�who�is�rested,�free�from�
pain�and�cheerful�[167].’�

It�is�suggested�that�this�stands�to�reason.�Where�someone�is�unwell,�to�

have�a�break�from�any�repeated�requests�for�permission,�or�even�to�avoid�

being�asked�again,�an�agreement�to�consent�could�be�made�that�is�one�

that�would�not�otherwise�have�been�made.�This�could�cause�real�concern�

where�consent�is�sought�from�patients�on�wards�to�obtain�information�for�

medical�research,�and�researchers�should�be�acutely�aware�of�this,�

particularly�where�someone�is�very�weak�or�in�pain.�

3.3.4.2� Undue�influence�and�relationships�

The�case�of�Re�T�(Adult:�refusal�of�medical�treatment)�[168]�also�identified�

another�situation�in�which�undue�influence�could�be�more�obvious,�that�of�

the�relationship�of�the�person�seeking�influence�the�consent�to�the�

person�giving�the�consent.�It�was�said�that:�

‘...the�relationship�of�the�'persuader'�to�the�patient�may�be�of�crucial�
importance.�The�influence�of�parents�on�their�children�or�of�one�
spouse�on�the�other�can�be,�but�is�by�no�means�necessarily,�much�
stronger�than�would�be�the�case�in�other�relationships�[167].’�

It�is�submitted�that�this�makes�sense.�A�stranger�may�have�little�influence�

in�persuading�someone�to�consent.�Individuals�may�feel�less�pressure�in�

walking�away�from�a�position�where�there�is�no�relationship.�The�closer�

the�individual�is�to�a�person�however,�the�more�opportunity�they�have�to�

try�and�influence�someone,�and�the�more�influence�they�may�have.�The�

age�of�the�parties�in�any�relationship�may�be�a�factor�in�influence�as�well�

[169].�This�is�described�under�the�next�heading.�
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3.3.4.3� Undue�influence�and�Age�

The�age�of�the�parties�involved�may�impact�undue�influence.�Where�a�

person�is�older�and�more�mature,�there�is�less�likelihood�of�an�influence�

being�inferred�[169].�A�younger�person�however�may�feel�more�at�pressure�

to�oblige�and�give�their�consent�[169].�This�was�highlighted�quite�

succinctly�in�Powell�v.�Powel�[170].�It�was�observed�that:�

‘A�man�of�mature�age�and�experience�can�make�a�gift�to�his�father�
or�mother�because�he�stands�free�of�all�overriding�influence�except�
such�as�may�spring�from�what�I�may�call�filial�piety;�but�a�young�
person�(male�or�female)�just�of�age�requires�the�intervention�of�an�
independent�mind�and�will,�acting�on�his�or�her�behalf�and�interest�
solely,�in�order�to�put�him�or�her�on�an�equality�with�the�maturer�
donor�who�is�capable�of�taking�care�of�himself�[169].’�

There�could�be�any�number�of�reasons�an�older�person�could�want�to�

influence�and�access�the�record�of�a�younger�person,�such�as�a�child�who�

is�competent.�The�suggestion�is�that�intervention�is�important�to�ensure�

that�consent�is�valid�[169].�In�a�practical�scenario,�this�could�involve�a�

discussion�with�individual,�away�from�the�party�influencing�the�party.�The�

appropriate�methodology�is�not�in�scope�of�this�thesis.�

3.3.4.3� Undue�influence�and�Religion�

The�law�has�also�recognised�situations�where�undue�influence�has�

occurred�that�relate�to�religious�belief,�particularly�where�someone�is�of�

the�same�faith.�In�Re�T�(Adult:�refusal�of�medical�treatment)�[168]�it�was�

stated�that:�

‘Persuasion�based�upon�religious�belief�can�also�be�much�more�
compelling�and�the�fact�that�arguments�based�upon�religious�
beliefs�are�being�deployed�by�someone�in�a�very�close�relationship�
with�the�patient�will�give�them�added�force�and�should�alert�the�
doctors�to�the�possibility—no�more—that�the�patient's�capacity�or�
will�to�decide�has�been�overborne.�In�other�words,�the�patient�may�
not�mean�what�he�says�[167].’�
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3.4�

It�is�possible�that�the�type�of�scenario�where�a�religious�organisation�may�

influence�consent�to�view�health�information,�would�be�where�a�religious�

organisation,�or�a�family�member�with�strong�beliefs�sought�to�ensure�

that�a�medical�intervention�that�conflicted�with�the�religion�has�not�

occurred.�Examples�include,�to�find�evidence�of�certain�prescribed�

medications,�to�find�evidence�of�an�abortion,�or�to�find�evidence�of�a�

medical�procedure�such�as�a�blood�transfusion.�These�could�be�the�kinds�

of�things�that�are�influenced�for�other�reasons�of�course,�such�as�where�a�

parent�wants�to�check�if�a�child�is�on�birth�control�medication.�

3.3.4.4� Undue�influence�but�free�choice�

Many�of�the�circumstances�explained�in�the�above�headings�indicate�the�

types�of�influence�that�may�be�more�obvious�when�someone�gives�

consent,�and�it�may�be�that�an�undue�influence�can�be�proven�in�certain�

circumstances,�The�fact�that�someone�has�been�trying�to�unduly�

influencing�someone�is�not�necessarily�conclusive�where�a�decision�is�

subsequently�made�of�the�individuals�own�free�will�[171].�In�such�

circumstances,�consent�will�be�valid�[171].�

Indication�of�consent�

3.4.1� The�basic�position�

For�consent�to�be�valid,�the�consent�must�be�signified�by�the�person�

giving�that�consent.�In�other�words,�their�actions�must�indicate�consent.�

In�Bell�v.�Alfred�Franks�and�Bartlett�Co�Ltd�and�another�[172]�Megaw�LJ�

stated�that:�

‘’consent’�involves�some�aĆrmative�acceptance,�not�merely�a�
standing�by�and�absence�of�objection.�The�aĆrmative�acceptance�
may�be�in�writing,�which�is�obviously�the�clearest;�it�may�be�oral;�it�
may�conceivably�even�be�by�conduct,�such�as�nodding�the�head�in�
a�specific�way�in�response�to�an�express�request�for�consent.�But�it�
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must�be�something�more�than�merely�standing�by�and�not�
objecting�[103].’�

As�noted�previously�in�this�chapter,�any�indication�of�consent�does�not�

necessarily�amount�to�a�valid�consent�[119].�The�person�consenting�must�

have�knowledge�and�capacity�[119].�

3.4.2� Express�consent�

3.4.2.1� Consent�in�writing�

It�is�accepted�that�written�consent�is�the�clearest�form�of�consent�[103].�

At�common�law,�written�consent�is�not�a�requirement,�and�the�absence�of�

a�consent�form�does�not�invalidate�consent�[173].�In�Taylor�v.�Shropshire�

Health�Authority�[173]�therefore,�where�a�patient�with�capacity�was�

provided�suĆcient�information�on�which�to�consent,�and�then�had�

voluntarily�signified�consent,�the�consent�was�held�to�be�valid.�

Mr.�Justice�Popplewell�held:�

‘For�my�part�I�regard�the�consent�form�immediately�before�
operation�as�pure�window�dressing�in�this�case�and�designed�
simply�to�avoid�the�suggestion�that�a�patient�has�not�been�told.�I�do�
not�regard�the�failure�to�have�a�specialised�consent�form�at�the�
time�to�be�any�indication�of�negligence�[174].’�

While�a�consent�form�is�not�required�to�demonstrate�that�consent�to�any�

tort,�including�breach�of�confidence�has�been�given,�it�provides�clear�

evidence�of�the�act�of�consent�[103].�This�does�not�however�remove�the�

requirement�that�the�patient�must�know�what�they�are�consenting�to�for�

consent�to�be�valid�[175].�
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3.4.2.2� Oral�consent�

Consent�can�be�communicated�orally�[103].�

3.4.2.3� Consent�by�silence�is�not�consent�

Where�someone�is�informed�about�what�the�nature�of�something�that�

they�are�being�asked�to�consent�to,�such�as�sharing�medical�records,�their�

silence�on�the�matter�does�not�signify�consent�[103].�

As�stated�above,�in�the�case�of�Bell�v.�Alfred�Franks�and�Bartlett�Co�Ltd�

and�another�[172]�Megaw�LJ�stated�that:�

‘’consent’�involves�some�aĆrmative�acceptance,�not�merely�a�
standing�by�and�absence�of�objection…�…but�it�must�be�something�
more�than�merely�standing�by�and�not�objecting�[103].’�

That�said,�if�there�is�no�written�consent,�and�the�person�has�not�spoken�to�

confirm�their�consent,�this�does�not�mean�that�the�individual�has�been�

silent�about�signifying�consent.�Consent�may�be�implied.�

3.4.3� Implied�consent�

3.4.3.1� ‘Expressly�implied’�consent�

The�type�of�consent�described�in�this�section�is�where�consent�is�signified�

by�positive�actions�that�can�be�implied�to�amount�to�consent.�These�

include�the�more�obvious�actions�from�which�consent�may�be�implied,�

such�as�where�individuals�have�given�a�positive�gesture�such�as�giving�a�

gesture�such�as�nodding�their�head�or�by�giving�a�‘thumbs�up’�[103].�In�

some�circumstances�there�may�be�no�specific�gesture�to�signify�consent,�

but�the�conduct�of�a�person�will�signify�that�consent.�
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In�Sunderland�v.�Barclays�Bank�Ltd�[176]�where�a�bank�manager�

telephoned�Mrs�Sunderland�about�a�cheque�that�the�bank�had�refused�to�

honour,�and�Mrs�Sunderland�handed�the�phone�to�her�husband,�it�was�

held�that�the�Bank�Manager�was�entitled�to�consider�that�she�had�implied�

consent�to�speak�to�her�husband.�It�could�therefore�be�suggested�that�

this�objective�view�is�relevant�in�such�circumstances.�

The�Sunderland�case�also�identifies�one�other�element�of�relevance�in�

forming�such�a�view�–�the�relationship�of�the�parties.�Parque�L.J.�stated�

that:�

‘There�were�many�things�which�a�doctor,�for�example,�would�not�
repeat�to�anyone�else,�but�would�not�hesitate�to�repeat�to�a�
husband�about�his�wife�or�vice�versa�[176].’�

While�attitudes�could�be�considered�as�having�changed�since�the�1930s�

when�the�Sunderland�case�was�heard,�this�is�nevertheless�relatable.�

Spouses,�or�even�other�relatives�are�often�asked�to�attend�appointments�

and�will�be�present�to�provide�support.�It�would�not�therefore�be�unusual�

for�a�medical�professional�to�openly�describe�the�nature�of�any�medical�

condition�while�a�partner�or�other�individual�is�in�the�consulting�room.�

Obviously�the�same�would�not�apply�to�any�support�a�person�may�have�in�

the�doctors�waiting�room.�It�would�also�be�wise�to�seek�consent�to�

discuss�where�a�patient�is�on�a�ward�and�has�visitors,�as�it�may�not�

necessarily�be�the�case�that�the�patient�is�content�with�them�hearing�

details�around�their�health.�In�any�cases�however�it�could�be�useful�to�

check�with�the�patient�that�they�are�happy�to�discuss�matters�relating�to�

their�health�to�avoid�any�doubt�and�to�avoid�an�unlawful�disclosure.�

3.4.3.2� Consent�implied�by�participation�

The�heading�is�an�invention�of�the�author,�as�there�is�no�standard�

definition�of�this�concept�as�relates�to�the�common�law.�In�the�NHS�and�

other�healthcare�services,�the�more�familiar�terms�such�as�‘direct�care’�

and�‘indirect�care’.�would�fall�under�this�heading,�although�for�many�
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organisations�the�provision�of�healthcare�or�other�services�forms�part�of�

their�statutory�functions4.�The�requirement�for�consent�in�connection�

with�the�undertaking�of�a�medical�procedure�should�not�be�confused�with�

consent�to�share�information.�

Where�an�organisation�is�not�subject�to�a�statutory�function,�the�

argument�could�be�made�that�in�attending�a�healthcare�environment�for�a�

consultation�or�treatment,�that�there�is�an�expectation�that�certain�uses�

of�information�will�be�inevitable�from�any�consultation�[106].�It�inevitable�

that�information�will�be�required�for�several�purposes,�both�in�connection�

with�their�care,�and�to�eąectively�manage�NHS�services�[106].�In�any�case,�

for�the�purpose�of�the�function�and�operation�of�the�NHS,�implied�consent�

is�more�readily�applied�to�the�various�transfers�of�information�than�it�is�to�

transfers�outside�of�the�service�[40].�

3.4.3.3� Implied�consent�without�capacity�

For�completeness,�it�is�useful�to�observe,�that�where�a�patient�is�

unconscious�and�information�needs�to�be�shared�in�relation�to�that�

patient,�there�can�be�no�consent�[177],�and�consent�cannot�be�said�to�be�

implied�in�any�circumstances�[178].�In�such�circumstances,�the�provisions�

of�the�Mental�Capacity�Act�2005�apply�[178].�

.�

From�an�information�law�perspective,�as�with�consent�where�individuals�

have�capacity,�it�could�be�suggested�that�as�the�information�has�been�

lawfully�disclosed�or�collected,�there�is�no�reason�why�the�NHS�

organisation�cannot�use�that�information�for�any�other�purpose,�providing�

they�maintain�the�confidentiality�of�the�patient�[12],�and�any�onward�

disclosure�to�other�organisations�relating�to�the�wider�NHS,�or�the�

recovery�of�costs�will�usually�either�be�lawful�because�it�forms�part�of�

those�organisations�statutory�functions�as�set�out�in�their�Establishment�

Order,�or�in�directions,�or�the�data�could�be�disclosed�lawfully�anyway�

because�it�is�permitted�in�legislation�[106].�

4�See�chapter�6�for�more�information�as�to�how�statutory�functions�operate�in�Wales�
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3.5� Consent:�a�common�law�and�UK�GDPR�comparison�

3.5.1� The�basic�definition�in�the�GDPR�

The�UK�GDPR�defines�consent�as:�

‘…any�freely�given,�specific,�informed�and�unambiguous�indication�
of�the�data�subject’s�wishes�by�which�he�or�she,�by�a�statement�or�
by�a�clear�aĆrmative�action,�signifies�agreement�to�the�processing�
of�personal�data�relating�to�him�or�her�[179].’�

Particularly�where�the�express�consent�of�an�individual�is�sought�to�

obtain�or�disclose�data,�it�could�be�tempting�to�assume�that�the�same�

lawful�basis�and�condition�of�processing�should�be�used�when�processing�

health�information�in�the�UK�GDPR�and�the�Data�Protection�Act�2018.�The�

following�section�explores�the�data�protection�definitions�of�consent�and�

explains�why�consent�may�not�always�be�the�most�appropriate�lawful�

basis�to�use�for�the�purposes�of�the�data�protection�legislation.�

3.5.2� The�UK�GDPR:�Establishing�a�lawful�basis�for�processing�

and�a�condition�of�processing.�

For�personal�data�within�the�meaning�of�the�UK�GDPR�[23]�to�be�

processed�lawfully,�at�least�one�lawful�basis�under�Article�6�must�be�

identified.�There�are�six�provisions�under�Article�6,�each�presenting�a�

diąerent�lawful�basis.�Information�that�is�subject�to�the�common�law�duty�

of�confidence,�where�it�meets�the�definition�of�a�data�subject,�will�also�be�

subject�to�the�UK�GDPR.�One�of�these�lawful�bases�is�consent�[161].�The�

UK�GDPR�provides�that�personal�data�may�be�processed�lawfully�if:�

‘The�data�subject�has�given�consent�to�the�processing�of�his�or�her�
personal�data�for�one�or�more�specific�purposes�[161].’�

Article�9�of�the�UK�GDPR�prohibits�the�processing�of�special�category�data�

by�default�[180].�special�category�data�is�defined�as�those:�
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‘..personal�data�revealing�racial�or�ethnic�origin,�political�opinions,�
religious�or�philosophical�beliefs,�or�trade�union�membership,�and�
the�processing�of�genetic�data,�biometric�data�for�the�purpose�of�
uniquely�identifying�a�natural�person,�data�concerning�health�or�
data�concerning�a�natural�person's�sex�life�or�sexual�orientation...�
[180].’�

Article�9(2)�of�the�UK�GDPR�provides�that�the�prohibition�on�processing�

Special�Category�does�not�apply�where�one�of�ten�conditions�of�

processing�this�data�can�be�met�[181].�One�of�these�conditions�of�

processing�is�explicit�consent�[182].�Article�9(1)(a)�provides�that�special�

category�data�can�be�lawfully�processed�where:�

‘The�data�subject�has�given�explicit�consent�to�the�processing�of�
those�personal�data�for�one�or�more�specified�purposes,�except�
where�domestic�law�provides�that�the�prohibition�referred�to�in�
paragraph�1�may�not�be�lifted�by�the�data�subject�[182].’�

The�definition�of�consent�and�compatibility�with�the�common�law�duty�of�

confidence�is�explored�in�more�detail�below.�

3.5.3� A�note�on�personal�data,�special�category�data,�and�the�

duty�of�confidence.�

It�should�be�noted�that�not�all�information�that�is�personal�data�or�special�

category�data�will�be�data�that�is�subject�to�the�duty�of�confidence.�For�

example,�ethnic�origin,�political�opinions,�religious�or�philosophical�beliefs,�

and�trade�union�membership�are�unlikely�to�be�considered�subject�to�the�

duty�of�confidence.�Also,�not�all�information�subject�to�the�duty�of�

confidence�will�be�personal�data�or�special�category�data;�for�example�in�

the�case�of�health�data,�on�the�death�of�a�data�subject,�the�UK�GDPR�will�

no�longer�apply�[183],�however�the�duty�of�confidence�will�persist�[63].�
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3.5.4� Comparison�between�the�common�law�and�UK�GDPR�

definitions�

3.5.4.1� Knowledge�

In�terms�of�the�common�law�duty�of�confidence,�knowledge�also�features�

as�an�important�part�of�establishing�a�valid�consent�[100],�and�a�lack�of�

knowledge�clearly�means�that�consent�will�not�be�valid.�This�said,�what�

consent�may�be�required�as�acceptable�in�common�law�will�very�much�

depend�on�what�the�situation�is.�For�example,�if�there�is�a�risk�attached�

[105]�or�the�reasonable�expectation�of�the�use�of�data�is�more�remote�

[106]�more�explanation�may�be�required.�[119]�and�it�may�be�necessary�to�

present�consent�in�a�way�the�patient�understands�[124].�However,�where�

a�patient�visits�a�NHS�General�Practitioner,�or�has�treatment�in�a�NHS�

hospital�the�knowledge�of�the�consent�they�impliedly�provide�is�based�on�

what�is�reasonably�expected�in�the�circumstances�[106].�The�reasonable�

expectation�could�be�said�to�include�a�broad�number�of�activities�[106].�

The�UK�GDPR�requires�a�significant�amount�of�detail�to�be�provided�to�

data�subjects�in�order�to�rely�on�consent�as�a�lawful�basis�to�process�

personal�data�[161],�and�consent�as�a�condition�of�processing�special�

category�data�[182].�

Details�of�what�the�consent�specifically�relates�to�must�be�clearly�

described�and�distinguishable�from�any�other�information�that�may�be�

provided�[184].�The�language�used�must�be�plain�and�clear,�and�presented�

in�a�way�that�is�accessible�to�the�data�subjects�[184].�It�could�be�

suggested�that�this�will�include�communication�methods�by�which�

specific�data�subjects�may�rely�on�such�as�braille,�or�where�relevant,�

translated�into�a�language�best�understood�by�the�data�subject.�

When�asking�individuals�for�consent,�the�identity�of�all�the�relevant�

controllers�must�be�made�known�to�the�data�subject�[185],�full�details�of�

each�processing�activity�must�be�identified,�and�it�may�be�necessary�to�

90�



 

 

             

           

             

              

  

 

             

          

            

          

 

             

             

   

 

          

         

       

        

        

           

          

 

            

               

            

 

     

 

             

             

            

            

identify�a�diąerent�consent�for�each�type�of�processing�[186].�It�could�be�

suggested�that�in�approaching�the�issue�of�consent�in�this�way,�

individuals�would�have�a�better�choice�as�to�what�they�are�consenting�to,�

and�what�they�are�not�consenting�to,�and�consent�can�be�taken�to�be�

better�informed.�

On�asking�the�data�subject�for�their�consent,�a�data�subject�must�be�

informed�that�they�can�withdraw�their�consent�[187].�Withdrawal�of�

consent�must�be�as�straightforward�as�giving�consent�[187].�There�are�no�

such�information�requirements�for�a�consent�at�common�law.�

Where�consent�is�explicit,�this�must�be�honest�and�factual�[116],�with�risks�

explained�[119]�and�no�misrepresentation�as�to�the�extent�of�the�use�of�

data�[116].�

The�consent�process�in�the�GDPR�relates�to�processing�which�

encompasses�all�uses�of�personal�data�including�‘collection,�recording,�

organisation,�structuring,�storage,�adaptation�or�alteration,�retrieval,�

consultation,�use,�disclosure�by�transmission,�dissemination�or�otherwise�

making�available,�alignment�or�combination,�restriction,�erasure�or�

destruction�[24]’,�whereas�within�the�meaning�of�the�common�law,�it�

stands�to�reason�that�once�disclosed,�data�cannot�be�undisclosed.�

In�the�event�consent�was�appropriate�to�cover�both�common�law�and�

GDPR�uses,�the�model�of�consent�set�out�in�the�UK�GDPR�would�clearly�be�

the�model�that�should�be�followed,�as�the�requirements�are�more�robust.�

3.5.4.2� Freely�given�consent.�

The�common�law�recognises�that�in�order�for�consent�to�be�valid�the�

consent�must�be�a�voluntary�act�[40]�by�which�the�person�giving�consent�

is�exercising�freedom�of�choice�[160].�Where�consent�is�signified,�but�they�

are�only�consenting�because�they�have�no�choice�in�the�matter,�this�
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cannot�amount�to�a�valid�consent�[160].�The�UK�GDPR�takes�a�similar�

approach�in�requiring�that�consent�must�be�freely�given�[179].�

There�is�however�a�clear�distinction�between�how�the�common�law�

operates,�and�the�expectations�of�the�UK�GDPR.�While�perceived�

obligations[58]�evidenced�from�the�circumstances�of�the�consent[6],�or�

lack�of�choice�would�invalidate�consent�in�both�situation,�as�would�any�

undue�influence�[160]�it�is�clear�that�where�there�is�a�contract�or�a�

particular�service�consent�may�be�invalid�if�it�reliant�on�that�service�taking�

place�[162].�

Article�7�provides�that�when�assessing�whether�consent�is�freely�given�

‘utmost�account�[162]’�should�be�taken�of�whether:�

‘...the�performance�of�a�contract,�including�the�provision�of�a�
service,�is�conditional�on�consent�to�the�processing�of�personal�
data�that�is�not�necessary�for�the�performance�of�that�contract�
[162].’�

The�definition�is�further�clarified�in�the�recitals�to�the�UK�GDPR�which�

state�that:�

‘In�order�to�ensure�that�consent�is�freely�given,�consent�should�not�
provide�a�valid�legal�ground�for�the�processing�of�personal�data�in�a�
specific�case�where�there�is�a�clear�imbalance�between�the�data�
subject�and�the�controller,�in�particular�where�the�controller�is�a�
public�authority�and�it�is�therefore�unlikely�that�consent�was�freely�
given�in�all�the�circumstances�of�that�specific�situation�[186].’�

In�the�case�of�the�NHS�therefore,�the�concept�of�freely�given�consent�as�

described�by�the�UK�GDPR�[162]�and�the�Recitals�to�the�UK�GDPR�[186]�

would�be�diĆcult�to�apply�in�the�general�concept�of�the�service�they�

provide.�It�could�be�suggested�that�if�ever�a�situation�arose�that�explicit�

consent�needed�to�be�relied�upon�for�the�purposes�of�any�activity,�it�

would�need�to�be�made�clear�that�those�services�they�would�be�receiving�

are�unaąected�by�the�consent.�Such�a�scenario�is�unlikely�given�the�other�

provisions�that�can�be�relied�on�to�lawfully�process�personal�data�[188]�
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and�those�conditions�of�processing�that�can�be�relied�on�to�process�

special�category�data�[181]�in�the�UK�GDPR.�

3.5.4.3� Indication�of�consent�

In�order�to�be�valid�consent�for�the�purposes�of�the�UK�GDPR,�consent�

must�be�made�by�a�statement�or�by�a�clear�aĆrmative�action�that�

signifies�agreement�to�the�processing�of�personal�data�relating�to�him�or�

her�for�specific�purposes�[179].�Recital�32�provides�some�guidance�as�to�

what�consists�of�an�aĆrmative�act.�It�states:�

‘Consent�should�be�given�by�a�clear�aĆrmative�act�establishing�a�
freely�given,�specific,�informed�and�unambiguous�indication�of�the�
data�subject’s�agreement�to�the�processing�of�personal�data�
relating�to�him�or�her,�such�as�by�a�written�statement,�including�by�
electronic�means,�or�an�oral�statement.�This�could�include�ticking�a�
box�when�visiting�an�internet�website,�choosing�technical�settings�
for�information�society�services�or�another�statement�or�conduct�
which�clearly�indicates�in�this�context�the�data�subject’s�
acceptance�of�the�proposed�processing�of�his�or�her�personal�data.�
Silence,�pre-ticked�boxes�or�inactivity�should�not�therefore�
constitute�consent�[189].’�

The�UK�GDPR�places�an�obligation�on�the�Controller�to�be�able�to�prove�

consent�[190].�If�the�controller�is�unable�to�prove�consent,�the�consent�will�

be�invalid�[190].�It�could�be�suggested�that�any�use�of�consent�under�the�

UK�GDPR�must�be�supported�by�suĆcient�records�proving�that�consent�

has�taken�place.�

The�common�law�duty�of�confidence�has�similar�considerations.�As�stated�

in�Bell�v.�Alfred�Franks�and�Bartlett�Co�Ltd�and�another�[172]�by�Mr.�Lord�

Justice�Megaw�LJ:�

‘’consent’�involves�some�aĆrmative�acceptance,�not�merely�a�
standing�by�and�absence�of�objection.�The�aĆrmative�acceptance�
may�be�in�writing,�which�is�obviously�the�clearest;�it�may�be�oral;�it�
may�conceivably�even�be�by�conduct,�such�as�nodding�the�head�in�
a�specific�way�in�response�to�an�express�request�for�consent.�But�it�
must�be�something�more�than�merely�standing�by�and�not�
objecting�[103].’�
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At�common�law,�written�consent�is�the�clearest�form�of�consent�[103],�

however�consent�can�be�communicated�orally.�Like�the�UK�GDPR,�consent�

must�be�a�positive�action�[103].�Where�the�common�law�and�UK�GDPR�

diąer�however,�is�that�the�common�law�is�more�accepting�of�the�principle�

of�implied�consent�such�as�gesture�such�as�nodding,�or�giving�a�‘thumbs�

up’�[103],�or�that�which�is�implied�from�actions�[176].�It�would�be�diĆcult�

for�public�services�to�rely�on�explicit�consent�within�the�meaning�of�the�

UK�GDPR�as�many�flows�of�data�will�be�inevitable�in�connection�with�the�

eąective�operation�of�those�services�[106].�

3.5.4.4� GDPR�and�common�law�consent:�general�comments�

The�purpose�of�the�above�analysis�of�consent�as�defined�in�the�UK�GDPR�

in�comparison�with�the�duty�of�confidence�was�to�illustrate�the�increased�

expectations�of�the�UK�GDPR.�There�are�clear�diąerences�in�the�standards�

required�in�each�area�of�the�common�law�and�the�UK�GDPR.�While�it�could�

be�suggested�that�some�of�the�expectations�of�the�UK�GDPR�with�regard�

to�specific�opt�in�for�every�data�use�would�be�impractical�to�use�in�the�

healthcare�environment,�it�would�be�diĆcult�to�obtain�consent�on�the�

basis�that�consent�is�not�considered�freely�given�where�a�particular�

service�is�being�provided,�and�it�is�perceived�that�the�consent�is�a�

prerequisite�of�that�service�taking�place�[162],�particularly�given�that�the�

NHS�is�a�public�body�[186].�

Consent�is�not,�however,�the�only�lawful�basis�for�processing�personal�

data.�It�is�also�not�the�only�condition�of�processing�special�category�data.�

3.5.4.5� Establishing�another�lawful�basis�under�GDPR.�

In�addition�to�consent,�there�are�other�types�of�lawful�basis�that�can�be�

relied�upon�when�processing�personal�data.�For�example,�in�the�case�of�a�

public�authority�that�is�undertaking�responsibilities�relating�to�their�
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functions,�they�may�be�able�to�rely�on�Article�6(1)(e)�of�the�UK�GDPR.�This�

provides�that�personal�data�may�be�processed�where�the:�

‘Processing�is�necessary�for�the�performance�of�a�task�carried�out�
in�the�public�interest�or�in�the�exercise�of�oĆcial�authority�vested�in�
the�controller�[191].’�

Where�a�Public�Body�is�required�by�law�to�collect�personal�data,�for�

example�Digital�Health�and�Care�Wales�may�have�received�a�Direction�

under�Section�23(1)�of�the�National�Health�Service�(Wales)�Act�2006�to�

undertake�a�specific�exercise�that�requires�the�processing�of�personal�

data,�they�can�rely�on�the�legal�basis�under�processing�under�Article�

6(1)(c)�of�the�UK�GDPR,�which�provides�that:�

‘...processing�is�necessary�for�compliance�with�a�legal�obligation�to�
which�the�controller�is�subject�[192].’�

In�addition�to�the�consent�[161],�Public�Task�[191],�and�the�Legal�Obligation�

[192]�lawful�basis�for�processing,�there�are�a�further�three�lawful�basis�

that�can�be�relied�upon.�Further�discussion�on�the�lawful�basis�in�the�UK�

GDPR�is�out�of�scope�of�this�paper.�

3.5.4.6� Other�conditions�of�processing�special�category�data�

There�are�also�other�conditions�for�processing�special�category�data.�

Insofar�as�the�NHS�is�concerned,�where�it�relates�to�health�and�social�care�

treatment�or�services,�organisations�can�rely�on�Article�9(2)(h)�of�the�UK�

GDPR�which�disapplies�the�prohibition�on�the�processing�of�special�

category�data�where:�

‘..processing�is�necessary�for�the�purposes�of�preventive�or�
occupational�medicine,�for�the�assessment�of�the�working�capacity�
of�the�employee,�medical�diagnosis,�the�provision�of�health�or�
social�care�or�treatment�or�the�management�of�health�or�social�care�
systems�and�services�on�the�basis�of�6domestic�law�or�pursuant�to�
contract�with�a�health�professional�and�subject�to�the�conditions�
and�safeguards�referred�to�in�paragraph�[193].’�
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In�certain�circumstances�relating�to�the�use�of�special�category�data�for�

the�purpose�of�public�health,�medical�products,�or�medical�devices�where�

it�is�the�public�interest,�the�condition�of�processing�contained�in�Article�

9(2)�may�also�be�appropriate�where�the:�

‘Processing�is�necessary�for�reasons�of�public�interest�in�the�area�
of�public�health,�such�as�protecting�against�serious�cross-border�
threats�to�health�or�ensuring�high�standards�of�quality�and�safety�
of�health�care�and�of�medicinal�products�or�medical�devices,�on�the�
basis�of�domestic�law�which�provides�for�suitable�and�specific�
measures�to�safeguard�the�rights�and�freedoms�of�the�data�
subject,�in�particular�professional�secrecy�[194].’�

In�addition�to�the�consent�[182],�healthcare�purposes�[193],�and�the�public�

health�[194]�conditions�of�processing�there�are�seven�other�conditions�of�

processing.�Further�discussion�on�the�conditions�of�processing�contained�

in�the�UK�GDPR�is�out�of�scope�of�this�paper.�

3.6� Summary�of�Chapter�3:�Consent�

The�chapter�provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�defence�of�consent�

as�relates�to�the�duty�of�confidence�in�the�healthcare�context.�Table�4�

(below)�summarises�the�elements�of�a�valid�consent:�

Principle�

The�person�

consenting�must�

be�fully�informed�

Consent�will�be�valid�where�the�person�is�informed:�

 In�an�honest�and�factual�way�[116]�

 In�a�way�that�the�person�consenting�will�

understand�[124].�

 Of�any�risks�[120]�and�any�potential�consequences�

of�them�giving�that�consent�[121]�

96�



 

 

  

 

 

 

       

          

   

        

       

         

     

           

   

 

  

  

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

           

      

          

           

         

        

   

         

          

        

 

         

           

        

           
  

 

         

         

         

         

 

Principle�

Continued� Consent�will�not�be�valid�where:�

 The�use�or�benefits�are�misrepresented�to�the�person�

consenting�[116]�

 The�person�consenting�does�not�fully�understand�

what�they�are�consenting�to�[124].�

 The�role�or�qualifications�of�the�person�seeking�

consent�has�been�misrepresented�[126].�

 Risks�in�the�use�of�information�are�not�highlighted�or�

are�misrepresented�[119].�

The�person�

consenting�must�

have�capacity�to�

consent�

 Individuals�over�the�age�of�16�[134]�are�assumed�to�

have�capacity�[135]�unless�demonstrated�otherwise.�

 Capacity�or�lack�of�capacity�cannot�be�assessed�on�

the�basis�of�a�person’s�age�or�appearance�[136];�or�any�

condition�or�any�aspect�of�their�behaviour�that�could�

lead�to�unjustified�assumptions�about�that�person�not�

having�capacity�[137].�

 A�child�under�16�with�suĆcient�understanding�and�

intelligence�to�be�capable�of�making�up�his�own�mind�

on�the�matter�requiring�decision�has�capacity�[149].�

The�Mental�Capacity�Act�specifies�that�a�person�lacks�

capacity�if�they�are�unable�to�make�a�decision�in�relation�

to�something�for�themselves�because�of�an�impairment�

of,�or�a�disturbance�in�the�functioning�of,�the�mind�or�

brain�[127].’�

A�person�lacks�capacity�where�they�are�unable�to:�

 Understand�factors�relevant�to�a�decision�[130].�A�

person�should�not�be�treated�as�lacking�capacity�until�

all�practical�steps�have�been�taken�to�assist�them�

[139].�
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Principle�

Continued�  Retain�that�information�[131]�for�enough�time�to�make�

a�decision�[140].�

 Use�or�weigh-up�information�as�part�of�the�process�of�

making�the�decision�[132].�The�process�of�weighing�up�

information�may�mean�a�person�makes�a�decision�

[141],�or�is�unable�to�reach�a�decision�[142].�An�unwise�

decision�is�still�a�decision,�even�if�it�is�unwise�[143].�

 Communicate�the�decision�[133],�whether�by�talking,�

using�sign�language�or�any�other�means�[144].�

Consent�must�be�

given�with�the�

free�will�of�the�

person�

consenting,�

without�

coercion�or�

force.�

A�valid�consent�must�be�made�with�the�free�will�of�the�

person�without�coercion�or�force�[40].�

Consent�is�invalid�where�the�consent�has�only�been�

provided:�

 Because�it�is�a�precondition�of�receiving�some�

other�service�[160].�

 Because�someone�has�persuaded�or�forced�the�

person�consenting�[40]�

 As�a�result�of�improper�pressure�or�an�unlawful�

threat�[164].�

 Because�of�the�relationship�of�the�parties�[164]�

 Because�of�some�undue�influence�of�what�the�

person�seeking�consent�says�or�does,�even�where�

this�is�meant�with�the�best�of�intentions�[165].�

 Due�to�some�the�vulnerability�of�the�person�

consenting,�such�where�they�are�unwell�and�they�

believe�that�providing�consent�will�mean�they�can�

have�some�peace�and�quiet�[167].�
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Principle�

Consent�must�be�

signified�by�a�

positive�act�

Consent�must�be�signified�in�some�way,�such�as:�

 In�writing�[103]�(a�consent�form�is�not�necessary�

[174].)�

 By�a�gesture�(e.g.�a�nod�of�the�head�or�a�‘thumbs�

up’�[103].�

 Some�other�conduct�signifying�consent�(e.g.�

handing�the�phone�to�someone�[176]).�

Table�4:�Elements�indicating�valid�consent�

Where�a�person�receives�a�service�(e.g.�healthcare�treatment),�disclosures�

of�information�within�the�reasonable�expectations�of�a�person�receiving�

the�service�are�lawful�[106].�In�such�circumstances�consent�is�implied�

[106].�

The�next�chapter�relates�to�the�public�interest�defence,�and�how�

information�subject�to�the�duty�of�confidence�can�be�disclosed�in�

circumstances�where�it�is�in�the�public�interest�to�do�so.�
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4.� Defences�- public�interest�

4.1� Introduction�

Confidential�information�may�sometimes�be�disclosed�where�it�is�the�

public�interest�to�do�so.�In�Attorney�General�v.�Guardian�(no�2)�[91],�Lord�

Goą�stated:�

‘...although�the�basis�of�the�law's�protection�of�confidence�is�that�
there�is�a�public�interest�that�confidences�should�be�preserved�and�
protected�by�the�law,�nevertheless�that�public�interest�may�be�
outweighed�by�some�other�countervailing�public�interest�which�
favours�disclosure.�This�limitation�may�apply,�as�the�learned�judge�
pointed�out,�to�all�types�of�confidential�information.�It�is�this�
limiting�principle�which�may�require�a�court�to�carry�out�a�
balancing�operation,�weighing�the�public�interest�in�maintaining�
confidence�against�a�countervailing�public�interest�favouring�
disclosure�[195].’�

In�other�words,�wherever�there�is�a�question�as�to�whether�there�is�a�

public�interest�in�disclosure,�the�starting�point�will�always�be�maintaining�

the�duty�of�confidence.�

4.2� Public�interest�disclosures�

4.2.1� Defining�whether�something�is�in�the�public�interest�

What�is�considered�in�the�public�interest�has�not�been�specifically�defined�

in�relation�to�the�common�law�duty�of�confidence,�but�there�are�some�

cases�that�can�assist�in�interpreting�when�public�interest�disclosures�can�

be�made.�OĆcial�publications,�such�the�Public�Interest�Supplementary�

Guidance�produced�by�the�Department�of�Health,�recognise�the�

significant�lack�of�case�law�that�set�out�the�extent�that�public�interest�

disclosures�will�be�applied�[196].�This�chapter�sets�out�the�law�as�known.�
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4.3�

In�identifying�whether�it�is�in�the�public�interest�to�disclose�anything,�the�

starting�point�is�to�establish�the�reason�for�the�proposed�disclosure�and�

whether�it�is�in�the�public�interest�to�disclose�in�the�first�place.�There�is�a�

distinction�between�what�is�considered�in�the�public�interest�and�what�

people�may�find�interesting�to�know�[197].�As�Lord�Wilberforce�stated�in�

British�Steel�Corporation�v.�Granada�Television�Ltd�[198]:�

‘There�is�a�wide�diąerence�between�what�is�interesting�to�the�
public�and�what�it�is�in�the�public�interest�to�make�known�[197].’�

In�Lion�Laboratories�Ltd�v.�Evans�[199]�Mr�Lord�Justice�Stephenson�

explained�this�in�further�detail�stating:�

‘The�public�are�interested�in�many�private�matters�which�are�no�real�
concern�of�theirs�and�which�the�public�have�no�pressing�need�to�
know�[200].’�

When�assessing�whether�something�is�in�the�public�interest�therefore,�it�

is�important�to�assess�whether�there�is�a�pressing�need�to�disclose�

information�to�the�persons�that�the�information�is�being�disclosed�to,�and�

even�then,�only�what�is�relevant�to�that�pressing�need�should�be�disclosed�

[201].�

Public�interest�as�a�defence�

4.3.1� The�basics�

The�public�interest�as�relates�to�the�common�law�duty�of�confidence�is�

predominantly�applied�where�there�is�wrongdoing�or�there�is�a�likelihood�

of�harm�occurring.�

The�public�interest�defence�was�originally�referred�to�the�‘Iniquity�

Defence’�following�the�case�of�Gartside�v.�Outram�[202],�and�in�particular�

the�judgement�of�the�then�Vice�Chancellor,�Sir�William�Page�Wood�[203].�

The�case�involved�the�disclosure�of�confidential�information�by�a�former�
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employee�of�a�firm�that�undertook�business�as�wool�brokers�to�expose�the�

fraudulent�practices�of�his�former�employer,�the�Plaintią,�who�was�suing�

for�breach�of�confidence.�The�Vice�Chancellor�found�for�the�defence�that�

the�information�had�been�disclosed�lawfully,�ruling�that:�

‘The�true�doctrine�is,�that�there�is�no�confidence�as�to�the�
disclosure�of�an�iniquity.�You�cannot�make�me�the�confident�of�a�
crime�or�fraud�and�be�entitled�to�close�up�my�lips�upon�any�secret�
which�you�have�the�audacity�to�disclose�to�me�relating�to�any�
fraudulent�intention�on�your�part:�such�a�confidence�cannot�exist�
[203].’�

Over�time�the�defence�widened�further�to�include�situations�that�did�not�

involve�a�criminal�act�or�a�fraud.�In�Initial�Services�Ltd�v.�Putterill�[204],�

the�defence�had�argued�that�as�no�crime�or�fraud�had�been�committed�

that�the�defence�could�not�be�relied�upon.�Lord�Denning,�Master�of�the�

Rolls�at�the�time,�noted�that�the�Queen’s�Council�for�the�Plaintiff�had:�

‘...suggested�that�the�exception�was�confined�to�cases�where�the�
master�has�been�‘guilty�of�a�crime�or�fraud.’�But�I�do�not�think�that�it�
is�so�limited.�It�extends�to�any�misconduct�of�such�a�nature�that�it�
ought�to�be�in�the�public�interest�to�be�disclosed�to�others.�Wood�V.�
C.�put�it�in�a�vivid�phrase:�‘There�is�no�confidence�as�to�the�
disclosure�of�inequity’�[205].’�

Lord�Denning�continued,�that�the�Queens�Council�for�the�Plaintią�had:�

‘…suggested�that�the�exception�is�limited�to�the�proposed�or�
contemplated�commission�of�a�crime�or�a�civil�wrong.�But�I�should�
have�thought�that�was�too�limited.�The�exception�should�extend�to�
crimes,�frauds�and�misdeeds,�both�those�actually�committed�as�
well�as�those�in�contemplation,�provided�always—and�this�is�
essential—�that�the�disclosure�is�justified�in�the�public�interest.�The�
reason�is�because�"�no�private�obligations�can�dispense�with�that�
universal�one�which�lies�on�every�member�of�the�society�to�
discover�every�design�which�may�be�formed,�contrary�to�the�laws�of�
the�society,�to�destroy�the�public�welfare�[205].’�

The�‘misdeed’�to�which�Lord�Denning�was�referring�was�the�practice�of�

price�fixing�that�had�been�undertaken�by�a�network�of�local�launderettes�

to�inflate�prices�for�increased�profits.�While�any�business�working�in�
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collaboration�with�other�businesses�in�any�scheme�should�have�been�

registered�with�the�Board�of�Trade�under�the�Restrictive�Trade�Practices�

Act�1956,�they�had�not�done�so.�Therefore,�not�only�did�Mr�Putterill�expose�

information�that�should�have�been�public�had�the�practice�been�properly�

registered,�but�he�had�also�exposed�a�misdeed�to�which�the�duty�of�

confidence�would�not�be�upheld�[205].�

It�is�also�therefore�clear�that�it�is�not�only�crimes,�frauds�or�misdeeds�

that�have�been�committed�that�can�be�disclosed,�but�also�‘those�in�

contemplation’�of�being�committed�[205],�but�only�where�‘the�disclosure�

is�justified5’�in�the�public�interest�[205].�

Soon�after�Initial�Services�Ltd�v.�Putterill,�Lord�Denning�heard�the�appeal�

Fraser�v.�Evans�[206].�Lord�Denning,�Master�of�the�Rolls�again�presided�

over�the�case,�and�ruled�that�information�subject�to�the�duty�of�

confidence�could�be�disclosed�where�there�was�‘just�cause�and�excuse’�in�

the�public�interest,�and�specifically:�

‘It�is�merely�an�instance�of�just�cause�or�excuse�for�breaking�
confidence.�There�are�some�things�which�may�be�required�to�be�
disclosed�in�the�public�interest,�in�which�event�no�confidence�can�
be�prayed�in�aid�to�keep�them�secret�[207].’�

The�case�acts�as�a�milestone�in�the�changes�that�were�to�follow�in�the�

public�interest�defence�and�widens�the�scope�of�what�may�be�considered�

in�the�public�interest.�

The�case�of�Malone�v.�Metropolitan�Police�Commissioner�[208]�

demonstrated�that�a�more�liberal�approach�was�likely�to�be�adopted�

where�it�may�be�important�to�disclose�information�where�it�was�in�the�

public�interest.�Megarry�VC�stated:�

‘There�may�be�cases�where�there�is�no�misconduct�or�misdeed�but�
yet�there�is�a�just�cause�or�excuse�for�breaking�confidence.�The�
confidential�information�may�relate�to�some�apprehension�of�an�

5�(Emphasis�added)�
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impending�chemical�or�other�disaster,�arising�without�misconduct,�
of�which�the�authorities�are�not�aware,�but�which�ought�in�the�
public�interest�to�be�disclosed�to�them�[209].’�

To�date�there�have�been�several�cases�that�demonstrate�that�information�

subject�to�the�duty�of�confidence�can�be�disclosed�in�circumstances.�

It�has�been�found�in�the�public�interest�to�expose�cases�of�serious�

corruption�[210].�Where�there�is�evidence�of�malpractice�that�is�identified,�

it�may�also�be�in�the�public�interest�to�disclose�confidential�information�to�

professional�bodies,�whether�or�not�a�criminal�oąence�has�taken�place�

[211].�

4.3.2� Exceptions�to�the�rules�as�relate�to�wrongdoing�

The�case�law�indicates�that�the�seriousness�of�the�wrongdoing�is�a�

relevant�factor�when�deciding�on�whether�the�defence�can�be�relied�upon�

[212],�and�even�then,�any�disclosure�must�be�proportionate�to�the�public�

interest�that�it�creates�[212].�

Therefore�incidents�such�as�minor�criminal�acts,�such�the�fact�an�

individual�has�smoked�cannabis�in�their�own�home�[213]�will�not�defeat�a�

breach�of�confidence�claim,�neither�will�private�acts�of�consensual�sexual�

activity�between�adults,�even�if�this�consisted�of�an�offence�of�

prostitution�[214].�Although�minor�criminal�acts�that�cause�serious�harm,�

may�potentially�be�able�to�rely�on�this�defence�[215].�The�public�interest�

defence�as�relates�to�preventing�harm�is�discussed�under�the�heading�

below.�

4.3.3� Safety�and�health�

There�is�surprisingly�very�little�case�law�to�reflect�any�disclosures�that�

have�been�made�on�the�ground�of�safety�health.�Disclosures�in�this�area�

of�the�defence�of�public�interest�are�those�that�do�not�necessarily�need�to�

have�any�wrongdoing�or�misconduct�associated�to�them.�The�primary�
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purpose�is�to�protect�people�from�harm,�even�where�no�crime�has�been�

committed�[37].�

It�is�important�to�note�that,�with�regard�public�health,�there�are�currently�

statutory�mechanisms�to�make�disclosures�in�some�circumstances.�An�

example�of�a�statutory�provision�as�relates�to�the�processing�of�

information�for�communicable�disease�surveillance�is�illustrated�by�the�

provisions�of�Regulation�3�of�the�Health�Service�(Control�of�Patient�

Information)�Regulations�2002�[216].�The�provisions�relate�to�processing�

by�to�those�employed�or�engaged�for�the�purposes�of�the�health�service�

[217],�a�Government�Department�or�other�public�authority�in�

communicable�disease�surveillance�[218].�This�is�explained�in�more�detail�

in�Chapter�5.�

An�extreme�example�of�the�public�interest�that�may�apply�to�protect�

public�health�and�safety�is�illustrated�in�obiter�dictum�in�the�case�of�

Malone�v.�Metropolitan�Police�Commissioner�[208].�It�was�stated�that�

information�may�be�disclosed�in:�

‘...apprehension�of�an�impending�chemical�or�other�disaster,�arising�
without�misconduct,�of�which�the�authorities�are�not�aware,�but�
which�ought�in�the�public�interest�to�be�disclosed�to�them�[209].’�

The�gravity�of�such�events�described�in�this�description�are�illustrative�of�

situations�where�there�may�be�a�catastrophic�disaster�to�protect�the�

public,�but�it�is�illustrative�of�the�public�interest�that�exists�to�protect�the�

public�from�harm�[209].�It�could�be�easily�applied�in�situations�where�

there�may�be�a�risk�to�the�public�from�a�communicable�disease�and�

information�needs�to�be�disclosed�in�relation�to�individuals�who�have�that�

disease.�

Where�there�is�a�threat�to�public�a�disclosure�of�health�information�

subject�to�the�duty�of�confidence�may�also�be�disclosed�to�the�

appropriate�parties.�In�W�v.�Egdell�[37],�W�had�been�diagnosed�as�a�

paranoid�schizophrenic�having�shot�several�people,�killing�five.�He�had�
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been�convicted�of�manslaughter�by�diminished�responsibility�and�

transferred�to�a�secure�hospital.�Some�years�later,�his�lawyers�were�

preparing�an�application�for�transfer�to�a�less�secure�unit�with�a�view�to�

seek�eventually�discharge.�Dr�Egdell�had�been�appointed�to�provide�an�

independent�psychiatric�report�which�W�hoped�to�use�to�demonstrate�

that�he�was�safe�to�be�rehabilitated�in�the�community.�In�finding�that�the�

patient�was�more�dangerous�than�other�doctors�had�realised,�he�had�

disclosed�his�findings�to�the�hospital,�and�later�the�Mental�Health�Review�

Tribunal�on�the�grounds�that�W�was�a�danger�to�the�public.�W�sued�for�

breach�of�confidence.�It�was�held�that�despite�the�duty�of�confidence�

owed�by�Dr�Egdell,�the�disclosure�of�information�was�lawful�in�that�it�was�

justified�in�the�public�interest�based�on�legitimate�concerns�for�public�

safety.�Lord�Bingham�stated�that:�

‘A�consultant�psychiatrist�who�becomes�aware,�even�in�the�course�
of�a�confidential�relationship,�of�information�which�leads�him,�in�the�
exercise�of�what�the�court�considers�a�sound�professional�
judgment,�to�fear�that�such�decisions�may�be�made�on�the�basis�of�
inadequate�information�and�with�a�real�risk�of�consequent�danger�
to�the�public�is�entitled�to�take�such�steps�as�are�reasonable�in�all�
the�circumstances�to�communicate�the�grounds�of�his�concern�to�
the�responsible�authorities�[219].’�

4.3.4� Other�areas�

It�is�conceivable�that�the�defence�could�apply�in�other�circumstances,�but�

there�is�a�lack�of�case�law�to�be�able�to�speculate�on�those�areas.�In�the�

historic�case�of�A�B�v.�C�D�[220],�in�obiter�dictum,�Lord�Fullerton�stated�of�

the�duty�of�confidence:�

‘The�obligation�may�not�be�absolute.�It�may�and�must�yield�to�the�
demands�of�justice,�if�disclosure�is�demanded�in�a�competent�
Court.�It�may�be�modified,�perhaps,�in�the�case�alluded�to�in�the�
argument,�of�the�disclosure�being�conducive�to�the�ends�of�
science—though�even�there,�concealment�of�individuals�is�usual.’�

Reliance�on�this�concept�is�uncertain.�As�a�statement�in�obiter�dictum.�it�

is�not�binding,�and�in�any�case,�given�the�passage�of�time,�and�the�

106�



 

 

          

          

            

       

 

              

         

           

            

         

           

         

         

            

           

         

             

         

 

           

 

           

               

         

 

      

 

           

          

           

          

           

 
              

   

4.4�

existing�mechanisms�available�in�England�and�Wales�law,�such�as�

Regulation�5�of�the�Health�Service�(Control�of�Patient�Information)�

Regulations�20026,�it�could�be�suggested�that�reliance�on�such�a�defence�

would�be�unlikely�to�be�accepted.�

The�full�extent�to�which�the�courts�will�apply�the�public�interest�defence�is�

therefore�uncertain,�with�the�Department�of�Health�(England)�guidance�

on�public�interest�disclosures�published�in�2010�recognising�this�being�an�

obstacle�in�making�decisions�as�to�whether�other�disclosures�would�be�in�

the�public�interest�[196].�The�guidance�recommended�that�where�

disclosures�were�proposed�to�be�made�that�advice�of�the�National�

Information�Governance�Board�should�be�sought�[196].�The�National�

Information�Governance�Board�were�a�body�that�once�undertook�

functions�to�advise�the�Secretary�of�State�for�Health�whether�to�approve�

disclosures�utilising�Regulation�5�of�the�Health�Service�(Control�of�Patient�

Information)�Regulations�2002.�The�operation�of�Regulation�5�is�

discussed�in�more�detail�in�Chapter�5.�The�role�is�currently�undertaken�by�

the�Confidentiality�Advisory�Committee�of�the�Health�Research�Authority.�

4.3.5� Other�public�Interests�out�of�scope�of�this�thesis�

The�public�interest�as�relates�to�the�Administration�of�Justice,�and�

National�Security�are�out�of�scope�of�this�thesis.�It�can�be�noted�that�this�

does�not�however�mean�they�may�have�no�relevance.�

The�public�interest�test�

In�demonstrating�that�disclosure�is�in�the�public�interest,�the�public�

interest�in�disclosure�must�outweigh�the�duty�to�maintain�confidentiality�

[212].�In�making�the�assessment,�it�is�important�to�recognise�that�

maintaining�the�duty�of�confidence�should�always�be�an�overriding�

consideration�[195],�and�the�argument�in�favour�of�disclosure�must�be�

6�See�chapter�5�for�further�discussion�on�the�Health�Service�(Control�of�Patient�
Information)�Regulations�2002�
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significant�enough�in�order�to�override�the�duty�of�confidence�owed�to�an�

individual�[212].�Adding�weight�to�the�argument�based�on�multiple�minor�

factors�including�minor�or�irrelevant�criminal�oąences,�or�minor�public�

interests�will�not�be�suĆcient�to�override�the�duty�[212].�

4.5� Timing�of�the�disclosure�

The�general�principle�is�that�the�public�interest�defence�can�only�be�

relied�upon�where�the�public�interest�exists�at�the�time�the�disclosure�

takes�place�[221].�This�can�include�past�events,�current�events�and�

events�that�could�happen�in�the�future�[204]�providing�the�public�

interest�still�exists�in�making�the�disclosure.�

Where�the�public�interest�no�longer�exists,�the�defence�cannot�be�relied�

upon.�The�case�of�Schering�Chemicals�Ltd.�v.�Falkman�Ltd�[47]�related�to�

the�production�of�a�drug�that�allegedly�caused�birth�defects.�There�had�

been�since�been�numerous�scientific�studies�in�relation�to�the�drug.�

Given�that�the�drug�had�been�withdrawn�from�the�market�however,�there�

was�no�longer�a�risk�to�safety.�As�Mr�Lord�Justice�Shaw�stated:�

‘The�obligation�of�confidentiality�may�in�some�circumstances�be�
overborne.�If�the�subject�matter�is�something�which�is�inimical�to�
the�public�interest�or�threatens�individual�safety,�a�person�in�
possession�of�knowledge�of�that�subject�matter�cannot�be�obliged�
to�conceal�it�although�he�acquired�that�knowledge�in�confidence.�In�
some�situations,�it�may�be�his�duty�to�reveal�what�he�knows.�No�
such�consideration�has�existed�in�this�case�since�the�time�that�
Primodos�was�withdrawn�from�the�market.�Neither�the�public�nor�
any�individual�stands�in�need�of�protection�from�its�use�at�this�
stage�in�the�history.�There�is�no�occasion�to�beat�the�drum�again.�
As�to�any�rights�or�liability�which�may�have�arisen�from�the�use�of�
Primodos�in�the�past,�these�will�be�determined�by�the�outcome�of�
the�pending�litigation�[221].’�

4.6� What�can�be�disclosed�and�to�who?�

Only�the�information�that�there�is�a�pressing�social�need�to�disclose�

should�be�disclosed�[200].�Any�other�matters�that�are�not�in�the�public�
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interest�to�disclose�should�remain�protected�by�the�duty�of�confidence�

[200].�It�is�therefore�important�to�distinguish�between�what�is�in�the�

public�interest�to�make�known�and�to�whom,�and�what�the�public�may�find�

interesting�[197].�

Where�it�is�in�the�public�interest�to�disclose�information�that�is�subject�to�

the�duty�of�confidence,�this�does�not�mean�that�the�information�can�be�

disclosed�to�the�world�at�large.�When�assessing�the�public�interest,�it�is�

important�to�consider�what�information�needs�to�be�disclosed,�and�the�

parties�the�information�is�being�disclosed�to�in�order�to�fulfil�that�public�

interest.�In�Francome�v.�Mirror�Group�Newspapers�Ltd�[222]�the�Plaintiffs�

were�spouses.�The�husband�was�a�champion�jockey.�The�Mirror�Group�

had�obtained�tapes�of�private�telephone�calls�made�between�the�

plaintiffs�from�a�third�party�who�had�unlawfully�recorded�them.�The�

defendants�maintained�that�they�exposed�breaches�of�the�rules�of�racing�

and�sought�to�publish�a�story�relating�to�this.�Sir�John�Donaldson,�Master�

of�the�Rolls�stated:�

‘In�the�instant�case,�pending�a�trial,�it�is�impossible�to�see�what�
public�interest�would�be�served�by�publishing�the�contents�of�the�
tapes�which�would�not�equally�be�served�by�giving�them�to�the�
police�or�to�the�Jockey�Club.�Any�wider�publication�could�only�serve�
the�interests�of�the�Daily�Mirror�[223].’�

Later�in�his�judgement�he�added:�

‘Assuming�that�the�tapes�reveal�evidence�of�the�commission�of�a�
criminal�oąence�or�a�breach�of�the�rules�of�racing,�and�I�stress�that�
this�is�an�assumption,�it�may�well�be�in�the�public�interest�that�the�
tapes�and�all�the�information�to�be�gleaned�there�from�be�made�
available�to�the�police�and�to�the�Jockey�Club�[224].’�

This�limiting�principle�is�key�to�the�operation�of�the�defence.�In�Re�A�

Company’s�Application�[225],�a�company�was�refused�an�injunction�

preventing�disclosure�to�the�financial�regulator�and�the�inland�revenue�

on�the�basis�that�it�was�in�the�public�interest�to�disclose�financial�

irregularities,�but�that�such�disclosure�could�only�be�made�to�them�[226].�
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4.7�

It�is�therefore�important�to�consider�where�the�public�interest�lies,�and�to�

distinguish�whether�instead�that�interest�is�one�that�the�proposed�

recipient�may�find�interesting�for�their�own�personal�gain.�As�Lord�

Denning�explained�in�Initial�Services�Ltd�v.�Putterill�[204]:�

‘The�disclosure�must,�I�should�think,�be�to�one�who�has�a�proper�
interest�to�receive�the�information.�Thus,�it�would�be�proper�to�
disclose�a�crime�to�the�police;�or�a�breach�of�the�Restrictive�Trade�
Practices�Act�to�the�registrar.�There�may�be�cases�where�the�
misdeed�is�of�such�a�character�that�the�public�interest�may�
demand,�or�at�least�excuse,�publication�on�a�broader�field,�even�to�
the�press�[205].’�

This�appears�to�make�clear�that�sometimes�the�act�is�so�serious�that�the�

wider�population�may�have�a�public�interest�in�knowing�what�has�taken�

place.�

The�burden�of�proof�

The�basic�position�is�that,�to�rely�on�the�defence�of�public�interest�in�

disclosing�information�that�is�subject�to�the�duty�of�confidence,�the�

person�seeking�to�disclose�the�information�must�be�able�to�defend�the�

position�on�the�basis�that�the�allegation�has�some�substance.�As�Lord�

Keith�stated�in�the�Spycatcher�case�[91]�

‘As�to�just�cause�or�excuse,�it�is�not�suĆcient�to�set�up�the�defence�
merely�to�show�that�allegations�of�wrongdoing�have�been�made.�
There�must�be�at�least�a�prima�facie�case�that�the�allegations�have�
substance�[195].’�

In�other�words,�where�in�any�circumstances�an�allegation�is�made,�it�is�

important�to�avoid�impulse�and�establish�whether�there�is�any�substance�

to�any�suspected�wrongdoing.�

The�exception�to�this�rule�is�whereby�the�person�to�whom�the�

information�is�being�communicated�to�is�a�regulatory�body,�and�the�

confidential�information�is�evidence�of�a�suspected�breach�[226]�
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4.8� Application�in�information�in�the�National�Health�Service�

In�the�National�Health�Service,�there�may�be�many�situations�by�which�

health�information�may�need�to�be�disclosed�to�certain�individuals�or�

organisations�depending�on�the�situation�in�hand.�

For�example,�where�the�individual�poses�a�serious�threat�to�the�public�

because�they�have�a�mental�health�condition,�it�likely�that�they�will�need�

to�furnish�the�police�or�other�authorities�with�suĆcient�information�to�

explain�the�risk�[37].�Obviously,�only�the�relevant�health�information�

should�be�considered�for�disclosure�and�be�subject�to�the�public�interest�

test.�

It�is�conceivable�that�a�public�interest�defence�could�be�used�to�disclose�

information�to�the�relevant�authorities�where�injuries�have�been�incurred�

by�a�patient�who�has�been�the�victim�of�a�serious�crime,�or�where�they�are�

the�perpetrator�of�a�serious�crime�[203].�Where�the�victim�is�conscious�

and�competent,�it�could�be�suggested�that�their�consent�be�sought�in�

such�circumstances�in�the�first�instance,�especially�considering�that�

health�information�may�need�to�be�disclosed�as�part�of�any�report�to�the�

police.�

The�public�interest�defence�could�also�be�relied�upon�where�there�is�a�

danger�of�a�public�health�or�safety�incident�[209],�although�Regulation�

may�provide�a�suĆcient�lawful�basis�to�disclose�information�across�

multiple�agencies�in�instances�of�communicable�diseases�and�other�risks�

to�public�health�[227],�particularly�where�there�is�no�statutory�function7.�

7�Elements�that�relate�to�statutory�functions�of�organisations,�including�the�role�of�
central�digital�functions�in�Wales,�are�explained�in�more�detail�in�Chapters�5�and�6.�
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4.9� The�public�interest�in�the�UK�GDPR�

It�should�be�noted�that�the�application�of�the�public�interest�defence�at�

common�law�bares�no�relevance�to�the�lawful�basis�of�processing�of�

‘public�interest’�under�the�UK�GDPR,�although�application�of�this�lawful�

basis�for�processing�may�be�appropriate�depending�on�the�

circumstances.�

4.10� Freedom�of�information�and�the�exemption�as�applies�to�

information�held�in�confidence�

While�the�author�is�also�a�subject�matter�expert�in�the�subject�of�the�

operation�of�the�Freedom�of�Information�Act�2000,�only�the�impact�of�the�

public�interest�defence�to�the�information�provided�in�confidence�

exemption�is�within�the�scope�of�this�thesis.�

4.10.1� Requests�for�information�under�the�Freedom�of�

Information�Act�2000:�the�basics�

The�Freedom�of�Information�Act�2000�enables�a�person�to�make�a�valid�

request�for�information�as�defined�by�the�Act�[228],�to�a�public�authority�

within�the�meaning�of�the�Act�[229].�Where�a�request�is�made�the�Act�

provides�a�general�right�for�the�requestor�to�be�informed�whether�

information�is�held�by�that�Public�Authority�[230],�known�as�‘the�duty�to�

confirm�or�deny�[231]’�and�if�so,�to�have�the�information�communicated�to�

them�[232].�

4.10.2� Exemption:�information�provided�in�confidence�

Section�41(1)�of�the�Freedom�of�Information�Act�2000�provides�an�

exemption�for�information�where:�

‘(a)it�was�obtained�by�the�public�authority�from�any�other�person�
(including�another�public�authority),�and�
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(b)the�disclosure�of�the�information�to�the�public�(otherwise�than�
under�this�Act)�by�the�public�authority�holding�it�would�constitute�a�
breach�of�confidence�actionable�by�that�or�any�other�person�[233].’�

This�exemption�is�described�as�an�‘absolute�exemption�in�the�Freedom�of�

Information�Act�2000�[234].�If�information�was�obtained�by�the�public�

authority�from�any�other�person�[235],�and�disclosure�of�the�information�

to�the�public,�otherwise�than�in�under�the�Freedom�of�Information�Act�

2000,�the�public�authority�would�constitute�an�actional�breach�of�

confidence�to�the�person�holding�it�[236],�the�requirement�to�

communicate�the�information�to�them�does�not�apply�[237].�

Section�41(2)�of�the�Freedom�of�Information�Act�2000�states�that:�

‘The�duty�to�confirm�or�deny�does�not�arise�if,�or�to�the�extent�that,�
the�confirmation�or�denial�that�would�have�to�be�given�to�comply�
with�section�1(1)(a)�would�(apart�from�this�Act)�constitute�an�
actionable�breach�of�confidence�[238].’�

This�means�that�the�duty�to�confirm�or�deny�that�information�is�held�does�

not�apply�where�this�would�constitute�and�actionable�breach�of�

confidence�[238].�This�is�reaĆrmed�in�relation�to�the�eąect�of�the�

exemptions�as�set�out�in�Part�1�of�the�Act�[239].�

4.10.3� The�relevance�of�the�public�interest�test�at�common�law�

as�may�apply�to�the�exemption�for�information�held�in�

confidence�

With�exception�of�absolute�exemptions,�the�Freedom�of�Information�Act�

2000�contains�provision�that�in�order�for�the�public�authority�to�be�

released�from�the�obligation�to�disclose�the�information,�the�public�

interest�in�maintaining�the�exemption�must�outweigh�the�public�interest�

in�disclosing�the�information�[240].�Similarly,�with�the�exception�of�

absolute�exemptions,�in�order�for�the�public�authority�to�be�able�to�refuse�

to�confirm�or�deny�that�they�hold�information,�the�public�interest�in�

upholding�the�exemption�on�the�duty�to�confirm�or�deny�must�outweigh�

113�



 

 

           

            

          

       

 

           

           

           

          

           

             

              

           

            

 

       

 

         

         

            

 

               

            

           

 
              

   

 

      

          

    

            

        

  

the�public�interest�in�disclosing�whether�information�is�held�by�the�

authority�[241].�The�eąect�of�an�absolute�exemption�therefore�is�that�no�

other�considerations�relate�to�the�exemption�under�the�Freedom�of�

Information�Act�2000,�the�exemption�is�absolute.�

Separately,�the�public�interest�test�at�common�law�as�applies�to�

information�subject�to�the�duty�of�confidence�is�relevant�to�deciding�

whether�information�should�be�disclosed.�In�the�case�of�Derry�City�

Council�v.�Information�Commissioner�[242],�the�application�of�the�Section�

41�exemption�in�relation�to�information�provided�in�confidence�failed�on�

the�basis�of�the�public�interest�in�disclosure�as�provided�in�the�common�

law�as�relates�to�the�duty�of�confidence�[243].�This�case�is�illustrative�of�

the�importance�of�understanding�how�defences�to�a�disclosure�under�the�

duty�of�confidence,�may�be�relevant�to�other�areas�of�the�law.�

4.11�Summary�of�Chapter�4:�Public�Interest�

The�chapter�provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�public�interest�

defence�as�relates�to�the�duty�of�confidence�in�the�healthcare�context.�

The�extent�of�what�could�be�in�the�public�interest�may�be�quite�wide�[31],�

but�this�concept�is�untested,�an�obstacle�in�making�decisions�as�to�

whether�other�disclosures�would�be�in�the�public�interest�[32].�

The�following�are�some�examples�of�things�that�have�been�said�to�be�in�

the�public�interest:�

 Serious�crime�or�fraud�[19].�

 A�minor�criminal�act�that�causes�serious�harm�[28].�

 Civil�wrongs�[20]�

 Other�misconduct�or�misdeeds�that�are�not�criminal�or�civil�[20],�

including�reporting�cases�of�suspected�malpractice�to�professional�

bodies�[24].�
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 Activities�contrary�to�public�society�and�public�welfare�[20].�

 Cases�of�serious�corruption�[23].�

 No�need�to�prove�wrongdoing�where�the�disclosure�protects�from�

harm�to�safety�of�health�[29].�

 It�may�be�possible�to�rely�on�this�to�protect�public�health�[22].’�

 Disclosure�of�confidential�health�information�may�be�made�to�the�

relevant�parties�where�there�is�a�danger�to�public�safety�(e.g.�the�

responsible�authorities�[30].)�

There�is�no�public�interest�where�there�is�a�minor�crime�where�there�is�no�

serious�harm�[25]�such�as�smoking�cannabis�in�private�[26],�or�private�

acts�of�consensual�sexual�activity�between�adults,�even�where�this�

consists�of�the�oąence�of�prostitution�[27].�

Table�5�(below)�contains�a�summary�of�the�key�elements�that�should�be�

considered�when�relying�on�the�public�interest�defence:�

Question�

Is it�in the�

public�

interest�to�

make�the�

disclosure�of�

the�

information?�

Answer�

It�is�necessary�to�ensure�that�the�information�is�truly�in�the�

public�interest�to�disclose.�There�is�a�diąerence�in�

identifying�information�that�may�be�interesting�to�the�public�

and�that�which�is�in�the�public�interest�[197].�

Multiple�minor�public�interest�arguments�do�not�add�weight�

to�the�argument�to�override�the�duty�[25].�It�may�be�in�the�

public�interest�to�disclose�acts�that�have�been�committed,�

or�where�an�act�may�happen�if�the�information�is�not�

disclosed[20],�but�only�insofar�as�the�disclosure�is�

justified[20]�and�there�is�a�pressing�social�need�to�disclose�

[17].�
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Question� Answer�

What�Can�I�

disclose?�

Maintaining�the�duty�of�confidence�should�always�be�an�

overriding�consideration�[33],�and�the�argument�in�favour�of�

disclosure�must�be�significant�enough�in�order�to�override�

the�duty�of�confidence�owed�to�an�individual�[25].�

Where�the�public�interest�outweighs�the�duty�of�confidence,�

only�information�that�there�is�pressing�social�need�to�make�

known�should�be�disclosed�[17].�The�decision�on�what�should�

be�disclosed�should�be�assessed�in�proportion�to�the�public�

interest�in�disclosure�[25].�

Who�can�I�

disclose�it�

to?�

A�disclosure�of�information�must�be�limited�to�those�parties�

who�have�a�proper�interest�in�knowing�the�information�[20]�

and�it�is�in�the�public�interest�to�disclose�to�[36].�

When�can�I�

disclose�the�

information�

The�defence�can�only�be�relied�upon�at�the�time�there�is�a�

public�interest�to�disclosure�[34].�The�public�interest�may�in�

some�circumstances�relate�to�a�disclosure�of�information�

relating�to�past�events,�current�events,�or�could�be�

information�that�could�impact�events�that�could�happen�in�

the�future�if�the�information�is�not�disclosed�[35].�

Can�I�

evidence�I�

was�justified�

in�making�the�

disclosure?�

The�person�disclosing�any�information�must�be�able�to�

defend�the�position�on�the�basis�that�the�public�interest�

argument�has�some�substance�[33]�unless�the�disclosure�is�

to�a�regulatory�body,�and�there�is�a�possible�professional�

conduct�issue�[38].�Speculation�that�there�may�be�a�

substantial�public�interest�is�insuĆcient�and�a�person�

disclosing�may�find�themselves�in�breach�of�confidence�

should�they�disclose�information�[33].�

Table�5:�Public�Interest�Disclosures�- Key�Considerations�
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The�next�chapter�explains�how�confidential�information�can�be�disclosed�

where�it�is�permitted�or�required�by�statute.�The�chapter�specifically�

considers�the�provisions�of�section�251�of�the�National�Health�Service�Act�

2006�and�the�current�regulations�that�exist�by�virtue�of�these�provisions.�
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5.� Lawful�disclosures�–�disclosures�permitted�or�required�

by�Statute�

5.1� Section�251�of�the�National�Health�Service�Act�2006�

5.1.1� Introduction�to�section�251�

The�previous�two�chapters�describe�two�defences�to�a�breach�of�

confidence�at�common�law.�This�chapter�focussed�on�a�statutory�

mechanism�to�set�aside�the�duty�of�confidence�as�relates�to�information�

generated�in�the�National�Health�Service.�

Section�251�of�the�National�Health�Service�Act�2006�provides�a�

mechanism�by�which�patient�information�can�be�regulated.�It�is�often�

stated�that�the�purpose�of�section�251�is�to�enable�patient�information�to�

be�used�without�consent�[244],�While�Regulations�created�under�section�

251�of�the�National�Health�Service�Act�2006�can�contain�provisions�to�set�

aside�the�common�law�duty�[245],�this�is�one�of�many�options�contained�

in�the�legislation8.�To�understand�how�Section�251�operates�however,�it�is�

necessary�to�look�at�the�provisions�to�the�extent�that�they�can�apply�to�

any�information�to�understand�the�types�of�Regulations�that�can�be�

produced.�

There�are�no�academic�texts�that�discuss�the�application�of�section�251�in�

any�detail;�therefore,�it�is�proposed�to�discuss�these�provisions�in�the�way�

that�these�apply�to�Wales.�Further�studies�may�be�required�in�relation�to�

these�provisions�and�their�operation�in�England,�particularly�where�future�

amendments�are�made�that�apply�only�to�England.�

The�historical�context�of�these�provisions�will�be�explained�in�more�detail�

when�discussing�the�extant�Regulations,�which�predate�the�current�

provisions�under�which�they�operate.�

8�Note�that�Section�261(2)�includes�the�words�‘may�include’�when�providing�particular�
provisions�that�may�form�part�of�the�regulations.�
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5.1.2� Scope�of�Regulations�issued�under�Section�251�

It�would�appear�that�a�court�would�likely�conclude�that�the�Regulations�

can�only�apply�to�information�created�within�the�NHS.�In�Lewis�v.�

Secretary�of�State�for�Health�and�another�[64],�Mr�Justice�Foskett�

commented�in�obiter�dictum�on�this�issue�as�follows:�

‘I�respectfully�agree�that�there�is�nothing�explicit�in�the�Act�and�or�
Regulations�confining�the�information�concerned�to�NHS-
generated�information�but,�as�I�have�said,�the�whole�context�would�
seem�to�suggest�this.�Had�the�matter�been�fundamental,�I�would�
doubtless�have�been�invited�to�look�more�closely�at�the�whole�Act,�
and,�perhaps,�its�legislative�history�and�background.�In�the�course�
of�the�relatively�short�argument,�I�have�not�been�so�invited�and,�
accordingly,�can�express�no�view�other�than�that�which�I�have�
expressed�[246].’�

This�observation�was�stated�in�obiter�dictum�and�not�as�the�ratio�

decidendi�of�the�case.�It�is�therefore�not�a�binding�precedent�and�

therefore�need�not�be�followed�by�any�other�court.�As�per�the�judgement�

of�Mr�Justice�Foskett,�such�a�view�would�require�a�more�detailed�

examination�by�the�court�where�this�was�fundamental�to�a�case�[246].�

Mr�Justice�Foskett�made�another�statement�in�obiter�dictum�in�clarifying�

whether�Regulations�could�authorise�use�outside�of�the�NHS�in�Lewis�v.�

Secretary�of�State�for�Health�and�another�[64].�He�stated:�

‘If�I�was�forced�to�conclude,�on�the�arguments�I�have�heard,�
whether�the�procedures�aąorded�by�the�Act�and�the�Regulations�
are�available�for�the�authorisation�of�the�use�of�confidential�patient�
information�generated�outside�the�NHS,�I�would�have�to�conclude�
that�it�did�not�[247].’�

Again,�this�is�not�a�ratio�decidendi,�but�more�clearly�indicative�of�the�

scope�of�the�Regulations.�
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5.1.3� Amendments�and�devolution�

5.1.3.1� Cities�and�Local�Government�Devolution�Act�2016�

Following�the�assent�of�the�Cities�and�Local�Government�Devolution�Act�

2016�[248]�provisions�exist�to�create�Regulation�in�relation�to�social�care�

information.�These�amendments�are�reflected�in�the�below�text.�

5.1.3.2� Devolution�and�the�role�of�the�Welsh�Ministers�

Functions�under�section�251�were�transferred�by�Order�to�the�Welsh�

Ministers�by�The�Welsh�Ministers�(Transfer�of�Functions)�Order�2018�[249].�

The�text�in�Section�251�of�the�National�Health�Service�Act�was�not�

amended�by�legislation,�however�the�implication�of�the�transfer�of�any�

functions�is�that�the�reference�to�the�Secretary�of�State�should�be�read�as�

if�it�directly�refers�to�the�Welsh�Ministers�to�correctly�reflect�the�operation�

of�the�legislation.�

Article�1(5)�of�The�Welsh�Ministers�(Transfer�of�Functions)�Order�2018�

provides:�

‘Any�reference�in�this�Order�to�a�function�of�a�Minister�of�the�Crown�
under�an�enactment�includes�a�reference�to�any�functions�of�that�
Minister�which�are�included�in�any�scheme,�Regulations,�rules,�
Order,�bye-laws�or�other�instrument�having�eąect�under�or�in�
relation�to�that�enactment,�and�the�power�to�confer�functions�on�
that�Minister�by�any�such�scheme,�Regulations,�rules,�Order,�bye-
laws�or�other�instrument�has�eąect�as�a�power�to�confer�such�
functions�on�the�Welsh�Ministers�[250].’�

This�means�that�any�Regulation�in�existence�under�section�251�of�the�

National�Health�Service�Act�2006�is�also�devolved�to�the�Welsh�Ministers�

[250].�
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5.1.4� Powers�to�create�Regulations�under�Section�251�

Section�251(1)�of�the�National�Health�Service�Act�creates�a�Henry�VIII�

power�that�enables�the�Welsh�Ministers�to�make�Regulations.�This�section�

provides�that�the:�

‘Secretary�of�State�may�by�Regulations�make�such�provision�for�
and�in�connection�with�requiring�or�regulating�the�processing�of�
prescribed�patient�information�for�medical�purposes�as�he�
considers�necessary�or�expedient—�
(a)�in�the�interests�of�improving�patient�care,�or�
(b)�in�the�public�interest�[251].’�

This�general�provision�contains�wide�powers�to�create�Regulations�that�

may�require�or�regulate�the�processing�of�such�patient�information�as�

may�be�prescribed�for�medical�purposes.�The�test�appears�subjective�in�

that�the�Welsh�Ministers�simply�need�to�consider�Regulations�‘necessary�

or�expedient’�in�achieving�these�purposes.�The�wording�‘as�he�considers�

necessary�[251]’�suggests�that�the�only�the�subjective�view�of�the�Welsh�

Ministers�is�required�and�there�is�no�requirement�to�demonstrate�this�

objectively.�

5.1.5� Relevant�definitions�

5.1.5.1� Medical�purposes�

The�definition�of�what�is�considered�‘medical�purposes’�is�set�out�explicitly�

in�Section�251(12)�of�the�National�Health�Service�Act�2006.�It�provides�

that�‘medical�purposes’�are�those�purposes�of�:�

‘(a)�preventative�medicine,�medical�diagnosis,�medical�research,�
the�provision�of�care�and�treatment�and�the�management�of�health�
and�social�care�services,�and�
(b)�informing�individuals�about�their�physical�or�mental�health�or�
condition,�the�diagnosis�of�their�condition�or�their�care�and�
treatment�[252].’�
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The�definition�of�medical�purposes�therefore�has�a�wide�scope�of�

services.�It�is�not�only�limited�to�the�care�of�an�individual�but�extends�to�

activities�such�as�health�research.�

The�provision�contained�in�Section�251(12)�encompasses�many�direct�care�

activities,�whereas�Section�251(4)�provides�that:�

‘Regulations�under�subsection�(1)�may�not�make�provision�requiring�
the�processing�of�confidential�patient�information�for�any�purpose�
if�it�would�be�reasonably�practicable�to�achieve�that�purpose�
otherwise�than�pursuant�to�such�Regulations,�having�regard�to�the�
cost�of�and�the�technology�available�for�achieving�that�purpose�
[253].’�

Clearly,�medical�research�cannot�be�achieved�without�consent�or�an�

alternative�lawful�excuse,�the�likes�of�such�which�may�include�

Regulations�created�under�section�251,�as�it�could�be�argued�that�this�is�

not�within�the�reasonable�expectations�of�the�patient.�With�regard�to�

most�other�activities�relating�to�the�prescribing�or�administering�of�

preventative�medicine,�medical�diagnosis,�the�provision�of�care�and�

treatment�and�the�management�of�health�and�social�care�services,�it�

could�be�argued�that�most�of�these�activities�would�be�in�the�remit�of�the�

direct�care�relationship�anyway,�and�therefore�could�be�reasonably�

practicable�to�achieve�within�the�reasonable�expectations�of�the�patient.�

In�the�modern�health�service,�it�is�also�likely�that�bodies�established�in�law�

to�undertake�functions�will�have�an�implied�statutory�duty�to�use�

information�without�consent�[254].�

Another�point�of�note�is�that,�in�order�to�inform�individuals�about�their�

physical�or�mental�health�or�condition,�the�diagnosis�of�their�condition�or�

their�care�and�treatment,�there�usually�must�be�a�relationship�between�

the�medical�practitioner�and�the�patient�during�the�normal�care�

relationship.�This�is�where�the�technological�aspect�may�be�of�relevance,�

as�the�cost�of�achieving�eąective�communications,�particularly�if�this�is�

achieved�on�a�mass�scale,�may�be�cost�prohibitive,�or�technologically�

diĆcult�if�achieved�without�involving�other�bodies�or�agencies,�and�in�
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these�circumstances,�specific�Regulations�may�be�put�in�place�to�

overcome�these�issues.�

Section�251(6)�explicitly�excludes�the�creation�of�any�Regulation�for�the�

sole�provision�of�care.�Section�251(6)�says:�

‘Regulations�under�subsection�(1)�may�not�make�provision�for�
requiring�the�processing�of�confidential�patient�information�solely�
or�principally�for�the�purpose�of�determining�the�care�and�
treatment�to�be�given�to�particular�individuals�[255].’�

This�narrows�the�scope�of�any�Regulations�that�can�be�created.�The�use�of�

Information�in�medical�diagnosis�and�the�provision�of�care�and�treatment�

can�be�justified�under�the�common�law�as�this�is�a�use�in�the�reasonable�

expectations�of�the�patient.�It�could�be�suggested�that�the�provision�

protects�any�interference�in�creating�regulation�that�governs�information�

exchange�in�direct�care�situations�on�an�individual�basis.�This�said,�

regulations�could�include�situations�where�outside�of�the�direct�care�

relationship�data�is�to�be�analysed�for�a�variety�of�purposes�including�to�

create�registries,�to�monitor�medical�devices�and�implants�that�may�be�

faulty,�or�to�detect�and�monitor�disease�or�to�deliver�health�screening�or�

targeted�treatments.�

For�illustrative�purposes,�a�good�example�exists�in�the�current�

Regulations�in�force�under�Section�251(1).�The�Health�Service�(Control�of�

Patient�Information)�Regulations�2002,�which�permits�the�processing�of�

Confidential�Patient�Information�for�the:�

‘…the�delivery,�eĆcacy�and�safety�of�immunisation�programmes�
[256].’�

The�Regulation�enables�information�to�be�disclosed�to�another�person�

outside�the�direct�care�relationship�to�compile�immunisation�priority�lists�

to�aąect�the�most�vulnerable�without�being�in�breach�of�confidence.�
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5.1.5.2� Patient�information”�

Section�251(10)�provides�that,�for�the�purpose�of�section�251,�“patient�

information”�means:�

‘(a)�information�(however�recorded)�which�relates�to�the�physical�or�
mental�health�or�condition�of�an�individual,�to�the�diagnosis�of�his�
condition�or�to�his�care�or�treatment,�and�
(b)�information�(however�recorded)�which�is�to�any�extent�derived,�
directly�or�indirectly,�from�such�information,�whether�or�not�the�
identity�of�the�individual�in�question�is�ascertainable�from�the�
information�[257].’�

Regulations�under�section�251�may�therefore�include�information�that�is�

anonymised�and�is�therefore�not�subject�to�the�common�law�duty�of�

confidence.�It�is�diĆcult�to�imagine�how�such�Regulations�could�apply�to�

data�that�is�truly�anonymised,�specifically�as�it�could�be�obtained�

legitimately�from�any�Public�Body�in�the�NHS�by�making�a�request�

pursuant�to�Section�1�of�the�Freedom�of�Information�Act�2000.�The�eąect�

of�Henry�VIII�powers�is�however�out�of�the�scope�of�this�thesis.�

5.1.5.3� Confidential�patient�information�

Interestingly,�Section�251�of�the�National�Health�Service�Act�2006�

provides�a�definition�of�confidential�patient�information�[258].�Section�

251(11)�states�that:�

‘For�the�purposes�of�this�section,�patient�information�is�
“confidential�patient�information”�where—�
(a)the�identity�of�the�individual�in�question�is�ascertainable—�
(i)from�that�information,�or�
(ii)from�that�information�and�other�information,�which�is�in�the�
possession�of,�or�is�likely�to�come�into�the�possession�of,�the�
person�processing�that�information,�and�
(b)that�information�was�obtained�or�generated�by�a�person�who,�in�
the�circumstances,�owed�an�obligation�of�confidence�to�that�
individual�[258].’�
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The�definition�is�of�interest.�Information�may�be�generated�or�obtained�by�

a�person�who�owes�an�obligation�of�confidence�to�an�individual,�but�the�

information�that�could�be�collected�by�that�individual�may�include�

information�that�is�not�subject�to�the�common�law�duty�of�confidence.�

The�definition�of�confidential�information�in�this�context�appears�to�apply�

to�any�information�that�is�collected�from�any�service�user.�

The�definitions�only�apply�to�section�251�of�the�National�Health�Service�

Act�2006�and�therefore�do�not�influence�the�Common�Law�definitions�

[258].�

5.1.5.4� Other�definitions�contained�in�Section�251�

Other�definitions�are�not�relevant�to�the�discussions�contained�in�this�

chapter.�

5.1.6� Specific�provisions�

5.1.6.1� Communications�

Section�251(2)�provides�specific�uses�of�the�types�of�Regulations�that�may�

be�made�under�Section�251(1).�There�is�a�stipulation�that�these�may�

require�[259]’�and�therefore�these�are�specific�clauses�that�may�be�

included,�they�are�permissive,�they�are�not�restrictive,�nor�exhaustive.�

Section�251(2)(a)�provides�that�Regulations�may�make�provision�[260],:�

‘Prescribed�communications�of�any�nature�which�contain�patient�
information�to�be�disclosed�by�health�service�bodies�or�relevant�
social�care�bodies�in�prescribed�circumstances—�
(i)�to�the�person�to�whom�the�information�relates,�
(ii)�(where�it�relates�to�more�than�one�person)�to�the�person�to�
whom�it�principally�relates,�or�
(iii)to�a�prescribed�person�on�behalf�of�any�such�person�as�is�
mentioned�in�sub-paragraph�(i)�or�(ii),in�such�manner�as�may�be�
prescribed�[259].’�
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This�specifically�referring�to�communications.�It�is�necessary�to�explain�

this�in�more�detail�to�understand�the�implications�of�such�a�provision�on�

prospective�Regulations.�

The�provision�that�enables�Regulation�to�be�put�in�place�to�use�patient�

information�to�enable�prescribed�communications�with�the�person�to�

whom�it�relates�[261]�describes�circumstances�that,�even�where�

information�subject�to�the�duty�of�confidence�was�to�be�disclosed�to�

those�individuals,�would�prima�facie�not�be�in�breach�of�confidence.�The�

information�relates�to�that�person,�and�even�if�this�information�was�

confidential,�there�would�be�no�disclosure.�Given�the�wider�scope�of�

Regulations�that�may�be�created�however,�this�may�compliment�an�end-

to-end�process�by�which�Regulations�may�determine�acquisition�and�

processing�of�data�to�make�those�communications.�

When�sending�information�to�more�than�one�person,�but�principally�the�

information�principally�relates�to�one�individual�[262],�there�may�be�a�duty�

of�confidence�owed.�The�information�could�potentially�be�confidential.�An�

example�of�such�an�instance�may�be�where�a�person�in�a�household�has�a�

communicable�disease,�and�the�others�may�need�to�get�tested,�get�

treatment,�or�isolate.�With�some�conditions,�the�public�interest�argument�

at�common�law�may�be�diĆcult�to�demonstrate,�and�therefore�Regulation�

may�be�put�in�place�to�determine�how�this�can�be�achieved.�

5.1.6.2� Disclosures�or�other�processing�

Section�251(2)(b)�of�the�National�Health�Service�Act�relates�to�disclosures�

or�other�processing�that�may�be�regulated.�Again,�there�is�a�stipulation�

that�Regulations�‘...may�in�particular,�make�provision�[260]’�and�therefore�

these�are�specific�clauses�that�are�specifical�permissive,�but�are�not�

restrictive,�nor�exhaustive.�
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As�with�the�provisions�relating�to�communications,�it�is�necessary�to�

explain�this�in�more�detail�to�understand�the�implications�of�such�a�

provision�on�prospective�Regulations.�

Section�251(2)(b)�provides�that�Regulations�may�require�or�authorise:�

‘The�disclosure�or�other�processing�of�prescribed�patient�
information�to�or�by�persons�of�any�prescribed�description�subject�
to�compliance�with�any�prescribed�conditions�(including�conditions�
requiring�prescribed�undertakings�to�be�obtained�from�such�
persons�as�to�the�processing�of�such�information)�[263].’�

5.1.6.3� Provisions�to�set�aside�the�duty�of�confidence�

The�Act�provides�a�statutory�provision�that�enables�the�Welsh�Ministers�to�

set�aside�the�duty�of�confidence.�Again,�there�is�a�stipulation�that�

Regulations�may,�‘in�particular,�make�provision�[260]’�and�therefore�these�

are�specific�clauses�that�are�specifically�permissive,�but�are�not�

restrictive,�nor�exhaustive.�This�means�that�the�Regulations�need�not�

specifically�set�aside�a�duty�of�confidence.�

Section�251(2)(c)�that:�

‘Where�prescribed�patient�information�is�processed�by�a�person�in�
accordance�with�the�Regulations,�anything�done�by�him�in�so�
processing�the�information�must�be�taken�to�be�lawfully�done�
despite�any�obligation�of�confidence�owed�by�him�in�respect�of�it�
[245].’�

This�general�provision�creates�a�specific�right�to�set�aside�the�duty�of�

confidence.�The�current�Regulations,�the�Health�Service�(Control�of�

Patient�Information)�Regulations�[264]�makes�use�of�this�clause�in�setting�

aside�any�duty�of�confidence�owed�by�stating:�

‘Anything�done�by�a�person�that�is�necessary�for�the�purpose�of�
processing�confidential�patient�information�in�accordance�with�
these�Regulations�shall�be�taken�to�be�lawfully�done�despite�any�
obligation�of�confidence�owed�by�that�person�in�respect�of�it�[265].’�
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5.1.6.4� Sanctions�

Section�251(2)(d)�makes�provision�that�enables�the�Welsh�Ministers�to�

create�sanctions�for�non-compliance�with�Regulations.�With�regard�

sanctions,�the�wording�states�that�Regulations�may,�‘in�particular,�make�

provision[260]’�for�such�sanctions,�and�therefore�again,�this�clause�

permits�sanctions�to�be�included.�

Section�251(2)(d)�states�that�Regulations�may�provide�for:�

‘...creating�oąences�punishable�on�summary�conviction�by�a�fine�
not�exceeding�level�5�on�the�standard�scale�or�such�other�level�as�is�
prescribed�or�for�creating�other�procedures�for�enforcing�any�
provisions�of�the�Regulations�[266].’�

Interestingly,�the�current�Regulations�impose�a�civil�penalty�of�£5000�on�

anyone�who�does�not�comply�with�the�Regulations�[267],�and�this�must�be�

recovered�by�the�Welsh�Ministers�as�a�civil�debt�[268].�This�would�be�

enforced�by�the�Welsh�Ministers�based�on�their�subjective�view�as�to�the�

seriousness�of�a�breach�[269].�The�Regulations�are�discussed�in�more�

detail�in�this�chapter.�

5.1.6.5� Requirement�to�review�Regulations�

Section�251(5)�provides�that�where�Regulations�provide�for�the�

processing�of�confidential�patient�information.�The�Secretary�of�State:�

‘(a)�must,�at�any�time�within�the�period�of�one�month�beginning�on�
each�anniversary�of�the�making�of�such�Regulations,�consider�
whether�any�such�provision�could�be�included�in�Regulations�made�
at�that�time�without�contravening�subsection�(4),�and�
(b)�if�he�determines�that�any�such�provision�could�not�be�so�
included,�must�make�further�Regulations�varying�or�revoking�the�
Regulations�made�under�subsection�(1)�to�such�extent�as�he�
considers�necessary�in�order�for�the�Regulations�to�comply�with�
that�subsection.�[270].’�
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This�is�a�provision�that�positively�requires�Regulations�to�be�reviewed�with�

a�view�including�additional�provisions�as�may�be�necessary.�As�noted�

above,�such�provisions�cannot�contravene�Section�251(4)�in�that�they�

must�not�create�an�provision�that�requires�the�processing�of�confidential�

patient�information,�within�the�meaning�of�the�Act,�for�any�purpose�if�it�

would�be�reasonably�practicable�to�achieve�that�purpose�otherwise�than�

pursuant�to�such�Regulations,�having�regard�to�the�cost�of�and�the�

technology�available�for�achieving�that�purpose.�

It�is�diĆcult�to�know�whether�the�current�Regulations,�the�Health�Service�

(Control�of�Patient�Information)�Regulations�2002,�have�been�reviewed�as�

required�by�this�section.�There�is�no�requirement�to�publish�this�in�the�

Regulations,�and�no�set�review�process�is�in�place.�This�nevertheless�is�a�

statutory�requirement�of�the�Secretary�of�State�in�England,�and�the�Welsh�

Ministers�in�Wales.�

5.1.6.6� Data�protection�implications�

Section�251(7)�provides�that�Regulations�are�not�permitted�to�make:�

‘...provision�for�or�in�connection�with�the�processing�of�prescribed�
patient�information�in�a�manner�inconsistent�with�any�provision�of�
the�data�protection�legislation�[271].’�

This�is�self-explanatory.�In�terms�of�the�duty�of�confidence�however,�

section�251(8)�makes�clear�that:�

‘Subsection�(7)�does�not�aąect�the�operation�of�provisions�made�
under�subsection�(2)(c)�[272].’�

This�eąectively�means�that�even�if�provisions�in�the�Regulations�were�

contrary�to�the�UK�GDPR�and/or�Data�Protection�Act�2018,�that�there�

would�be�no�breach�of�confidence�by�anyone�relying�on�those�provisions.�
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5.2�

5.1.6.7� The�requirement�to�consult�

As�a�supplementary�matter,�Section�251(9)�provides�that:�

‘Before�making�any�Regulations�under�this�section�the�Secretary�of�
State�must,�to�such�extent�as�he�considers�appropriate�in�the�light�
of�the�requirements�of�section�252,�consult�such�bodies�appearing�
to�him�to�represent�the�interests�of�those�likely�to�be�aąected�by�
the�Regulations�as�he�considers�appropriate�[273].’�

The�requirement�to�consult�is�again�a�subjective�matter,�that�can�be�

assessed�by�the�Welsh�Ministers.�There�is�no�objective�test�required�to�

ensure�that�certain�bodies�are�consulted.�This�is�unfortunate�considering�

that�Regulation�may�be�made�without�full�consultation�of�those�bodies�

with�interests�in�such�Regulations,�including�professional�bodies.�

Current�Regulations�under�section�251�

5.2.1� Basic�information�

To�date�there�are�currently�only�one�set�of�Regulations�that�exist�under�

section�251(1)�of�the�National�Health�Service�Act�2006.�These�are�the�

Health�Service�(Control�of�Patient�Information)�Regulations�2002.�As�the�

year�of�creation�suggests,�the�Regulations�themselves�precede�the�

current�Parent�Act.�

The�Regulations�were�originally�created�under�section�60(1)�of�the�Health�

and�Social�Care�Act�2001.�Many�provisions�in�the�Health�and�Social�Care�

Act�2001,�including�Section�60,�were�consolidated�into�both�the�National�

Health�Service�Act�2006�and�the�National�Health�Service�(Wales)�Act�

2006.�Similar�provisions�to�Section�60�of�the�Health�and�Social�Care�Act�

had�been�consolidated�into�Section�251�of�the�National�Health�Service�Act�

2006.�The�eąect�of�the�repeal�of�Section�60�by�the�National�Health�

Service�(Consequential�Provisions)�Act�2006�[273],�did�not�aąect�the�

operation�of�the�Regulations�in�the�new�legislation�[274]�
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The�Health�Service�(Control�of�Patient�Information)�Regulations�consists�

of�eight�Regulations�and�a�schedule�of�general�provisions.�

As�the�process�for�Regulation�5�approvals�is�well�documented,�with�a�

procedure�for�applications�being�available�on�the�Health�Research�

Authority�website�[275],�this�will�not�be�discussed�in�detail�in�this�thesis.�

With�the�exception�of�Regulation�5�approvals,�however,�not�much�

academic�discussion�has�taken�place�on�the�legal�provisions�contained�

within�the�Regulations,�or�how�the�Regulations�could�be�applied.�The�

below�paragraphs�intend�to�be�an�indication�of�the�way�in�which�the�

Regulations�work.�More�in�depth�studies�could�add�to�this�work�in�future�

and�look�at�both�the�legal�and�social�aspects�of�the�Regulations�in�more�

detail.�

5.2.2� Interpretation�of�the�Regulations�

Basic�principles�of�statutory�interpretation�as�stated�in�law�will�be�applied�

in�interpreting�the�Regulations�in�this�chapter�so�as�to�explore�the�

meaning.�

5.2.3� Scope�of�the�Regulations�

As�stated�above,�while�there�is�nothing�in�the�Act�or�the�Regulations�that�

specifies�that�the�information�is�restricted�to�information�generated�by�

the�NHS,�in�Lewis�v.�Secretary�of�State�for�Health�and�another�[64],�Mr�

Justice�Foskett�suggested�that�this�appeared�to�be�the�case�[246].�This�

statement�was�made�in�obiter�dictum�and�not�part�of�the�ratio�decidendi�

and�therefore�did�not�create�a�binding�precedent.�A�binding�precedent�

would�only�be�created�where�the�issue�was�central�to�the�facts�of�the�

case,�and�the�issue�would�be�subject�to�a�more�detailed�examination�by�

the�court�[246].�It�does�however�provide�an�indication�that�it�is�likely�that�

powers�contained�within�Section�251�and�any�Regulation�created�
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pursuant�to�that�section�cannot�apply�to�any�information�generated�

outside�of�the�NHS�[247].�

Regulation�7(2)�restricts�the�processing�of�confidential�patient�

information�under�the�Regulations�to�those�persons�who�are�either�health�

professionals,�or�someone�who�owes�an�equivalent�duty�of�confidentiality�

[276].�The�reference�to�‘health�professional’�in�this�provision�could�be�

misleading.�While�it�could�be�suggested�that�professionals�have�a�

professional�duty�to�their�patient’s�confidentiality.�Where�it�comes�to�

assessing�the�duty�of�confidence,�the�very�form�or�even�format�of�the�

information�determines�its�sensitivity�[33],�and�an�actionable�breach�of�

confidence�is�not�restricted�to�the�processing�body�and�extends�to�any�

person,�even�those�acting�of�their�own�volition�[87].�The�second�part�of�

the�Regulation�therefore�creates�much�wider�possibilities�for�persons�who�

may�be�able�to�process�information.�The�limitations�on�the�persons�who�

can�rely�on�the�Regulations�in�each�use�case�are�explained�in�more�detail�

in�this�chapter.�

5.2.4� Overarching�provisions�

5.2.4.1� Setting�aside�the�duty�of�confidence�

The�Health�Service�(Control�of�Patient�Information)�Regulations�enable�

the�setting�aside�of�the�duty�of�confidence�by�anyone�relying�on�any�

specific�provision�contained�therein,�as�enabled�by�the�National�Health�

Service�Act�[245].�Regulation�4�of�the�Health�Service�(Control�of�Patient�

Information)�Regulations�[264]�provides:�

‘Anything�done�by�a�person�that�is�necessary�for�the�purpose�of�
processing�confidential�patient�information�in�accordance�with�
these�Regulations�shall�be�taken�to�be�lawfully�done�despite�any�
obligation�of�confidence�owed�by�that�person�in�respect�of�it�[265].’�
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The�eąect�is�clear�from�the�wording�of�the�Regulation,�information�does�

not�cease�to�be�confidential,�but�whatever�is�done�in�compliance�with�the�

Regulations�is�lawful.�

There�are�three�Regulations�that�enable�the�processing�of�personal�

information�that�may�be�subject�to�the�duty�of�confidence,�with�other�

Regulations�being�applicable�to�those�uses.�

 Regulation�2�relates�to�the�processing�of�confidential�patient�

information�for�medical�purposes�for�the�diagnosis�and�treatment�

of�neoplasia�in�prescribed�circumstances.�

 Regulation�3�relates�to�the�processing�of�confidential�patient�

information�relating�to�communicable�disease�and�other�risks�to�

public�health�in�prescribed�circumstances.�

 Regulation�5�relates�to�the�processing�of�confidential�patient�

information�in�prescribed�circumstances.�

5.2.4.2� Regulation�7:�restrictions�and�exclusions�

Regulation�7�applies�a�number�of�conditions�on�any�information�

processed�in�accordance�with�the�Regulations.�

Regulation�7(1)�provides�an�overarching�requirement�that�where�

information�is�processed�under�the�Regulations:�

‘He�shall�not�process�that�information�more�than�is�necessary�to�
achieve�the�purposes�for�which�he�is�permitted�to�process�that�
information�under�these�Regulations�[277].’�

To�those�who�are�aware�of�other�aspects�of�information�law,�this�general�

principle�may�seem�familiar.�At�the�time�the�Regulations�were�created,�the�

Data�Protection�Act�1998�was�in�force.�The�third�principle�of�that�Act�

provides�that:�
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‘Personal�data�shall�be�adequate,�relevant�and�not�excessive�in�
relation�to�the�purpose�or�purposes�for�which�they�are�processed�
[278].’�

The�UK�GDPR,�which�provides�an�equivalent�principle�provides�that,�the�

processing�of�personal�data�must�be�

‘…adequate,�relevant�and�limited�to�what�is�necessary�in�relation�to�
the�purposes�for�which�they�are�processed�(‘data�minimisation)�
[279].’�

Similar�to�the�provision�in�the�Data�Protection�Act�1998,�the�UK�GDPR�

principle�eąectively�states�that�information�should�be�adequate�for�its�

purpose,�relevant�to�the�requirements�of�the�process,�and�not�be�more�

than�is�necessary�for�the�processing�in�hand.�In�other�words,�while�the�

information�used�must�be�adequate�to�the�purpose,�no�more�information�

than�is�necessary�to�achieve�the�purposes�of�the�processing�should�be�

processed�to�achieve�that�purpose.�

Removing�identifiers�

Regulation�7(1)(a)�states�that:�

‘So�far�as�it�is�practical�to�do�so,�remove�from�the�information�any�
particulars�which�identify�the�person�to�whom�it�relates�which�are�
not�required�for�the�purposes�for�which�it�is,�or�is�to�be,�processed�
[280].’�

This�suggests�that�particulars�that�may�identify�the�person�are�removed�

where�practical.�It�is�conceivable�therefore�that�the�more�obvious�

identifiers�that�identify�a�person�such�as�name�and�address�could�be�

removed,�whereas�other�identifiers�such�as�NHS�number�could�remain�to�

undertake�exercises�such�as�data�linkage.�

The�theme�of�reducing�the�amount�of�confidential�information�processed�

is�also�emphasised�in�Regulation�7(1)(d).�It�provides�that�when�relying�on�

the�Regulations,�the�person�relying�on�the�Regulations�must:�
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‘...review�at�intervals�not�exceeding�12�months�the�need�to�process�
confidential�patient�information�and�the�extent�to�which�it�is�
practicable�to�reduce�the�confidential�patient�information�which�is�
being�processed�[281].’�

Interestingly,�these�provisions�are�complimented�by�another�principle�in�

the�UK�GDPR,�that�information�be�kept�in�an�identifiable�form�for�no�longer�

than�is�necessary�[282].�Regulation�7�does�not�however�say�that�the�

information�must�be�anonymised.�

Security�

Two�of�the�provisions�under�Article�7(1)�are�security�focused.�Regulation�

7(1)(b)�stipulates�that�when�processing�data�under�the�Regulations�a�

person�relying�on�the�Regulations�must:�

‘Not�allow�any�person�access�to�that�information�other�than�a�
person�who,�by�virtue�of�his�contract�of�employment�or�otherwise,�
is�involved�in�processing�the�information�for�one�or�more�of�those�
purposes�and�is�aware�of�the�purpose�or�purposes�for�which�the�
information�may�be�processed�[283].’�

Of�note�in�this�provision�is�the�requirement�to�ensure�that�individuals�

engaged�in�the�processing�are�aware�of�the�purpose�for�which�the�

information�may�be�processed.�While�this�appears�to�make�it�clear�that�

when�processing�information�that�individuals�must�understand�the�

precise�nature�of�any�processing,�and�any�limitations,�it�could�be�

suggested�that�the�Regulations�lack�clarity�in�this�regard.�

Regulation�7(1)(c)�provides�that�information�must:�

‘...ensure�that�appropriate�technical�and�organisational�measures�
are�taken�to�prevent�unauthorised�processing�of�that�information�
[284].‘�

Again,�this�is�consistent�with�those�provisions�in�the�data�protection�

legislation.�At�the�time�the�Regulations�were�introduced,�the�seventh�data�

protection�principle�of�the�Data�Protection�Act�1998,�provided�that:�
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‘Appropriate�technical�and�organisational�measures�shall�be�taken�
against�unauthorised�or�unlawful�processing�of�personal�data�and�
against�accidental�loss�or�destruction�of,�or�damage�to,�personal�
data�[285].’�

The�sixth�principle�of�the�UK�GDPR�provides�a�similar�narrative.�It�provides�

that�personal�data�must�be:�

.‘...processed�in�a�manner�that�ensures�appropriate�security�of�the�
personal�data,�including�protection�against�unauthorised�or�
unlawful�processing�and�against�accidental�loss,�destruction�or�
damage,�using�appropriate�technical�or�organisational�measures�
(‘integrity�and�confidentiality’)�[286].’�

Other�provisions�

Regulation�7(1)(e)�creates�a�requirement�in�relation�to�being�able�to�

demonstrate�compliance.�It�provides�that:�

‘On�request�by�any�person�or�body,�make�available�information�on�
the�steps�taken�to�comply�with�these�Regulations�[287]’.�

It�would�appear�from�this�provision�that�anyone�can�ask�an�organisation�

relying�on�the�Regulations�to�demonstrate�steps�to�comply�with�the�

Regulations.�While�the�full�set�of�provisions�of�The�Freedom�of�Information�

Act�2000�did�not�come�force�until�2005�[288],�this�appears�to�have�

created�a�right�of�access�to�information�relating�to�compliance�with�

reliance�on�the�Health�Service�(Control�of�Patient�Information)�

Regulations�2002.�While�such�information�may�now�be�subject�to�a�

request�under�the�Section�1�of�the�Freedom�of�Information�Act�2000,�the�

requirement�under�the�Regulations�provides�no�process�and�no�

timescales�for�compliance�with�a�request.�

136�



 

 

         

    

 

   

 

          

           

           

              

         

         

            

 

    

 

        
          

      
 

         
           

         
          

     
        
         

        
           

     
              

          
 

 

           

             

          

          

            

      

 

5.2.5� Regulation�2:�medical�purposes�related�to�the�diagnosis�

or�treatment�of�neoplasia�

5.2.5.1� Purpose�

Regulation�2�relates�specifically�to�the�processing�of�confidential�patient�

information�relating�to�patients�referred�for�diagnosis�or�the�treatment�of�

neoplasia�[289],�for�medical�purposes,�despite�any�duty�of�confidence�

owed�in�respect�of�that�information�[265].�It�can�be�noted�that�given�it�

refers�to�neoplasia,�this�includes�non-cancerous�neoplasia.�Given�the�

Regulation�refers�to�referral�for�diagnosis,�obviously�whether�the�

neoplasia�is�cancerous�or�not�will�not�be�known�at�this�stage,�

Regulation�2(1)�provides�that:�

‘…confidential�patient�information�relating�to�patients�referred�for�
the�diagnosis�or�treatment�of�neoplasia�may�be�processed�for�
medical�purposes�which�comprise�or�include—�

(a)�the�surveillance�and�analysis�of�health�and�disease.�
(b)�the�monitoring�and�audit�of�health�and�health�related�care�
provision�and�outcomes�where�such�provision�has�been�made.�
(c)�the�planning�and�administration�of�the�provision�made�for�
health�and�health�related�care.�
(d)�medical�research�approved�by�research�ethics�committees.�
(e)�the�provision�of�information�about�individuals�who�have�
suąered�from�a�particular�disease�or�condition�where—�
(i)�that�information�supports�an�analysis�of�the�risk�of�developing�
that�disease�or�condition;�and�
(ii)�it�is�required�for�the�counselling�and�support�of�a�person�who�is�
concerned�about�the�risk�of�developing�that�disease�or�condition�
[289].’�

Given�the�observation�that�this�Regulation�has�been�largely�unused�within�

the�current�NHS,�as�identified�below,�it�is�not�proposed�to�examine�the�

provisions�in�Regulation�2(1)�in�any�great�detail.�The�provisions�

themselves�are�relatively�self-explanatory�in�their�regulatory�form.�It�is�

however�proposed�that�for�completeness,�some�of�the�key�features�of�the�

Regulation�as�a�whole�are�identified,�
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The�generality�of�this�provision�is�of�interest.�While�the�confidential�

patient�information�must�relate�to�cohort�of�patients�referred�for�the�

diagnosis�or�treatment�of�neoplasia,�the�provision�does�not�specify�that�

the�confidential�patient�information�must�relate�to�the�neoplasia�itself.�

This�suggests�that�the�analysis�of�se�other�health�conditions�that�these�

patients�may�have�would�be�lawful�under�this�Regulation.�For�example,�it�

may�be�useful�to�monitor�the�mortality�of�patients�on�chemotherapy�

where�they�contract�certain�conditions.�The�example�is�illustrative�and�

does�not�intend�to�claim�any�authority�in�the�medical�use�of�cancer�

information.�

5.2.5.2� Definition�of�‘processing’�in�Regulation�2�

Regulation�2(2)�provides�a�definition�for�processing.�It�states�that:�

‘For�the�purposes�of�this�Regulation,�“processing”�includes�(in�
addition�to�the�use,�disclosure�or�obtaining�of�information)�any�
operations,�or�set�of�operations,�which�are�undertaken�in�order�to�
establish�or�maintain�databases�for�the�purposes�set�out�in�
paragraph�(1),�including—�

(a)the�recording�and�holding�of�information.�
(b)the�retrieval,�alignment�and�combination�of�information.�
(c)the�organisation,�adaption�or�alteration�of�information.�
(d)the�blocking,�erasure�and�destruction�of�information�[290].’�

The�term�‘processing’�exceeds�the�boundaries�of�what�would�be�

considered�a�breach�of�confidence�in�that�it�includes�those�data�activities�

by�which�a�breach�of�confidence�would�occur.�There�would�only�be�a�

potential�breach�where�there�was�a�potential�disclosure�of�information,�as�

described�previously�in�this�thesis.�This�does�not�mean�that�the�

description�of�such�processing�activities�is�obsolete.�It�is�suggested�that�

the�very�fact�that�Regulation�2�is�relied�on�in�order�to�have�a�lawful�basis�

to�disclose�information�by�one�party�to�another,�will�engage�the�diąerent�

processing�activities�set�out�in�Regulation�2(2)�in�the�regulatory�regime.�

Where�another�lawful�basis�can�be�identified�however,�and�Regulation�2�

does�not�apply,�the�common�law�definitions�will�apply.�Where�the�common�
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law�does�not�apply,�one�use�of�such�a�provision�in�the�use�of�information�

is�to�enable�organisations�to�be�able�to�demonstrate�a�clearer�basis�to�use�

the�data�in�demonstrating�compliance�with�the�data�protection�

legislation.�

5.2.5.3� Permissions�to�process�

Regulation�2(3)�provides�that�in�order�to�process�information�relating�to�

Welsh�residents,�individuals�or�classes�of�individuals�doing�the�processing�

must�have�the�approval�of�the�Welsh�Ministers�[291]�and�have�the�

authorisation�oą�the�person�who�holds�that�information�[292].�The�

requirement�that�authorisation�is�sought�from�the�persons�holding�the�

information�raises�an�issue�in�the�practical�operation�of�the�Regulation.�

Where�bodies�such�as�cancer�registries�are�formed,�without�there�being�a�

requirement�that�NHS�bodies�submit�data�to�the�registry,�it�could�be�the�

case�that�some�organisations�decide�that�they�will�not�submit�information�

to�the�registry.�Such�a�decision�may�be�for�no�other�reason�than�the�costs�

of�compiling�the�datasets,�however�this�would�threaten�the�integrity�of�

the�data�in�not�having�a�full�dataset.�There�is�a�provision�in�Regulation�

2(4)�that�a�notice�can�be�issued�to�require�that�data�be�processed.�This�is�

set�out�in�detail�in�the�next�heading.�

5.2.5.4� Secretary�of�State�Notices�

Regulation�2(4)�provides�a�mechanism�by�which�the�Welsh�Ministers�can�

require�information�to�be�processed�under�Regulation�2(1).�It�states:�

’Where�the�Secretary�of�State�considers�that�it�is�necessary�in�the�

public�interest�that�confidential�patient�information�is�processed�

for�a�purpose�specified�in�paragraph�(1),�he�may�give�notice�to�any�

person�who�is�approved�and�authorized�under�paragraph�(3)�to�

require�that�person�to�process�that�information�for�that�purpose�

and�any�such�notice�may�require�that�the�information�is�processed�

forthwith�or�within�such�period�as�is�specified�in�the�notice�[293].’�
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As�described�above,�Regulation�2(3)�provides�that�in�the�absence�of�a�

notice�of�the�type�described�in�Regulation�2(4),�in�order�to�process�

information�relating�to�Welsh�residents,�individuals�or�classes�of�

individuals�doing�the�processing�must�have�the�approval�of�the�Welsh�

Ministers�[291]�and�have�the�authorisation�oą�the�person�who�holds�that�

information�[292].�Where�the�Welsh�Ministers�consider�‘that�it�is�necessary�

in�the�public�interest�that�confidential�patient�information�is�processed’�

under�this�Regulation,�these�party�who�holds�the�data�may�be�required�to�

make�data�available�to�another�person.�It�can�be�noted�that�time�periods�

can�also�be�stipulated�in�the�notice.�With�the�exception�of�certain�events�

that�may�require�cohorts�of�data�to�be�collected,�it�is�diĆcult�to�see�that�

the�Welsh�Ministers�could�ever�justify�that�there�is�an�ongoing�public�

interest�to�provide�data.�It�could�even�be�suggested�that�where�registries�

exist�that�they�should�have�a�statutory�footing,�or�bodies�are�directed�in�

some�other�way.�In�Wales,�it�is�within�the�gift�of�the�Welsh�Ministers�to�

direct�Health�Boards�[294]�and�NHS�Trusts�[295]�to�exercise�functions�to�

contribute�toward�such�a�registry.�

5.2.5.5� Reporting�and�audit�

Regulation�2(5)�creates�an�obligation�for�bodies�that�have�been�approved�

to�process�data�under�the�Regulation,�to�provide�the�Welsh�Ministers�with�

information�to�assist�in�the�investigation�and�audit�of�the�processing�that�

has�taken�place,�and�any�annual�review�of�the�Regulations�[296].�

5.2.5.6� Regulation�7:�application�to�Regulation�2�

For�completeness,�it�is�important�to�reference�the�provisions�of�

Regulation�7,�as�described�above,�as�there�is�a�requirement�that�the�

safeguards�contained�therein�comply�with�this�Regulation.�
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5.2.5.7� General�commentary�on�Regulation�2�

Many�cancer�registries�in�the�United�Kingdom�collect�data�as�part�of�a�

collaborative�exercise�between�each�of�the�participating�home�nations,�

with�certain�statutory�bodies�taking�the�lead.�

In�Wales,�cancer�registration�and�surveillance�forms�part�of�the�statutory�

functions�of�Public�Health�Wales,�with�some�additional�activity�relying�on�

approvals�under�Regulation�5�[80].�The�author�is�aware�that�similar�

arrangements�exist�in�the�NHS�in�England,�but�the�complexities�of�the�

NHS�in�England�are�outside�of�the�scope�of�this�thesis.�

While�Regulation�2�is�no�longer�relied�upon�by�any�cancer�registry�that�

currently�operates,�the�provisions�remain�in�force�and�could�technically�

be�relied�upon.�

5.2.6� Regulation�3:�communicable�disease�and�other�risks�to�

public�health�

5.2.6.1� Purpose�

Regulation�3�specifically�relates�to�the�processing�of�confidential�patient�

information�that�relates�to�communicable�diseases�and�other�risks�to�

public�health�[297]�despite�any�duty�of�confidence�owed�in�respect�of�that�

information�[265].�

Regulation�3(1)�provides�that:�

‘...confidential�patient�information�may�be�processed�with�a�view�
to—�
(a)�diagnosing�communicable�diseases�and�other�risks�to�public�
health.�
(b)�recognising�trends�in�such�diseases�and�risks.�
(c)�controlling�and�preventing�the�spread�of�such�diseases�and�
risks.�
(d)�monitoring�and�managing—�
(i)�outbreaks�of�communicable�disease.�
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(ii)�incidents�of�exposure�to�communicable�disease.�
(iii)�the�delivery,�eĆcacy�and�safety�of�immunisation�programmes.�
(iv)�adverse�reactions�to�vaccines�and�medicines.�
(v)�risks�of�infection�acquired�from�food�or�the�environment�
(including�water�supplies).�
(vi)�the�giving�of�information�to�persons�about�the�diagnosis�of�
communicable�disease�and�risks�of�acquiring�such�disease�[298]’�

5.2.6.2� Definition�of�processing�

With�regard�the�definition�of�‘processing’�Regulation�3(2)�provides:�

‘For�the�purposes�of�this�Regulation,�“processing”�includes�any�
operations,�or�set�of�operations�set�out�in�Regulation�2(2)�which�are�
undertaken�for�the�purposes�set�out�in�paragraph�(1)�[299].’�

The�definition�of�processing�as�applies�to�Regulation�2(1)�in�relation�to�

neoplasia�therefore�applies�to�processing�under�Regulation�3(1).�

In�other�words,�the�use�of�the�word�processing�in�Regulation�3(2)�means:�

‘…(in�addition�to�the�use,�disclosure�or�obtaining�of�information)�any�
operations,�or�set�of�operations,�which�are�undertaken�in�order�to�
establish�or�maintain�databases�for�the�purposes�set�out�in�
paragraph�(1),�including—�
(a)the�recording�and�holding�of�information.�
(b)the�retrieval,�alignment�and�combination�of�information.�
(c)the�organisation,�adaption�or�alteration�of�information.�
(d)the�blocking,�erasure�and�destruction�of�information�[290].’�

As�the�same�definition�of�processing�applies�to�this�paragraph,�the�same�

observations�can�be�made�in�relation�to�its�applications.�For�example,�the�

definition�of�‘processing’�is�much�wider�than�those�activities�which�would�

otherwise�be�considered�a�breach�of�confidence�to�include�activities�

where�no�disclosure�is�made,�and�the�information�is�used�internally.�As�

stated�above,�it�could�be�suggested�that�such�provisions�could�enable�

organisations�to�have�clearer�basis�to�use�the�data�in�demonstrating�

compliance�with�the�data�protection�legislation,�but�the�principles�of�the�

common�law�duty�of�confidence�may�not�apply�in�some�circumstances.�
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Where�the�common�law�does�not�apply,�one�use�of�such�a�provision�in�the�

use�of�information�is�to�enable�organisations�to�be�able�to�demonstrate�a�

clearer�basis�to�use�the�data�in�demonstrating�compliance�with�the�data�

protection�legislation.�

5.2.6.3� Bodies�who�can�rely�on�Regulation�3�

Unlike�Regulation�2(3)�which�specifies�that�information�relating�to�

neoplasia�can�only�be�processed�by�persons�approved�by�the�Welsh�

Ministers�[291]�and�have�the�authorisation�oą�the�person�who�holds�that�

information�[292],�Regulation�3(4)�provides�that�processing�can�be�carried�

out�by�‘persons�employed�or�engaged�for�the�purposes�of�the�health�

service�[217]�and�‘other�persons�employed�or�engaged�by�a�Government�

Department�or�other�public�authority�in�communicable�disease�

surveillance�[218]’.�This�provides�autonomy�in�using�information.�

It�should�be�noted�at�this�point�that�Section�251(4)�of�the�National�Health�

Service�(Wales)�Act�provides�that:�

‘Regulations�under�subsection�(1)�may�not�make�provision�requiring�
the�processing�of�confidential�patient�information�for�any�purpose�
if�it�would�be�reasonably�practicable�to�achieve�that�purpose�
otherwise�than�pursuant�to�such�Regulations,�having�regard�to�the�
cost�of�and�the�technology�available�for�achieving�that�purpose�
[253].’�

Given�this�clause,�within�the�principles�of�statutory�interpretation,�it�

should�be�assumed�that�the�application�of�the�Regulations�should�be�

interpreted�with�this�limitation�in�mind�[300].�In�other�words�that�the�

Regulations�apply�to�enable�processing�be�carried�out�by�‘persons�

employed�or�engaged�for�the�purposes�of�the�health�service�[217]’�and�

‘other�persons�employed�or�engaged�by�a�Government�Department�or�

other�public�authority�in�communicable�disease�surveillance�[218]’,�unless�

it�is�‘reasonably�practicable�to�achieve�that�purpose�otherwise�than�

pursuant�to�such�Regulations,�having�regard�to�the�cost�of�and�the�
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technology�available�for�achieving�that�purpose�[253]�in�which�case�that�

lawful�basis�should�apply.�

5.2.6.4� The�provisions�

5.2.6.4.1� Diagnosing�communicable�diseases�and�other�risks�to�

public�health�

This�includes�any�activity�that�relates�to�the�diagnosis�of�communicable�

diseases.�This�could�include�the�communication�of�information�to�other�

bodies�where�communicable�identifying�factors�that�could�identify�

possible�infections.�The�term�‘other�risks�to�public�health’�indicates�that�

the�provision�relates�to�other�diseases,�infections�or�anything�that�could�

risk�the�spread�of�diseases,�although�there�is�no�further�guidance�

provided�by�the�Regulations.�

A�key�observation�is�the�use�of�the�word�‘diagnosing’,�There�is�no�definition�

to�the�word�‘diagnosing’�in�the�Regulations.�The�Parent�Act�provides�that�

Regulation�cannot�solely�apply�to�the�healthcare�of�a�patient�[255].�As�a�

principle�of�statutory�interpretation,�any�Regulation�produced�pursuant�to�

an�Act�of�Parliament�will�usually�be�interpreted�in�light�of�provisions�

expressly�excluded�within�the�scope�of�the�Act�of�Parliament�[301].�Where�

such�Regulations�are�expressly�inconsistent�with�the�Parent�Act�that�a�

Regulation�will�be�ultra�vires�[302].�In�these�circumstances�however,�it�

could�be�said�that�such�a�Regulation�could�be�relied�upon�where�there�is�

one�purpose�and�that�does�not�relate�solely�to�patient�care,�or�a�number�

of�purposes�that�do�not�solely�relate�to�patient�care.�This�suggests�

therefore�that�the�word�‘diagnosis’�must�be�used�more�broadly.�An�

example�of�this�could�be�targeting�information�to�try�and�detect�possible�

incidents�of�communicable�disease�to�deal�with�public�health�issues,�and�

not�the�actual�one�to�one�interaction�by�healthcare�professionals�to�

diagnose�and�treat�that�individual.�
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5.2.6.4.2� Recognising�trends�in�such�diseases�and�risks�

The�section�contained�in�this�provision�is�clear.�This�involves�the�use�of�

information�to�identify�patterns�in�disease,�or�in�any�risk.�The�use�of�the�

word�‘risk’,�or�how�it�can�be�applied�is�again�not�defined,�and�it�could�be�

interpreted�as�meaning�any�risk�that�relates�to�communicable�diseases�or�

to�public�health.�This�could�include�the�direct�risk�of�spreading�the�

disease,�the�risk�to�how�the�service�could�be�impacted�by�the�spread�of�

disease,�or�even�a�mortality�risk�presented�by�exposure�to�a�specific�

public�health�situation.�Again,�no�guidance�or�case�law�exists�to�provide�

any�guidance�on�the�implementation�of�this�provision,�and�therefore�the�

general�application�is�assumed.�

5.2.6.4.3� Controlling�and�preventing�the�spread�of�such�diseases�

and�risks�

It�could�be�assumed�that�this�heading�contains�authority�to�process�

confidential�patient�information�for�a�wide�variety�of�purposes�that�relate�

to�controlling�the�spread�of�diseases,�preventing�the�spread�of�disease,�

and�dealing�with�any�risks�associated�with�these�activities.�The�definition�

of�what�is�meant�by�the�word�‘risk’�is�not�defined�and�it�could�be�assumed�

in�the�widest�definition�of�the�word�that�this�could�relate�to�managing�any�

risks�that�may�present�themselves�when�controlling�or�preventing�the�

spread�of�disease.�Again,�no�guidance�or�case�law�exists�to�provide�any�

guidance�on�the�implementation�of�this�provision,�and�therefore�the�

general�application�is�assumed.�

5.3.6.4.4� Monitoring�and�managing�specific�public�health�related�

activities�

Article�3(1)(d)�contains�provisions�that�enable�confidential�patient�

information�to�be�used�to�monitor�and�manage�a�number�of�activities�set�

out�in�the�Regulations.�

145�



 

 

 

    

 

     
       
         
       

          
   

           
         

 

          

          

            

            

         

 

 

        

              

          

         

           

            

             

            

            

 

 

          

         

            

          

           

           

          

For�clarity,�these�are:�

‘(i)�outbreaks�of�communicable�disease.�
(ii)�incidents�of�exposure�to�communicable�disease.�
(iii)�the�delivery,�eĆcacy�and�safety�of�immunisation�programmes.�
(iv)�adverse�reactions�to�vaccines�and�medicines.�
(v)�risks�of�infection�acquired�from�food�or�the�environment�
(including�water�supplies).�
(vi)�the�giving�of�information�to�persons�about�the�diagnosis�of�
communicable�disease�and�risks�of�acquiring�such�disease�[303]’�

There�are�numerous�information�exchanges�that�could�come�under�these�

headings�organisationally.�Given�there�is�no�definition�of�managing�and�

monitoring,�the�interpretation�of�such�a�provision�could�be�argues�as�best�

defined�with�a�wide�interpretation�of�the�types�of�activities,�as�a�

restrictive�interpretation�would�defeat�the�object�of�the�Regulations�

[304].�

Information�sharing�mechanisms�between�those�bodies�provided�in�

Regulation�3�would�be�lawful�at�common�law�where�they�are�set�up�to�

monitor�or�manage�outbreaks�of�communicable�disease�[305]�and�those�

incidents�where�individuals�have�been�exposed�to�communicable�disease�

[306].�It�is�conceivable�that�this�will�include�diagnostic�activity,�such�

using�details�from�tests�for�those�diseases,�and�activities�to�identify�those�

who�may�have�been�in�contact�with�someone�who�has�been�found�to�

have�a�communicable�disease.�An�example�of�the�latter�relates�to�contact�

tracing�as�was�widely�known�to�have�been�utilised�during�the�Covid-19�

pandemic.�

Information�sharing�for�the�purpose�of�monitoring�and�managing�the�

delivery,�eĆcacy�and�safety�of�immunisation�programmes�[307]�would�

also�be�lawful�at�common�law�under�the�Regulations.�Such�activities�that�

could�be�included�under�these�Regulations�include�the�type�of�

information�that�may�be�required�to�comply�with�good�practice,�For�

example,�‘The�Green�Book’�[308]�as�relates�to�immunisations,�provides�a�

number�of�stipulations�relating�to�the�way�immunisations�are�delivered,�
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including�the�priority�levels�by�which�immunisations�are�delivered�in�the�

event�of�a�vaccination�campaign.�It�may�be�necessary�to�obtain�or�

disclose�information�on�a�wide�variety�of�health�conditions�in�order�to�

identify�those�persons.�

The�Regulations�enable�bodies�to�lawfully�disclose�information�for�the�

purpose�of�monitoring�and�managing�adverse�reactions�to�vaccines�and�

medicines�[309].�More�information�under�this�head�is�currently�provided�

in�Chapter�9�of�‘The�Green�Book’,�but�this�essentially�means�that�where�a�

body�is�included�in�the�scope�of�the�Regulations,�information�can�lawfully�

be�obtained�or�disclosed�for�this�purpose.�

The�Regulations�also�include�provision�for�the�lawful�sharing�of�

confidential�patient�information�for�the�purposes�of�monitoring�and�

managing�risks�of�infection�acquired�from�food�or�the�environment�

(including�water�supplies)�[310].�It�is�conceivable�that�certain�bodies�or�

agencies�within�the�scope�of�the�Regulations�may�possess�data�in�

relation�to�persons�who�have�had�or�are�suspected�to�have�an�infection�

from�food�or�water�that�they�have�consumed,�or�as�an�example,�fumes�

they�may�have�inhaled.�

As�an�example�of�water�contamination�by�legionella,�certain�types�of�

poisoning�from�food�or�water�sources�could�need�to�be�monitored,�and�

where�there�may�be�long�term�cases,�those�cases�may�need�to�be�

supported�before�their�condition�worsens.�

The�final�situation�by�which�confidential�patient�information�may�be�

disclosed�relates�to�the�monitoring�and�managing�the�giving�of�

information�to�persons�about�the�diagnosis�of�communicable�disease�and�

risks�of�acquiring�such�disease�[311].�It�could�be�suggested�that�this�more�

specifically�could�be�the�type�of�communication�that�is�targeted�to�certain�

people�in�society�who�may�be�more�at�risk�from�severe�health�issues�if�

they�contracted�a�communicable�disease.�Arguably�there�could�be�a�

situation�where�a�body�engaged�in�the�health�service�for�example�is�
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responsible�for�making�such�a�communication�separately�from�any�

activity�covered�by�any�of�the�other�Regulations.�In�the�absence�of�

another�lawful�basis,�this�Regulation�could�be�used�to�utilise�lawful�

disclosure�of�any�information�they�need�to�satisfy�their�purpose�as�set�out�

by�other�health�bodies,�or�guidance�such�as�‘The�Green�Book’,�

5.2.6.5� Secretary�of�State�Notices�

Similarly�to�Regulation�2(4),�Regulation�3(4)�provides�a�mechanism�by�

which�the�Welsh�Ministers�can�require�information�to�be�processed�under�

Regulation�3(1).�It�states:�

‘Where�the�Secretary�of�State�considers�that�it�is�necessary�to�
process�patient�information�for�a�purpose�specified�in�paragraph�
(1),�he�may�give�notice�to�any�body�or�person�specified�in�paragraph�
(2)�to�require�that�person�or�body�to�process�that�information�for�
that�purpose�and�any�such�notice�may�require�that�the�information�
is�processed�forthwith�or�within�such�period�as�is�specified�in�the�
notice�[312].’�

This�Regulation�contains�an�error�that�has�not�been�rectified.�The�

‘persons�or�bodies’�are�specified�in�Regulation�3(3)�and�not�‘Paragraph�2’.�

As�a�principle�of�statutory�interpretation,�regardless�of�the�error,�the�

courts�are�prepared�to�correct�obvious�mistakes�in�any�instrument�where�

obvious�as�to�the�correct�meaning�[313],�and�therefore�this�Regulation�will�

be�treated�as�correct�for�the�purpose�of�this�thesis.�

It�is�suggested�that�the�test�is�a�subjective�test�in�that�the�Welsh�Ministers�

must�consider�that�the�processing�of�patient�information�is�necessary�for�

any�of�the�processing�set�out�in�Regulation�3(1)�[312].�This�could�include�

one�or�more�purposes�as�the�Welsh�Ministers�decide�in�the�circumstances.�

It�is�important�to�note�that�only�those�‘persons�employed�or�engaged�for�

the�purposes�of�the�health�service’�[217]�and�‘other�persons�employed�or�

engaged�by�a�Government�Department�or�other�public�authority�in�

communicable�disease�surveillance’�[218]�can�be�served�a�notice�under�

this�Regulation�[312].�
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It�can�be�noted�that�time�periods�can�also�be�stipulated�in�the�notice.�With�

the�exception�of�certain�events�that�may�require�cohorts�of�data�to�be�

collected,�as�observed�in�relation�to�Regulation�2,�it�is�diĆcult�to�see�that�

the�Welsh�Ministers�could�ever�justify�that�there�is�an�ongoing�public�

interest�to�provide�data.�It�could�be�suggested�that�where�registries�exist�

that�they�should�have�a�statutory�footing,�or�bodies�are�directed�in�some�

other�way.�In�Wales,�it�is�within�the�gift�of�the�Welsh�Ministers�to�direct�

Health�Boards�[294]�and�NHS�Trusts�[295]�to�exercise�functions�to�

contribute�toward�such�a�registry.�

5.2.6.6� Reporting�and�audit�

As�in�the�case�of�Regulation�2�[296],�Regulation�3(5)�creates�an�obligation�

for�bodies�that�have�been�approved�to�process�data�under�Regulation,�to�

provide�the�Welsh�Ministers�with�information�to�assist�in�the�investigation�

and�audit�of�the�processing�that�has�taken�place,�and�any�annual�review�

of�the�Regulations�[296].�

5.2.6.7� Regulation�7:�application�to�Regulation�3�

For�completeness,�it�is�important�to�reference�the�provisions�of�

Regulation�7,�as�described�above,�as�there�is�a�requirement�that�the�

safeguards�contained�therein�comply�with�this�Regulation.�

5.2.7� Regulation�5:�

Regulation�5�provides�that:�

‘(1)�Subject�to�Regulation�7,�confidential�patient�information�may�be�
processed�for�medical�purposes�in�the�circumstances�set�out�in�the�
Schedule�to�these�Regulations�provided�that�the�processing�has�
been�approved—�
(a)�in�the�case�of�medical�research,�by�[the�Health�Research�
Authority],�and�
(b)�in�any�other�case,�by�the�Secretary�of�State.�
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(2)�The�Health�Research�Authority�may�not�give�an�approval�under�
paragraph�(1)(a)�unless�a�research�ethics�committee�has�approved�
the�medical�research�concerned.�
(3)�The�Health�Research�Authority�shall�put�in�place�and�operate�a�
system�for�reviewing�decisions�it�makes�under�paragraph�(1)(a)�
[80].’�

As�stated�above,�the�process�described�by�Regulation�5�is�a�well-

established�process.�The�Schedule�to�the�Regulations�defines�‘medical�

purposes’�for�the�purposes�of�Regulation�5�[315].�While�it�is�not�proposed�

to�discuss�Regulation�5�or�the�Schedule�to�the�Regulations�in�any�detail�in�

this�thesis,�it�is�interesting�to�note�that�the�eąect�of�the�Parent�Act�means�

that�its�application�is�nevertheless�limited.�Section�251(4)�of�the�National�

Health�Service�(Wales)�Act�provides�that:�

‘Regulations�under�subsection�(1)�may�not�make�provision�requiring�
the�processing�of�confidential�patient�information�for�any�purpose�
if�it�would�be�reasonably�practicable�to�achieve�that�purpose�
otherwise�than�pursuant�to�such�Regulations,�having�regard�to�the�
cost�of�and�the�technology�available�for�achieving�that�purpose�
[253].’�

As�established�by�the�principle�of�statutory�interpretation,�the�

Regulations�should�be�interpreted�with�this�limitation�in�mind�[300].�

Operationally�this�means�that�Regulations�under�Section�251(4)�cannot�

make�provision�where�it�is�reasonably�practicable�to�do�so�without�the�

Regulation�unless�cost�and�technological�reasons�prevent�this�[253].�

Therefore,�where�is�practical�to�achieve�the�purpose�without�the�

Regulations,�the�Regulations�will�not�apply�[300].�

In�2014,�The�Law�Commission�laid�a�report�titled�‘The�Law�Commission:�

Data�Sharing�between�Public�Bodies,�A�Scoping�Report’�[15]�before�

parliament.�The�report�identified�that�organisations�often�interpreted�

statutory�functions�in�the�narrowest�way,�inhibiting�eąective�data�sharing�

[316]�and�that�information�sharing�was�impeded�because�organisations�

who�held�the�data�questioned�their�statutory�power�and�sought�a�more�

prescriptive�legal�gateway�[317].�A�researcher�at�some�point�in�the�future�

may�be�interested�in�exploring�whether�any�of�the�approvals�made�under�
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Regulation�5�were�granted�in�circumstances�where�the�requesting�body�

had�a�lawful�basis�to�use�the�data�anyway,�such�as�in�line�with�a�statutory�

function.�In�such�circumstances,�despite�any�approval�made�by�the�

Secretary�of�State,�Regulation�5�could�not�apply�in�the�circumstances�

[253].�Given�the�existing�lawful�basis,�there�would�be�no�breach�either.�

Legal�gateways,�including�statutory�functions�are�explained�in�more�detail�

in�the�next�chapter.�

5.3� Summary�of�Chapter�5�

This�chapter�represents�the�first�comprehensive�academic�text�of�the�

powers�to�the�Secretary�of�State�for�Health�in�England�and�the�Welsh�

Ministers�under�section�251�of�the�National�Health�Services�Act�2006.�The�

Chapter�also�describes�in�full�the�regulations�currently�in�force.�

Section�251(1)�of�the�National�Health�Services�Act�2006�allows�for�
the�creation�of�Regulations�requiring�or�regulating�the�processing�
of�prescribed�patient�information�for�medical�purposes�in�the�
interests�of�improving�patient�care,�or�in�the�public�interest�[251].’�

Table�6�(below)�summarised�the�definitions�of�‘Medical�Purposes’,�‘Patient�

Information’�and�‘Confidential�Patient�Information’�as�applies�to�Section�

251�of�the�National�Health�Services�Act�2006�

Providing�of�

care�and�

treatment�[99]�

Medical� The�management� (but�not�solely�

research�[99]� of�health�and� for�this�purpose�

social�care� [255])�

services�[99]�

Informing�about�Informing�about� Informing�

their�physical�or�the�diagnosis�of� about�their�care�

mental�health�or�their�condition� and�treatment�

condition�[100].� [100]� [100].�

Medical�

Purposes�

Providing�

preventative�

medicine�[99]�

Providing�medical�

diagnosis�[99]�
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Patient�

Information�

Physical�or�

mental�health�

[101].�

Condition�of�an�

individual�[101]�

Derived,�

directly�or�

indirectly,�from�

Diagnosis�of�his� His�care�or� such�

condition�[101].� treatment�[101].� information,�

including�

where�the�

individual�

cannot�be�

identified�[102]�

Confidential� Where�an�individual�can�be�identified:�

Patient�  From�the�information,�or�from�that�information�

Information� and�other�information,�which�is�in�the�

possession�of,�or�is�likely�to�come�into�the�

possession�of,�the�person�processing�that�

information,�and�

 The�information�was�obtained�or�created�by�a�

person�who�owed�a�duty�of�confidence�to�the�

individual�[258].’�

Table�6:�Definitions�contained�in�Section�251�of�the�NHS�Act�2006�

Functions�under�Section�251�in�relation�to�Wales�were�transferred�to�the�

Welsh�Ministers�[249]�along�with�the�extant�regulations�[250].�Such�

Regulations�can�only�apply�to�information�created�within�the�NHS�[247]’�

and�in�social�care�[248]�
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Table�7�(below)�summarises�the�scope�of�the�provisions�in�the�regulations.�

Regulations�created�under�s251�

can�contain�provisions�

As�relate�to�medical�purposes�in�

the�interests�of�improving�patient�

care�or�in�the�public�interest�[251].’�

To�set�aside�the�common�law�duty�

[245],�

To�create�criminal�oąences�

including�those�on�summary�

conviction�punishable�by�a�fine�not�

exceeding�level�5�on�the�standard�

scale�[266].�

Regulations�created�under�s�251�

cannot�contain�provisions�

Where�it’s�reasonably�practical�to�

process�confidential�information�

for�any�purpose�without�needing�

to�rely�on�the�regulations,�having�

regard�to�the�cost�of�and�the�

technology�available�for�achieving�

that�purpose�[253].�

In�relation�to�making�prescribed�

communications�of�patient�

information�to�the�person�it�relates�

to,�the�person�it�principally�relates�

to�(where�there�is�more�than�one�

person)�or�to�another�person�on�

behalf�of�that�person�[259].�

For�the�sole�provision�of�care�or�

treatment�[255].�

Requiring�or�authorising�disclosure�

of�prescribed�patient�information�

of�any�description�subject�to�

conditions,�including�undertakings�

on�how�the�information�is�

processed�[263].�

Table�7:�Regulations�Under�s.251�- Scope�of�Provisions�
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The�Welsh�Ministers�must:�

 Consult�parties�aąected�when�creating�or�amending�Regulations�

[109].�

 Review�the�Regulations�within�a�month�of�the�anniversary�of�the�

regulations�to�establish�whether�additional�provisions�need�to�be�

made�[270]�unless�this�is�practical�to�do�so�by�means�[253].�

 Vary�or�revoke�the�Regulations�to�the�extent�they�consider�

necessary�[270].�

While�Regulation�must�not�provide�for�processing�that�is�inconsistent�with�

the�data�protection�legislation�[271],�in�the�event�that�information�was�to�

be�shared�in�line�with�regulations,�there�would�be�no�breach�of�confidence�

[272].�

154�



 

 

       

 

       

 

   

 

          

            

            

           

     

 

            

           

              

           

            

         

              

             

           

  

 

    

 

     

 

          

           

           

   

 

6.� Lawful�disclosures�- statutory�functions�

6.1� Legal�gateways�–�general�information�

6.1.1� Introduction�

In�the�previous�chapter�mechanisms�for�creating�regulation�under�the�

provisions�of�Section�251�of�the�National�Health�Services�Act�2006�was�

discussed.�This�chapter�looks�at�the�role�of�lawful�disclosures�where�there�

is�a�legal�gateway,�including�where�an�organisation�needs�the�information�

to�undertake�a�statutory�function.�

The�first�part�of�this�chapter�considers�the�various�statutory�gateways�by�

which�information�subject�to�the�duty�of�confidence�can�be�disclosed�

lawfully.�This�is�an�overview�of�the�general�types�of�power�that�can�be�

used�in�these�circumstances,�and�a�more�in-depth�analysis�of�how�

statutory�gateways�for�the�lawful�use�of�information�in�Wales�follows.�For�

completeness,�non-statutory�powers�as�relate�to�the�royal�prerogative,�

and�other�crown�powers�are�described,�but�these�are�out�of�scope�of�this�

thesis.�It�is�conceivable�that�this�could�be�considered�in�more�detail�in�

another�scholarly�research�project�as�these�powers�have�also�never�been�

specifically�defined.�

6.1.2� Statutory�gateways�

6.1.2.1� Express�statutory�gateways�

An�express�statutory�function�can�either�expressly�state�that�an�

organisation�undertakes�specific�functions�or�exist�in�the�form�of�powers�

that�enable�that�organisation�to�require�that�another�person�supply�it�

with�data.�
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Organisations�such�as�Digital�Health�and�Care�Wales�have�express�statutory�

functions�relating�to�information�systems�and�data�[450]�and�can�therefore�

lawfully�have�data�disclosed�to�fulfil�those�functions.�

In�the�National�Health�Service�in�Wales,�organisations�created�by�the�

Welsh�Ministers�do�not�have�any�express�statutory�powers�to�require�that�

confidential�patient�data�is�shared.�In�the�England�and�Wales�legal�

jurisdiction,�however.�NHS�England�who�have�responsibilities�for�data�and�

digital�functions�in�England�have�specific�provisions�in�legislation�that�

provide�mechanisms�for�a�number�of�activities,�including�provisions�for�

the�Secretary�of�State�to�direct�it�specifically�to�establish�information�

systems�[319],�and�powers�to�require�and�request�provision�of�

information�[320].�

6.1.2.2� Implied�statutory�gateways�

The�second�type�of�statutory�gateway�are�those�information�exchanges�

that�are�necessary�in�order�for�organisations�to�undertake�broad�statutory�

functions.�Section�12(1)�of�the�Interpretation�Act�1978�provides:�

‘(1)�Where�an�Act�confers�a�power�or�imposes�a�duty�it�is�implied,�
unless�the�contrary�intention�appears,�that�the�power�may�be�
exercised,�or�the�duty�is�to�be�performed,�from�time�to�time�as�
occasion�requires�[321].’�

This�provision�relates�to�statutory�provisions.�This�provision�clarifies�that,�

unless�restricted�by�other�provisions,�powers�may�be�implied�based�on�

the�occasion�in�performing�that�duty.�This�suggests�a�broad�approach�to�

implying�powers,�and�the�courts�take�a�view�that�such�powers�are�

interpreted�in�the�broadest�sense,�to�the�extent�that�they�do�not�conflict�

with�any�express�power�[113]�
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Section�12(2)�of�the�Interpretation�Act�1978�provides:�

‘(2)�Where�an�Act�confers�a�power�or�imposes�a�duty�on�the�holder�
of�an�oĆce�as�such,�it�is�implied,�unless�the�contrary�intention�
appears,�that�the�power�may�be�exercised,�or�the�duty�is�to�be�
performed,�by�the�holder�for�the�time�being�of�the�oĆce�[322].’�

This�is�similar�to�the�powers�contained�in�Section�12(1)�of�the�

Interpretation�Act�1978,�with�the�exception�that�this�provision�applies�to�

individuals�while�performing�functions�in�oĆce�as�relates�to�an�Act�of�

Parliament.�An�example�of�such�a�power�is�the�Welsh�Ministers�powers�to�

issue�directions�to�a�Special�Health�Authority�under�Section�23(1)�of�the�

National�Health�Services�(Wales)�Act�2006.�

It�is�apparent�that�the�common�law�also�takes�this�approach�in�the�

interpretation�of�broader�functions�[323].�The�case�of�Woolgar�v.�Chief�

Constable�of�the�Sussex�Police�and�another�[323]�related�to�the�death�of�

a�patient�in�a�nursing�home.�The�matron�had�been�arrested�and�

interviewed�by�the�police,�but�they�were�not�charged�with�any�oąence.�

When�the�Central�Council�for�Nursing,�Midwifery�and�Health�Visiting�(the�

UKCC),�the�nursing�regulatory�body�investigated�the�incident,�the�matron�

refused�to�consent�to�the�disclosure�of�information.�The�police�therefore�

indicated�that�it�would�review�the�tape-recorded�interviews�and�decide�

whether�to�disclose�the�information�based�on�the�information�contained�

on�the�tapes.�She�sought�an�injunction�to�prevent�disclosure.�It�was�held�

that�where�a�public�body�was�conducting�an�inquiry�in�line�with�its�

statutory�powers,�the�police�were�entitled�to�disclose�such�information�as�

would�be�relevant�to�those�powers,�although�in�any�case,�there�was�a�

clear�public�interest�to�disclose�the�information�which�outweighed�the�

public�interest�in�not�disclosing�the�information�[211].�

An�example�as�to�how�implied�statutory�gateways�can�operate�is�

illustrated�by�the�case�of�R�(on�the�application�of�W�and�others)�v.�

Secretary�of�State�for�Health�(British�Medical�Association�intervening)�

[106].�The�case�related�to�the�charging�of�overseas�visitors�for�NHS�

healthcare.�While�the�information�was�not�confidential�information,�the�
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principal�of�allowing�information�on�implied�statutory�authority�is�the�

same.�It�had�been�argued�that�there�was�no�express�statutory�authority�

to�allow�for�the�transfer�of�information�from�NHS�organisations�on�the�

instruction�of�the�Secretary�of�State�for�Health�(England)�to�the�Home�

OĆce.�It�was�held�however�that�the�Secretary�of�State�had�implied�

powers�under�the�National�Health�Service�Act�2006,�such�as�those�that�

were�in�accordance�with�his�general�obligation�under�section�1(1)�“to�

continue�the�promotion�in�England�of�a�comprehensive�health�service�

designed�to�secure�improvement�(a)�in�the�physical�and�mental�health�of�

the�people�of�England,�and�(b)�in�the�prevention,�diagnosis�and�treatment�

of�illness”.�And�in�connection�with�section�1(2):�“to�provide�or�secure�the�

provision�of�services�in�accordance�with�this�Act”�[324].�The�Act�further�

recognised�that�that�the�Secretary�of�State�had�general�powers�under�

section�2(1)�in�“providing�such�services�as�he�considers�appropriate�for�

the�purpose�of�discharging�any�duty�imposed�on�him�by�this�Act,”�and�

that�they�may�“do�anything�else�which�is�calculated�to�facilitate,�or�is�

conducive�or�incidental�to,�the�discharge�of�such�a�duty”,�including�where�

this�relates�to�ensuring�any�information�necessary�to�fulfil�that�function�

is�conveyed�[254].�

Equivalent�legislation�in�Wales�and�how�this�can�operate�is�discussed�in�

the�next�part�of�this�chapter.�

6.1.2.3� Express�gateways�and�implied�terms�

Where�there�are�express�clauses�in�Statutes�permitting�of�requiring�uses�

of�information�the�courts�are�reluctant�to�apply�any�implied�uses�of�

information�[325].�As�a�general�principle�therefore�statutory�power�that�

could�be�inferred�in�broad�terms�cannot�be�used�to�override�any�express�

statutory�provisions�[106].�

In�the�case�of�the�express�statutory�provisions�and�processes�in�the�

Health�and�Social�Care�Act�2012�such�as�the�power�to�require�and�request�

the�provision�of�information�[320],�while�non�conflicting�acts�may�be�
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acceptable�where�expressed�elsewhere�in�Statute,�any�activity�that�

conflicts�with�those�provisions�cannot�be�used�to�trump�the�provisions�

[106].�

Another�point�of�note�is�that�a�statutory�body�cannot�argue�that�there�is�

an�implied�statutory�gateway�where�there�is�an�express�prohibition�of�

disclosure�[326].�Interestingly�many�prohibitions�relate�to�specific�

documents�and�not�necessarily�the�information�that�is�created�

independent�of�them.�For�example,�The�Abortion�Regulations�1991�[327],�

as�created�in�compliance�with�the�Abortion�Act�1967,�prohibit�disclosure�

of�the�notice�or�any�information�provided�to�the�Chief�Medical�OĆcer�

except�in�prescribed�circumstances�[328].�It�stands�to�reason�that�a�

healthcare�organisation�that�carried�out�the�termination�of�pregnancy�will�

have�records�both�to�support�the�persons�healthcare,�and�to�supply�to�the�

Chief�Medical�OĆcer.�Disclosure�of�the�certificate,�or�correspondence�with�

the�Chief�Medical�OĆcer�could�not�in�such�circumstances�be�overridden�

by�an�implied�statutory�power.�Although�in�the�circumstances�of�the�

treatment,�the�general�administrative�records�and�health�records�would�

not�apply�to�this�restriction�[326].�

6.1.3� Powers�deriving�from�Government�

As�described�above,�the�powers�described�under�this�heading�are�

stated�for�completeness�and�are�out�of�scope�of�this�thesis.�Crown�

powers�could�be�discussed�at�length;�however,�two�powers�are�

described�in�this�section�for�awareness.�These�are�the�Royal�

Prerogative�and�RAM�Powers.�

6.1.3.1� Royal�Prerogative�Powers�

The�Royal�Prerogative�can�be�concisely�defined�as:�

‘The�remaining�portion�of�the�Crown's�original�authority,�and�is�
therefore,�as�already�pointed�out,�the�name�for�the�residue�of�
discretionary�power�left�at�any�moment�in�the�hands�of�the�Crown,�
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whether�such�power�be�in�fact�exercised�by�the�King�himself�or�by�
his�Ministers�[329].’�

While�it�is�a�common�law�power�[330]�it�carries�a�unique�position�in�that�

the�Royal�Prerogative�cannot�be�challenged�in�the�courts�[331]�and�

therefore�it�eąectively�trumps�the�common�law.�The�Crown�cannot�be�

bound�by�Statute�unless�the�specific�Act�of�Parliament�removes�the�

prerogative�power�without�ambiguity�[332],�therefore�Statute�would�need�

to�expressly�make�provision�to�that�aąect.�

If�confidential�patient�information�was�required�by�prerogative�power,�it�

could�not�be�obtained�in�breach�of�confidence,�and�this�could�not�be�

subject�to�ordinary�proceedings�for�such�a�claim�[331].�Examples�of�the�

Royal�Prerogative�will�include�those�that�relate�to�the�making�of�treaties,�

the�defence�of�the�realm,�the�prerogative�of�mercy,�the�grant�of�honours,�

the�dissolution�of�Parliament�and�the�appointment�of�ministers�[333].�

While�technically,�information�held�by�a�NHS�organisation�could�be�

subject�to�prerogative�powers�in�rare�circumstances,�this�in�unlikely�given�

the�types�of�power�that�these�consist�of.�Prerogative�powers�are�in�any�

case�out�of�scope�of�this�thesis�but�mentioned�for�completeness�as�there�

may�be�a�use�of�data�that�is�required�that�falls�within�scope�of�the�Royal�

Prerogative.�

6.1.3.2� The�Ram�Doctrine�

The�suggestion�that�such�a�power�could�exist�stems�2003�when�legal�

advice�received�in�1945�was�disclosed�to�parliament�in�answer�to�a�

Parliamentary�question�[334].�The�eąect�of�the�doctrine�is�that�any�

Minister�for�the�Crown�may,�as�an�agent�to�the�Crown,�exercise�powers�

that�the�Crown�has�unless�Statute�prohibits�him�or�her�from�doing�so�

[334].�Whether�or�not�the�doctrine�has�any�eąect�in�law�however�is�

untested,�with�the�House�of�Lords’�Constitution�Committee�doubting�the�

eąect�of�the�advice�and�expressing�the�opinion�that�the�doctrine�is�not�a�

source�of�law�[335]�and�does�not�accurately�reflect�the�current�law�[336].�
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This�however�remains�untested�to�its�full�extent.�It�could�be�that�

government�may�attempt�to�utilise�the�doctrine�to�justify�disclosure�of�

confidential�information.�This�is�however�outside�the�scope�of�this�thesis.�

6.1.3.3� Information�sharing�and�uncertainty�of�the�law�in�practice�

It�is�important�to�note�at�this�stage�that�regardless�of�statutory�or�other�

gateways,�some�people�are�concerned�with�sharing�information,�even�

when�they�can�do�so�lawfully.�

In�2013,�Dame�Fiona�Caldicott,�National�Data�Guardian,�undertook�a�

review�entitled�‘Information:�To�share�or�not�to�share?�The�Information�

Governance�Review’�[337].�Recognising�issues�in�the�sharing�of�important�

information,�she�formulated�a�seventh�Caldicott�Principle�as�follows:�

‘The�duty�to�share�information�can�be�as�important�as�the�duty�to�
protect�patient�confidentiality�[338].’�

As�discussed�at�the�end�of�the�previous�chapter,�In�2014,�The�Law�

Commission’s�report�reported�to�parliament�[15]�that�organisations�often�

interpreted�statutory�functions�in�the�narrowest�way,�inhibiting�eąective�

data�sharing�[316].�The�Law�Commission�recognised�that�there�are�a�lack�

of�provisions�requiring�organisations�to�share�[339]�and�this�often�

impedes�legitimate�data�sharing�because�organisations�who�held�the�data�

questioned�their�statutory�power�and�sought�a�more�prescriptive�legal�

gateway�[317].�

There�have�been�no�legal�developments�in�this�area�to�date,�and�the�

author�of�this�thesis�is�familiar�with�the�same�issues�to�those�recognised�

by�the�Law�Commission�at�the�time�of�writing.�In�Wales,�no�guidance�

exists�on�the�statutory�gateways�relating�to�organisational�functions,�and�

there�is�no�other�legal�research�in�this�area.�The�following�paragraphs�will�

therefore�explore�this�in�some�detail.�
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6.2� The�National�Health�Service�in�Wales�

6.2.1� Introduction�

To�date,�there�is�no�comprehensive�description�as�to�how�the�NHS�in�

Wales�in�constructed,�or�how�statutory�responsibilities�can�provide�a�legal�

gateway�in�order�to�process�data�that�is�subject�to�the�common�law�duty�

of�confidence�in�relation�to�these�functions.�This�section�of�the�thesis�

sets�out�the�key�considerations�as�relates�to�NHS�organisations.�

6.2.2� The�general�duty�and�powers�of�Welsh�Ministers�

The�Welsh�Ministers�are�responsible�for�the�National�Health�Service�in�

Wales.�The�legislation�that�is�currently�applicable�to�the�establishment�of�

the�National�Health�Service�in�Wales�is�the�National�Health�Service�(Wales)�

Act�2006.�

Section�1�of�the�National�Health�Service�(Wales)�Act�2006�states:�

‘(1)�The�Welsh�Ministers�must�continue�the�promotion�in�Wales�of�a�
comprehensive�health�service�designed�to�secure�improvement—�
(a)�in�the�physical�and�mental�health�of�the�people�of�Wales,�and�
(b)�in�the�prevention,�diagnosis�and�treatment�of�illness.�
(2)�The�Welsh�Ministers�must�for�that�purpose�provide�or�secure�the�
provision�of�services�in�accordance�with�this�Act�[340].’�

The�Welsh�Ministers�have�a�general�power�in�relation�to�fulfilling�its�

functions�as�stated�in�Section�2�of�the�Act�which�provides:�

‘(1)�The�Welsh�Ministers�may—�
(a)�provide�such�services�as�they�consider�appropriate�for�the�
purpose�of�discharging�any�duty�imposed�on�them�by�this�Act,�and�
(b)�do�anything�else�which�is�calculated�to�facilitate,�or�is�
conducive�or�incidental�to,�the�discharge�of�such�a�duty.’�

While�there�is�no�case�law�as�relates�to�these�sections�of�the�operation�of�

the�National�Health�Service�(Wales)�Act�2006,�there�is�case�law�that�
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explains�similar�provisions�in�the�National�Health�Service�Act�2006�as�

relates�to�England,�as�discussed�above.�

In�R�(W�and�others)�v.�Secretary�of�State�for�Health�(British�Medical�

Association�intervening)�[106]�it�was�held�however�that�the�Secretary�of�

State�had�implied�powers�to�authorising�the�sharing�of�information�under�

the�National�Health�Service�Act�2006,�such�as�those�that�were�in�

accordance�with�his�general�obligation�under�section�1(1)�“to�continue�the�

promotion�in�England�of�a�comprehensive�health�service�designed�to�

secure�improvement�(a)�in�the�physical�and�mental�health�of�the�people�

of�England,�and�(b)�in�the�prevention,�diagnosis�and�treatment�of�illness”.�

And�in�connection�with�section�1(2):�“to�provide�or�secure�the�provision�of�

services�in�accordance�with�this�Act”�[324].�Furthermore�the�case�

recognised�that�the�Secretary�of�State�had�general�powers�under�section�

2(1)�in�“providing�such�services�as�he�considers�appropriate�for�the�

purpose�of�discharging�any�duty�imposed�on�him�by�this�Act,”�and�that�

they�may�“do�anything�else�which�is�calculated�to�facilitate,�or�is�

conducive�or�incidental�to,�the�discharge�of�such�a�duty”,�including�where�

this�relates�to�ensuring�any�information�necessary�to�fulfil�that�function�

is�conveyed�[254].�

It�is�therefore�clear�that�the�Welsh�Ministers,�in�an�identical�set�of�

provisions,�also�have�implied�powers�to�share�information�under�the�

National�Health�Service�(Wales)�Act�2006�to�“continue�the�promotion�in�

Wales�of�a�comprehensive�health�service�designed�to�secure�

improvement�in�the�physical�and�mental�health�of�the�people�of�Wales,�

and�in�the�prevention,�diagnosis�and�treatment�of�illness”,�and�to�“provide�

or�secure�the�provision�of�services�in�accordance�with�this�Act�[340].”�In�

addition,�The�Welsh�Ministers�can�share�such�information�that�they�see�fit�

in�providing�“such�services�as�they�consider�appropriate�for�the�purpose�

of�discharging�any�duty�imposed�on�them�by�this�Act�[341]”,�and�in�the�

wider�context�”do�anything�else�which�is�calculated�to�facilitate,�or�is�

conducive�or�incidental�to,�the�discharge�of�such�a�duty�[342]”.�

163�



 

 

              

           

           

          

             

    

           

           

            

            

 

         

 

             

          

          

          

          

        

 

          

           

           

      

 

          

             

            

              

          

            

          

       

It�is�important�to�note�that�Section�1(2)�of�these�provisions�in�the�National�

Health�Service�(Wales)�Act�2006�state�that�the�Welsh�Ministers�must�

provide�or�secure�the�provision�of�services�in�accordance�with�the�

National�Health�Service�(Wales)�Act�[343].�This�suggests�that�services�

which�are�secured�outside�of�the�Act�cannot�rely�on�the�implied�power�

provided�under�section�1(2).�

Furthermore,�of�the�general�power�under�Section�2(1)�in�providing�such�

services�as�they�consider�appropriate�in�discharging�a�duty�under�the�

Act,�it�could�be�suggested�that�the�general�power�under�Section�1(2)(b)�

will�be�limited�to�those�duties�as�set�out�in�the�Act.�

6.2.3� The�NHS�structure�in�Wales:�background�context�

In�order�to�fulfil�its�functions,�the�Welsh�Government�can�create�a�number�

of�NHS�organisations�under�the�Act,�namely�National�Health�Service�

Trusts�[344],�Health�Boards�[345],�and�Special�Health�Authorities�[346].�

An�Establishment�Order�can�contain�specific�functions�that�relate�to�

organisations,�and�these�can�confer�functions�that�will�inevitably�involve�

the�use�and/or�disclosure�of�health�information.�

Many�NHS�organisations�in�NHS�Wales�predate�the�National�Health�

Service�Wales�Act�2006�and�are�therefore�formed�under�diąerent�primary�

legislation.�Any�new�organisations�would�be�created�in�line�with�the�

National�Health�Service�Wales�Act�2006.�

For�contextual�purposes�the�structure�and�organisation�of�the�National�

Health�Service�in�Wales�is�defined�below.�It�should�be�noted�however,�that�

with�the�exception�of�the�functions�of�Digital�Health�and�Care�Wales,�

which�shall�be�used�as�an�example�as�to�how�legislation�can�permit�the�

disclosure�of�confidential�personal�data�from�those�creating�bodies,�only�

certain�key�legislation�is�cited�in�relation�to�those�bodies.�The�complexity�

of�Regulation�surrounding�the�functions�of�provided�by�organisations�is�

outside�of�the�scope�of�this�thesis.�
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6.2.3.1� Local�Health�Boards�

The�Local�Health�Boards�in�Wales�have�a�number�of�duties�relating�to�the�

provision�of�functions�that�relate�to�the�delivery�of�healthcare�services�in�

their�area�of�Wales.�

To�understand�the�current�NHS�organisation�structure,�it�is�useful�to�

understand�the�historic�context�of�the�organisations.�In�2003,�twenty-

two�Local�Health�Boards�were�established�by�Order�[347],�pursuant�to�

powers�contained�in�the�National�Health�Service�Act�1977�[348].�Twenty�

one�of�those�Local�Health�Boards�were�abolished�[349]�in�2009�[350],�

leaving�just�Powys�in�its�preexisting�form�[349].�In�place�of�the�twenty-

one�Local�Health�Boards,�six�new�Local�Health�Boards�were�created�to�

deliver�health�services�in�these�areas�[278].�

In�2019,�a�boundary�change�resulted�in�the�principal�local�government�

area�of�Bridgend�transferring�from�Abertawe�Bro�Morgannwg�University�

Local�Health�Board�to�Cwm�Taf�University�Local�Health�Board�[351].�They�

were�renamed�Cwm�Taf�Morgannwg�University�Local�Health�Board�[352],�

and�Swansea�Bay�University�Local�Health�Board�[353]�to�account�for�this�

change.�

The�Local�Health�Boards�in�Wales�as�of�the�30th�of�October�2024�are�

therefore:�

 Aneurin�Bevan�University�Health�Board�[354]�

 Betsi�Cadwaladr�University�Health�Board�[354]�

 Cardią�and�Vale�University�Health�Board�[354]�

 Cwm�Taf�Morgannwg�University�Health�Board�[354]�

 Hywel�Dda�University�Health�Board�[354]�

 Swansea�Bay�University�Health�Board�[354]�

 Powys�Local�Health�Board�[347]�
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Except�where�referred�to�in�the�case�study,�this�information�is�supplied�to�

provide�an�understanding�of�the�organisational�roles�and�responsibilities�

in�Wales,�and�it�is�not�proposed�to�examine�these�powers�in�any�more�

depth�that�currently�specified.�

6.2.3.2� NHS�Trusts�in�Wales�

There�are�currently�three�National�Health�Service�Trusts�in�Wales.�

The�Velindre�University�National�Health�Service�Trust�was�established�by�

Order�in�1993�[355]�pursuant�to�powers�conferred�by�the�National�Health�

Service�and�Community�Care�Act�1990�[356].�The�Velindre�University�

National�Health�Service�Trust�performs�a�number�of�functions,�including�

the�operation�of�Velindre�Hospital,�a�hospital�primarily�operating�for�the�

management�of�cancer�services�[357],�the�operation�of�the�Welsh�Blood�

Service�in�Wales�[358],�the�management�and�provision�of�prescribing�and�

dispensing�services�[359],�the�NHS�Wales�Shared�Services�Partnership�

[360]�and�management�of�the�Wales�Infected�Blood�Support�Scheme�in�

accordance�with�directions�issued�by�the�Welsh�Ministers�[361].�

The�Welsh�Ambulances�Services�National�Health�Service�Trust�was�

established�by�Order�in�1998�[362]�pursuant�to�powers�conferred�by�the�

National�Health�Service�and�Community�Care�Act�1990�[356].�The�main�

functions�of�the�organisation�include�managing�ambulance�and�

associated�transport�services�[363],�and�to�manage�other�services�in�

relation�to�care�as�are�carried�out�in�relation�to�these�functions�[364].�

The�Public�Health�Wales�National�Health�Service�Trust�was�established�by�

Order�in�2009�[365]�pursuant�to�powers�conferred�by�the�National�Health�

Service�(Wales)�Act�2006�[366].�Public�Health�Wales�National�Health�

Service�Trust�undertake�a�number�of�functions�including,�but�not�limited�

to�health�protection,�health�surveillance,�healthcare�improvement,�
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microbiological�laboratory�services�[367],�campaigns�relating�to�health�

awareness�and�improvement�[368],�health�research�in�certain�

circumstances�[368],�and�certain�screening�services�[369].�The�Public�

Health�Wales�National�Health�Service�Trust�has�provision�in�its�

Establishment�Order�to�collect,�analyse�and�disseminate�information�

relating�to�the�health�of�people�of�Wales,�particular�including�cancer�

incidence,�mortality�and�survival;�and�prevalence�of�congenital�anomalies�

[370].�

As�with�the�section�on�Health�Boards,�except�where�these�are�referred�to�

in�the�case�study,�this�information�is�supplied�to�provide�an�

understanding�of�the�organisational�roles�and�responsibilities�in�Wales,�

and�it�is�not�proposed�to�examine�these�powers�in�any�more�depth�that�

currently�specified.�

6.2.3.3� Special�Health�Authorities�

There�are�currently�two�Special�Health�Authorities�in�Wales,�both�

established�by�Order�pursuant�to�powers�conferred�by�the�National�

Health�Services�(Wales)�Act�2006�[81],�these�are:�

Health�Education�and�Improvement�Wales�(HEIW)�was�established�in�2017�

[371]�by�Order�[372].�The�functions�of�HEIW�relate�to�the�planning,�

commissioning�and�delivery�of�education�and�training�related�to�the�

provision�of�health�services�to�both�those�already�employed�in�the�health�

service,�or�those�who�are�considering�becoming�employed�in�the�health�

service�[373]�

Digital�Health�and�Care�Wales�was�established�in�2020�[374]�by�Order�

[375].�The�functions�of�Digital�Health�and�Care�Wales�include�the�design,�

management,�development�and�delivery�of�digital�platforms�(article�3).�

The�functions�of�Digital�Health�and�Care�Wales�include�are�provided�in�

directions�relating�to:�
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‘(a)�the�provision,�design,�management,�development�and�delivery�
of�digital�platforms,�systems�and�services;�[376]�
(b)�the�collection,�analysis,�use�and�dissemination�of�health�service�
data;�[377]�
(c)�the�provision�of�advice�and�guidance�to�the�Welsh�Ministers�
about�improving�digital�platforms,�systems�and�services;�[378]�
(d)�supporting�bodies�and�persons�identified�in�directions�given�by�
the�Welsh�Ministers�to�DHCW�in�relation�to�matters�relevant�to�
digital�platforms,�systems�and�services;�[379]�
(e)�any�other�matter�so�as�to�secure�the�provision�or�promotion�of�
services�under�the�Act�[380].’�

Further�detail�on�the�operation�of�Digital�Health�and�Care�Wales�and�how�

data�subject�to�the�duty�of�confidence�can�be�disclosed�to�it�is�set�out�

below.�

As�with�the�section�as�relates�to�Health�Boards�and�National�Health�

Service�Trusts,�except�where�these�are�referred�to�in�the�case�study,�this�

information�is�supplied�to�provide�an�understanding�of�the�organisational�

roles�and�responsibilities�in�Wales,�and�it�is�not�proposed�to�examine�these�

powers�in�any�more�depth�that�currently�specified.�

6.2.4� The�NHS�in�Wales,�and�the�use�of�Information�subject�to�

the�duty�of�confidence�in�relation�to�statutory�functions�

Where�an�organisation�has�a�lawful�statutory�function�to�undertake�a�

particular�task�such�as�collecting�or�receiving�data�or�disclosing�data�in�

its�own�right�or�on�behalf�of�another�body,�the�collection,�use�or�

disclosure�of�data�in�satisfying�those�functions�will�be�lawful�at�common�

law�[381].�

In�Smith�Kline�&�French�Laboratories�Ltd�v.�Licensing�Authority�(Generics�

(UK)�Ltd�and�another�intervening)�[381]�therefore,�it�was�found�that�when�

a�licencing�authority�was�exercising�its�general�functions,�the�

confidential�information�could�be�used�for�purposes�that�were�consistent�

with�those�duties.�The�case�particularly�illustrates�that�where�
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organisations�have�responsibilities�set�out�in�law,�that�a�wider�view�of�the�

use�of�information�is�taken�[381].�

The�generic�functions�of�organisations�can�enable�flexibility�in�

undertaking�statutory�duties,�although�as�noted�at�the�end�of�the�

previous�chapter,�and�earlier�in�this�chapter,�research�by�the�Law�

Commission�found�that�the�narrow�interpretation�of�statutory�functions�

inhibits�eąective�data�sharing�[316].�In�having�general�functions,�there�

can�be�a�lack�of�provision�in�legislation�that�requires�organisations�to�

share�[339],�resulting�organisations�being�reluctant�to�share�and�seeking�

more�robust�legal�gateways�[317].�

It�could�be�suggested�that�the�rigid�rules�that�are�contained�in�guidance�

to�ensure�that�the�health�service�is�protected�from�inadvertent�unlawful�

disclosures�could�be�partly�to�blame�for�the�inhibition�in�sharing�[10],�with�

the�courts�commenting�on�this�where�a�rare�case�is�put�before�them�[12].�

It�could�further�be�suggested�that�more�prescriptive�statutory�provisions�

as�to�how�data�is�handled�in�other�areas�of�the�public�services,�such�as�

those�under�the�Health�and�Social�Care�Act�2012�in�relation�to�NHS�

England,�further�complicate�understanding�of�how�statutory�functions�

allow�data�sharing,�given�the�more�generic�approach�that�can�be�applied�

where�there�are�no�specific�statutory�provisions�[381].�

6.2.5� Welsh�Ministers�powers�to�direct�bodies�established�

under�the�Act�

6.2.5.1� The�general�position�

The�National�Health�Service�Wales�Act�provides�a�mechanism�for�Welsh�

Ministers�to�Direct�Local�Health�Boards�[382],�National�Health�Service�

Trusts�[387],�and�Special�Health�Authorities�[388]�[389]�in�relation�to�its�

functions.�Other�powers�to�issue�directions�exist�in�this�Act,�in�relation�to�

specific�services.�
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Where�such�a�direction�has�been�made,�and�functions�are�conferred�on�

one�or�more�NHS�bodies,�the�collecting�or�receiving�data�in�connection�

with�this�function�will�be�lawful�at�common�law�[381].�It�follows�that�

specific�data�acquisitions�could�be�included�in�such�a�direction�where�it�is�

consistent�with�the�general�power�of�the�Welsh�Ministers�under�Section�1�

and/or�Section�2�of�the�National�Health�Service�(Wales)�Act�2006�as�

appropriate�to�the�use�case.�

6.2.5.2� Directions�conferred�on�Local�Health�Boards�

There�are�many�provisions�by�which�directions�can�be�given�to�Local�

Health�Boards�in�the�National�Health�Service�Act�2006�alone,�and�the�

functions�conferred�by�doing�so�may�result�in�information�being�shared�to�

satisfy�those�functions.�This�thesis�however�looks�at�more�general�

functions�that�may�be�conferred�under�Section�12�and�13�of�the�National�

Health�Service�(Wales)�Act�2006.�

Section�12(1)�of�the�National�Health�Service�(Wales)�Act�2006�provides�

that:�

‘(1)�The�Welsh�Ministers�may�direct�a�Local�Health�Board�to�exercise�
in�relation�to�its�area—�
(a)�functions�which�were�transferred�to�the�National�Assembly�for�
Wales�by�the�Health�Authorities�(Transfer�of�Functions,�Staą,�
Property,�Rights�and�Liabilities�and�Abolition)�(Wales)�Order�2003�
(S.I.�2003/813�(W.98)),�
(b)�such�other�of�their�functions�relating�to�the�health�service�as�
are�specified�in�the�direction�[294].’�

The�Health�Authorities�(Transfer�of�Functions,�Staą,�Property,�Rights�and�

Liabilities�and�Abolition)�(Wales)�Order�2003�[383]�abolished�the�Health�

Authorities�in�Wales�[384]�and�transferred�the�functions�to�the�National�

Assembly�to�Wales�[385].�The�extent�of�such�functions�is�not�within�the�

scope�of�this�thesis,�but�it�should�be�noted�that�given�the�increased�

powers�of�the�Welsh�Parliament,�particularly�since�the�introduction�of�
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legislation�such�as�the�Wales�Act�2017,�the�reliance�on�such�a�provision�

may�have�superseded.�

In�any�case,�notwithstanding�the�provision�in�Section�12(1)(a)�of�the�

National�Health�Service�(Wales)�Act�2012,�a�more�permissive�clause�

contained�in�Section�12(3)�which�provides:�

“The�Welsh�Ministers�may�give�directions�to�a�Local�Health�Board�
about�its�exercise�of�any�functions�[386]”.�

This�could�apply�to�any�function,�including�the�Welsh�Ministers�

responsibility�to�‘continue�the�promotion�in�Wales�of�a�comprehensive�

health�service�designed�to�secure�improvement�in�the�physical�and�

mental�health�of�the�people�of�Wales,�and�in�the�prevention,�diagnosis�and�

treatment�of�illness’,�and�to�‘provide�or�secure�the�provision�of�services�in�

accordance�with�this�Act’�[340].�In�addition,�given�the�Welsh�Ministers�can�

do�anything�that�they�see�fit�in�providing�‘such�services�as�they�consider�

appropriate�for�the�purpose�of�discharging�any�duty�imposed�on�them�by�

this�Act’�[341],�and�‘do�anything�else�which�is�calculated�to�facilitate,�or�is�

conducive�or�incidental�to,�the�discharge�of�such�a�duty’�[342].�

Section�13�of�the�National�Health�Service�(Wales)�Act�2006�relates�to�

directions�that�relate�to�the�functions�of�Local�Health�Boards�[387]�and�

the�exercise�of�those�functions�by�another�body.�The�Welsh�Ministers�may�

direct�that�certain�Local�Health�Board�functions�are�undertaken�by�

another�Local�Health�Board�[388],�a�Special�Health�Authority�[389],�or�

jointly�with�[390]�NHS�England�[391],�integrated�care�boards�[392],�NHS�

trusts�[393],�and�other�Local�Health�Boards�[394].�

Further�discussion�on�directions�that�may�be�issued�to�Local�Health�

Boards�are�out�of�scope�of�this�thesis.�
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6.2.5.3� Directions�conferred�on�National�Health�Service�Trusts�

Section�19�of�the�National�Health�Service�(Wales)�Act�2006�provides�that:�

‘(1)�The�Welsh�Ministers�may�give�directions�to�an�NHS�trust�about�
its�exercise�of�any�functions.�
(2)�The�Welsh�Ministers�may�not�give�directions�under�this�section�
in�respect�of�matters�concerning�xenotransplantation,�surrogacy�
agreements,�embryology�or�human�genetics.�
(3)�Nothing�in�provision�made�by�or�under�this�or�any�other�Act�
aąects�the�generality�of�subsection�(1)�[395].’�

The�operation�of�this�section�is�straightforward.�The�Welsh�Ministers�may�

issue�a�direction�of�a�very�general�nature�as�a�vehicle�to�delivering�

functions.�Directions�could�confer�functions�under�Section�1(1)�as�relates�

to�continuing�the�promotion�of�a�comprehensive�health�service�and�in�

connection�with�section�1(2)�in�providing�and�securing�the�provision�of�

services�in�accordance�with�the�National�Health�Service�(Wales)�Act�2006�

[324].�Functions�could�also�be�conferred�pursuant�to�section�2(1)�in�

providing�such�services�considers�appropriate�in�discharging�duties�or�is�

conducive�or�incidental�to,�the�discharge�of�such�a�duty�[254].�The�use�of�

any�information�in�accordance�with�functions�could�be�implied,�or�

alternatively�explicit�information�sharing�functions�could�be�included�in�

directions.�The�use�of�information�subject�to�the�duty�of�confidence�would�

be�lawful�in�these�circumstances�[254].�

6.2.5.4� Directions�conferred�on�Special�Health�Authorities�

Section�23�of�the�National�Health�Service�(Wales)�Act�2006�provides�that:�

‘(1)�The�Welsh�Ministers�may�give�directions�to�a�Special�Health�
Authority�about�its�exercise�of�any�functions.�
(2)�The�Welsh�Ministers�may�not�give�directions�under�this�section�
in�respect�of�matters�concerning�xenotransplantation,�surrogacy�
agreements,�embryology�or�human�genetics.�
(3)�Nothing�in�provision�made�by�or�under�this�or�any�other�Act�
aąects�the�generality�of�subsection�(1)�[396].’�
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As�with�National�Health�Service�Trusts,�the�operation�of�this�section�is�

straightforward.�The�Welsh�ministers�can�provide�directions�to�a�Statutory�

Health�Authority�without�needing�to�create�a�statutory�provision.�As�with�

National�Health�Service�Trusts,�the�same�provision�as�relate�to�the�

generality�of�provisions�applies.�Again,�a�direction�could�be�used�as�a�

vehicle�to�deliver�functions,�including�those�functions�under�Section�1�

and�2�of�the�National�Health�Service�(Wales)�Act�2006�[106].�

6.2.5.5� Use�of�directions�to�direct�a�Special�Health�Authority�to�

exercise�the�functions�of�the�Welsh�Ministers�

Section�24�of�the�National�Health�Service�(Wales)�Act�2006�provides�a�

mechanism�for�the�Welsh�Ministers�to�direct�a�Special�Health�Authority�to�

undertake�any�of�the�functions�of�the�Welsh�Ministers�as�relates�to�the�

Health�Service.�It�states�that:�

‘(1)�The�Welsh�Ministers�may�direct�a�Special�Health�Authority�to�
exercise�any�of�the�functions�of�the�Welsh�Ministers�relating�to�the�
health�service�which�are�specified�in�the�directions.�
(2)�Subsection�(1)�does�not�apply�to�the�functions�of�the�Welsh�
Ministers�in�relation�to�pilot�schemes.�
(3)�The�functions�which�may�be�specified�in�directions�include�
functions�under�enactments�relating�to�mental�health�and�care�
homes�[397].’�

For�completeness,�it�is�important�to�note�that�the�functions�of�the�Welsh�

Ministers�in�relation�to�pilot�schemes�are�mostly�set�out�Schedule�6�of�the�

National�Health�Service�Act�2006�and�are�in�relation�to�the�procedural�

elements�in�approving�and�forming�pilot�schemes�and�this�is,�in�any�case�

out�of�scope�of�this�thesis.�

Sections�24(1)�are�however�of�interest.�In�enabling�the�Welsh�Ministers�to�

delegate�responsibility�to�a�Special�Health�Authority,�this�could�potentially�

enable�the�Welsh�Ministers�direct�that�Special�Health�Authorities�issue�

directions�within�his�power.�Alternatively,�this�could�mean�that�any�

responsibilities�of�the�Welsh�Ministers�with�regard�Regulations�within�their�

power,�such�as�in�approving�the�disclosure�of�patient�information�under�
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Regulation�5�of�the�Health�Service�(Control�of�Patient�Information)�

Regulations�2002.�There�is�case�law�that�reinforces�this�approach.�Where�

a�general�statutory�power�exists�that�this�can�be�potentially�limitless,�

providing�the�delegation�is�in�scope�of�the�area�to�which�the�provision�

relates�[398],�which�in�the�case�of�Section�24(1)�is�clearly�the�health�

service.�

In�Dory�v.�SheĆeld�Health�Authority�[399]�this�is�referred�to�as�‘devolution’�

of�the�power�[400].�Where�powers�are�explicitly�granted�in�an�appropriate�

instrument�to�further�devolve�powers,�this�has�been�referred�to�as�a�

‘chain�of�devolution�[401]’.�The�eąect�of�devolution�is�that�a�public�body�

will�eąectively�act�as�a�government�department�in�exercising�those�

functions�[402].�

Only�where�there�is�doubt�as�to�whether�a�minister�can�delegate�authority�

will�the�courts�interpret�provisions�narrowly�[403].�In�other�

circumstances,�they�will�accept�such�provisions,�despite�sometimes�

expressing�concern�at�the�broad�nature�of�such�clauses�[403].�

6.2.5.6� Formality�of�directions�under�the�National�Health�Service�

(Wales)�Act�2006�

There�are�diąerent�types�of�directions�that�can�be�issued�under�the�

National�Health�Service�Act�2006.�This�detail�under�this�heading�is,�

however,�only�concerned�with�directions�discussed�above�in�relation�to:�

 Directions�issued�by�the�Welsh�Ministers�under�Section�12�as�relate�

to�the�functions�that�may�be�conferred�on�Health�Boards.�

 Directions�issued�by�the�Welsh�Ministers�under�Section�13�as�relate�

to�functions�conferred�on�the�Health�Boards�

 Directions�issued�by�the�Welsh�Ministers�under�Section�19�as�relate�

to�functions�conferred�on�the�NHS�Trusts�in�Wales�

 Directions�issued�by�the�Welsh�Ministers�under�Section�23�as�relate�

to�functions�conferred�on�Special�Health�Authorities�
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 Directions�issued�by�the�Welsh�Ministers�under�Section�24�as�relate�

to�Special�Health�Authorities�exercising�the�functions�of�the�Welsh�

Ministers.�

Section�204(3)�of�the�National�Health�Service�(Wales)�Act�2006�provides�

that:�

‘A�direction�under�this�Act�by�the�Welsh�Ministers�must�be�given—�
(a)�(subject�to�paragraphs�(b)�and�(c)),�by�an�instrument�in�writing,�
(b)in�the�case�of�a�direction�under—�
(i)section�12(1)(a),�
(ii)section�24�about�a�function�under�section�4,�145�or�146,�or�
(iii)section�147(2),by�Regulations,�
(c)in�the�case�of—�
(i)any�other�direction�under�section�12,�
(ii)any�other�direction�under�section�24,�or�
(iii)a�direction�under�section�13,�19,�23,�45,�52(4),�60�or�66(4),by�
Regulations�or�an�instrument�in�writing�[404].’�

The�general�position�therefore�that,�subject�to�the�other�provisions�listed,�

that�a�Direction�must�be�made�by�an�instrument�in�writing�[405].�In�the�

absence�of�more�prescriptive�requirements�in�the�legislation,�this�may�

just�be�a�letter�or�other�document�from�the�Welsh�Ministers�directing�the�

appropriate�authority�that�they�are�directed�to�perform�certain�tasks.�

Under�Section�204(3)(b)�however,�there�is�a�requirement�that�such�

directions�need�to�be�included�in�Regulations�in�certain�cases.�For�

completeness,�the�full�set�of�provisions�are�explained.�These�are:�

 Directions�under�Section�12(1)(a)�as�relate�to�those�functions�that�

transferred�to�the�national�Assembly�for�Wales�on�abolition�of�the�

old�health�authorities�[406].�

 Directions�under�section�24�on�Special�Health�Authorities�where�

these�relate�to:�

 High�Security�Psychiatric�Services�where�these�are�created�

under�section�4�of�the�National�Health�Service�(Wales)�Act�2006�

[407]�
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 The�requirement�that�a�NHS�body,�statutory�health�body,�

service�provider�or�NHS�contractor�produce�documents�to�the�

Welsh�Ministers�as�per�Section�145�and�146�of�the�National�

Health�Service�(Wales)�Act�2006�[407]�

 Directing�Special�Health�Authorities�that�senior�oĆcers�of�the�

Authority�exercise�the�delegated�functions�on�behalf�of�the�

Special�Health�Authority�in�accordance�with�Section�147(2)�

[407].�

Section�204(3)(c)�of�the�National�Health�Service�(Wales)�Act�2006�

provides�that�all�other�directions�under�12,�and�24,�and�directions�under�

Sections�13,�19,�23�may�be�made�by�Regulations�or�an�instrument�in�

writing.�Arguably,�while�making�a�direction�by�an�instrument�in�writing�

may�appear�the�easier�option,�this�section�is�permissive�of�the�

incorporation�of�a�direction�in�Regulations�if�required,�even�if�this�is�not�

mandatory.�It�could�be�submitted�that�where�any�Regulations�are�

produced�for�particular�functions,�this�could�prove�useful�in�consolidating�

provisions�into�one�document�to�provide�clarity�on�functions.�

6.2.5.7� Amending�or�revoking�directions�

Section�204(1)�of�the�National�Health�Service�(Wales)�Act�2006�provides:�

‘Where�under�or�by�virtue�of�any�provision�of�this�Act—�
(a)an�Order�may�be�made,�or�
(b)directions�may�be�given�
that�provision�includes�power�to�vary�or�revoke�the�Order�or�
directions�by�subsequent�Order�or�by�subsequent�directions�[408].’�

This�section�of�the�Act�therefore�permits�variation�or�revocation�of�any�

direction�issued�under�the�National�Health�Service�(Wales)�Act�2006.�By�a�

variation,�such�an�instrument�may�change�the�purposes�contained�within�

the�direction,�or�in�the�case�of�more�detailed�directions�this�could�change�

a�process�by�which�an�activity�takes�place.�Revoking�directions�would�

have�the�inevitable�eąect�of�ceasing�those�functions�that�have�been�

conferred�on�organisations.�
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6.2.5.8� Conferring�functions�already�exercised�by�other�bodies�

Section�31�of�the�National�Health�Service�(Wales)�Act�2006�provides�that�

where�functions�subject�to�the�directions�are�currently�exercised�by�any�

person�or�body,�they�should�not�be�precluded�from�the�Direction,�except�

where�specifically�prescribed�[409].�As�an�example�of�how�this�would�

operate,�it�could�be�that�a�Special�Health�Authority�is�being�directed�

under�Section�23�of�the�National�Health�Service�(Wales)�Act�2006�being�

directed�to�undertake�a�Local�Health�Board�function,�such�as�managing�

appointments�for�immunisations.�The�Local�Health�Board�must�in�such�

circumstances�not�precluded�from�such�a�direction�to�the�Special�Health�

Authority.�

6.2.6� Statutory�disclosures�to�NHS�England�to�Undertake�a�

function�on�behalf�of�Wales�

6.2.6.1� Scope�

For�the�purpose�of�this�thesis,�the�mechanisms�under�the�Health�and�

Social�Care�Act�2012�by�which�information�subject�to�the�duty�of�

confidence�can�be�transferred�to�NHS�England�in�order�for�services�to�be�

conducted�by�them�on�behalf�of�NHS�Wales�organisations�is�in�scope.�The�

operation�of�the�arrangements�in�practice�is�out�of�scope�of�this�thesis.�

6.2.6.2� ‘Section�255�requests’�

Section�255(1)�of�the�Health�and�Social�Care�Act�2012�creates�a�statutory�

mechanism�by�which�any�person,�including�an�authority�exercising�

functions�devolved�authority,�can�request�that�NHS�England�establish�

and�operate�a�system�for�the�collection�or�analysis�of�information�on�their�

behalf�[410].�
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NHS�bodies�in�Wales�can�therefore�request�that�NHS�England�operates�

such�an�information�system,�providing�that�it�is�necessary�or�expedient�

for�the�exercise�of�functions,�or�carrying�out�of�activities,�in�connection�

with�the�provision�of�health�care�or�adult�social�care�[411].�Prior�to�

submitting�a�request�to�NHS�England,�there�is�a�requirement�that�NHS�

England�is�consulted�on�the�proposed�request�[412].�

Devolved�authorities�cannot�require�that�NHS�England�undertake�to�

undertake�functions9,�and�as�such�any�work�undertaken�is�done�with�the�

discretion�of�NHS�England.�NHS�England�are�obliged�to�ensure�that�in�

exercising�that�discretion�[413],�to�consider�whether�complying�with�the�

request�would�unreasonably�interfere�with�its�functions�[414],�and�may�

take�into�account�the�extent�to�which�the�requestor�has�considered�the�

code�of�practice�prepared�and�published�by�NHS�England�in�accordance�

with�the�requirements�of�the�legislation�[415]�or�any�advice�and�guidance�

given�by�NHS�England�in�connection�with�the�request�[416].�

Where�the�Section�255�request�is�to�establish�and�create�a�system�to�

collect�information�that�either�identifies�any�individual�to�whom�that�

information�relates�and�they�are�not�a�provider�of�health�care�or�adult�

social�care�[417]�or�enables�their�identity�to�be�ascertained�[418],�the�

request�is�known�as�a�confidential�collection�request.�It�should�be�noted�

however�that�the�word�‘confidential’�in�this�regard�does�not�have�the�

same�meaning�as�in�the�common�law�duty�of�confidence,�although�that�

information�may�include�information�that�is�subject�to�the�duty�of�

confidence.�

From�the�perspective�of�a�request�from�a�public�authority�in�Wales,�

confidential�collection�requests�can�only�be�made�where�the�person�

making�the�request�can�require�the�information�to�be�disclosed�to�them�or�

NHS�England�[419],�or�in�any�other�case,�where�the�information�can�be�

lawfully�disclosed�to�NHS�England�or�the�requestor�themselves�[420].�

9�Those�mandatory�requests�are�set�out�in�the�legislation.�See�for�example�Health�and�
Social�Care�Act�2012,�Section�255(4)�
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6.2.6.3� Dissemination�

It�is�not�proposed�to�consider�the�statutory�powers�of�NHS�England�in�

relation�to�dissemination�of�information�in�detail,�but�it�is�useful�to�be�

aware�that�such�powers�exist.�Section�261�of�the�Health�and�Social�Care�

Act�2012�contains�provisions�by�which�NHS�England�may�disseminate�

information�on�behalf�of�another�person,�such�as�a�NHS�Wales�

organisation.�

NHS�England�can�use�its�discretion�to�publish�any�information�it�receives�

in�complying�with�a�s255�request�[421]�in�certain�circumstances�[422]�

where�the�dissemination�is�for�purposes�connected�with�the�provision�of�

health�care�or�adult�social�care�[423],�or�the�promotion�of�health�[424].�It�

can�also�use�its�discretion�in�making�information�available�to�any�person�

to�who�the�information�could�have�been�lawfully�disclosed�to�by�the�

person�supplying�NHS�England�[425],�

The�person�making�the�section�255�request�may�request�that�NHS�

England�do�not�disseminate�information�in�line�with�its�statutory�

functions�[426],�however�this�is�merely�a�request�not�to�publish�[427].�

The�person�making�the�section�255�request�can�also�request�that�NHS�

England�disseminate�information�in�line�with�its�discretionary�power�[428]�

or�in�line�with�any�other�power�of�dissemination�it�may�have�at�the�current�

time�or�in�the�future�[429].�In�such�circumstances,�a�request�may�stipulate�

the�persons�to�who�the�information�is�to�be�disseminated,�and�the�form,�

manner�and�timing�of�dissemination�[427].�

6.2.6.4� Publication�

The�general�position�is�that�NHS�England�must�publish�any�information�

that�it�collects�when�it�complies�with�a�request�under�section�255�[430].�
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There�are�safeguards�such�as�where�the�information�identifies�individuals�

[431],�or�where�the�data�does�not�comply�with�specific�data�standards�

[432].�This�and�other�provisions�in�this�regard�are�outside�of�the�scope�of�

this�thesis.�

6.2.7� Impact�of�the�Human�Rights�Act�1998�

The�Human�Rights�Act�1998�relates�to�‘Convention�Rights’,�defined�as�

those�rights�set�out�in�the�Convention�for�the�Protection�of�Human�Rights�

and�Fundamental�Freedoms,�agreed�by�the�Council�of�Europe�at�Rome�on�

4th�November�1950�[433].�It�is�not�proposed�to�consider�the�application�of�

the�Human�Rights�Act�1998�in�any�detail�in�this�thesis.�The�application�of�

the�Human�Rights�Act�1998�on�the�functions�of�a�Public�Authority�is�out�

of�scope.�

For�completeness�however,�it�is�important�to�acknowledge�that�when�

exercising�statutory�powers,�as�a�general�principle,�if�a�Public�Authority�

acts�in�a�way�that�is�incompatible�with�a�Convention�Right�[434]�or�omits�

to�act�in�a�way�that�is�compatible�with�a�convention�right�[435],�they�may�

be�acting�unlawfully�subject�to�the�provisions�of�the�Human�Rights�Act�

1998.�

For�the�purposes�of�the�Human�Rights�Act�1998,�any�person�who�

undertakes�functions�of�a�public�nature�[436]�is�subject�to�the�Act.�This�

definition�is�far�ranging,�extending�beyond�statutory�bodies�to�those�

undertaking�functions�of�a�public�nature.�Where�a�person�undertakes�

tasks�of�a�private�nature,�they�will�not�be�subject�to�the�obligations�of�the�

Human�Rights�Act�1998�[437].�The�Human�Rights�Act�provides�little�

guidance,�but�it�is�clear�that�functions�will�very�much�depend�on�the�

types�of�arrangements�in�place�[438].�For�example,�a�General�Medical�

Practice�operating�in�providing�NHS�services�in�line�with�the�statutory�

General�Medical�Service�Contract�[439]�will�clearly�be�a�Public�Authority,�

however�a�private�contractor�who�has�via�a�procurement�process�been�
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selected�by�a�public�authority�to�undertake�work�will�not�be�acting�as�a�

public�authority�[438].�

Despite�any�statutory�gateway,�consideration�of�the�rights�and�freedoms�

protected�by�the�Human�Rights�Act�1998�is�therefore�essential.�These�

include�Article�8:�Right�to�respect�for�private�and�family�life,�and�Article�

10:�Freedom�of�Expression.�These�rights�are�often�subject�to�a�balancing�

act�to�determine�whether�the�individual’s�right�to�privacy�is�outweighed�

by�the�right�of�freedom�of�expression�of�the�other�person�[35].�The�scope�

of�this�exercise�is�out�of�scope�of�this�thesis.�

One�final�point�of�note�is�that�the�protections�of�the�Human�Rights�Act�

1998�may�not�be�absolute,�and�exceptions�are�included�within�the�terms�

of�certain�articles.�For�example,�Article�8(2)�provides�that:�

‘There�shall�be�no�interference�by�a�public�authority�with�the�
exercise�of�this�right�except�such�as�is�in�accordance�with�the�law�
and�is�necessary�in�a�democratic�society�in�the�interests�of�national�
security,�public�safety�or�the�economic�well-being�of�the�country,�
for�the�prevention�of�disorder�or�crime,�for�the�protection�of�health�
or�morals,�or�for�the�protection�of�the�rights�and�freedoms�of�others�
[440].’�

It�can�also�be�noted�Section�6(2)�of�the�Human�Rights�Act�1998�provides�

that�a�Public�Authority�will�not�have�been�acting�unlawfully�if:�

‘(a)�as�the�result�of�one�or�more�provisions�of�primary�legislation,�
the�authority�could�not�have�acted�diąerently;�or�
(b)�in�the�case�of�one�or�more�provisions�of,�or�made�under,�primary�
legislation�which�cannot�be�read�or�given�eąect�in�a�way�which�is�
compatible�with�the�Convention�rights,�the�authority�was�acting�so�
as�to�give�eąect�to�or�enforce�those�provisions�[441].’�
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6.3� Summary�of�Chapter�6�

The�chapter�provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�public�law,�and�

how�this�enables�data�to�be�shared�or�obtained�lawfully�where�there�is�a�

duty�of�confidence.�The�chapter�also�represents�the�first�comprehensive�

academic�text�of�the�basic�statutory�functions�in�place�in�NHS�Wales�and�

how�these�can�enable�data�to�be�shared�or�obtained�lawfully�by�NHS�

statutory�bodies�where�there�is�a�duty�of�confidence.�

Data�Sharing�and�Statutory�Functions�

Information�subject�to�the�duty�of�confidence�can�be�shared�lawfully�in�

order�to�fulfil:�

 An�express�statutory�function.�Examples�of�such�functions�include�

the�functions�of�Digital�Health�and�Care�Wales�in�relation�to�data�

and�digital�systems�[1]�[2]�

 An�implied�statutory�function�both�conferred�by�Act�of�Parliament�

[3]�or�by�secondary�legislation�(including�directions)�[5]�to�the�

extent�that�they�do�not�conflict�with�any�express�power�[4]�

At�common�law:�

 The�courts�accept�that�Ministers�duties�and�powers�can�be�

interpreted�in�the�widest�form,�and�this�will�include�requiring�

disclosure�of�information�to�fulfil�a�duty�conferred�on�them�[8].�

 Organisations�can�treat�their�own�broad�statutory�functions�in�their�

widest�form,�and�can�lawfully�obtain�or�disclose�data�to�fulfil�those�

functions�[6]�to�the�extent�that�they�do�not�conflict�with�any�

express�power�[4]�

The�courts�are�unlikely�to�imply�functions�where:�

 Where�an�organisation�is�subject�to�prescriptive�functions�and�

those�functions�that�may�be�implied�conflict�with�these�functions�

[11]�
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 Where�those�functions�that�may�be�implied�conflict�with�another�

express�statutory�provision�[8].�

 There�is�an�express�prohibition�of�disclosure�[13]�(e.g.�To�receive�a�

copy�of�the�notice�provided�to�the�Chief�Medical�OĆcer�as�

prohibited�by�The�Abortion�Regulations�1991�[14])�

On�reviewing�the�operation�of�statutory�functions�in�practice,�The�Law�

Commission�produced�a�report�[26]�that�recognised�that:�

 Organisations�often�interpreted�statutory�functions�in�the�

narrowest�way,�inhibiting�eąective�data�sharing�[27].�

 There�are�a�lack�of�provisions�requiring�organisations�to�share�[28]�

and�this�often�impedes�legitimate�data�sharing�because�

organisations�who�held�the�data�questioned�their�statutory�power�

and�sought�a�more�prescriptive�legal�gateway�[29].�

‘Information:�To�share�or�not�to�share?�The�Information�Governance�

Review’�[24]�recognised�these�issues�in�the�NHS�and�created�a�seventh�

Caldicott�Principle�that�specifies�that�‘The�duty�to�share�information�can�

be�as�important�as�the�duty�to�protect�patient�confidentiality�[25].’�

The�structure�of�NHS�Wales�and�statutory�powers�

The�Welsh�Ministers:�

 Are�responsible�for�the�promotion�in�Wales�of�a�comprehensive�

health�service�designed�to�secure�improvement�in�the�physical�and�

mental�health�of�the�people�of�Wales,�and�in�the�prevention,�

diagnosis�and�treatment�of�illness�[30].’�

 Have�a�general�power�to�provide�such�services�as�they�consider�

appropriate�for�the�purpose�of�discharging�any�duty�imposed�on�

them�and�do�anything�else�which�is�calculated�to�facilitate,�or�is�

conducive�or�incidental�to,�the�discharge�of�their�duty.�

The�duties�imposed�on�Welsh�ministers�creates�an�implied�power�to�

authorise�the�sharing�of�information�in�order�to�achieve�these�aims�[10].�
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Structure�of�NHS�Wales�

The�Welsh�Government�can�create�a�number�of�NHS�organisations�

including:�

 National�Health�Service�Trusts�[34]�

 Local�Health�Boards�[35],�and�

 Special�Health�Authorities�[36].�

The�current�Local�Health�Boards�in�Wales�are�

 Aneurin�Bevan�University�Health�Board�[45]�

 Betsi�Cadwaladr�University�Health�Board�[45]�

 Cardią�and�Vale�University�Health�Board�[45]�

 Cwm�Taf�Morgannwg�University�Health�Board�[45]�

 Hywel�Dda�University�Health�Board�[45]�

 Swansea�Bay�University�Health�Board�[45]�

 Powys�Local�Health�Board�[37]�

Local�Health�Boards�can�be�directed�by�the�Welsh�Ministers�to�undertake�

specific�functions�in�relation�to�their�geographic�area�[77]:�

 By�creating�regulations,�where�these�relate�to�the�functions�that�

were�transferred�from�the�Health�Authorities�to�the�Welsh�Ministers�

[101]�

 By�regulation�or�an�instrument�in�writing�[27]�where�these�relate�to�

any�other�function�[81].�

Welsh�Ministers�have�the�power�to�vary�or�revoke�directions�[103].�

The�current�National�Health�Service�Trusts�in�Wales�are:�

 The�Velindre�University�National�Health�Service�Trust�[47].�

 The�Welsh�Ambulances�Services�National�Health�Service�Trust�[53]�

 Public�Health�Wales�National�Health�Service�Trust�[56]�
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The�Welsh�Ministers�can�direct�National�Health�Service�Trusts�to�

undertake�any�functions�[32]:�

 On�any�matter�except�xenotransplantation,�surrogacy�agreements,�

embryology�or�human�genetics�[33].�

 By�any�instrument�(e.g.�a�letter)�or�regulation�[27]�

Directions�can�be�generic�in�nature�[34]�.�The�Welsh�Ministers�have�the�

power�to�vary�or�revoke�directions�[103].�

The�two�Special�Health�Authorities�in�Wales�are:�

 Health�Education�and�Improvement�Wales�(HEIW)�[63]�

 Digital�Health�and�Care�Wales�[66]�

The�Welsh�Ministers�can�directions�a�Special�Health�Authority�to�

undertake�any�functions�[35]:�

 On�any�matter�except�xenotransplantation,�surrogacy�agreements,�

embryology�or�human�genetics�[37].�

 By�any�instrument�(e.g.�a�letter)�or�regulation�[27].�

Directions�can�be�generic�in�nature�[36]�and�can�take�the�form�of�either�a�

regulation�or�an�instrument�in�writing�

The�Welsh�Ministers�may�also�direct�a�Special�Health�Authority�to�exercise�

any�of�the�functions�of�the�Welsh�Ministers�relating�to�the�health�service�

[39].�In�such�circumstances:�

 Directions�can�in�most�circumstances�take�the�form�of�either�a�

regulation�or�an�instrument�in�writing�[27],�however�there�are�

exceptions�whereby�certain�provisions�may�only�be�made�by�

regulation�[102].�

 Where�a�body�is�directed�to�perform�the�functions�of�Ministers�of�

the�Crown,�this�is�referred�to�as�‘devolution’�of�power�[95]�and�the�

Authority�acts�as�a�government�department�when�exercising�those�

functions�[97].�
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Welsh�Ministers�have�the�power�to�vary�or�revoke�directions�[103].�

The�eąect�of�statutory�functions�

Where�each�of�these�bodies�has�a�statutory�function�to�undertake�a�

particular�task�the�sharing�of�information�with�that�body�to�undertake�

that�task�will�be�lawful�at�common�law�[73].�

Lawful�use�of�data�by�NHS�England�- ‘Section�255�requests’�

Section�255�of�the�Health�and�Social�Care�Act�2012:�

 Creates�a�statutory�mechanism�by�which�any�person�can�request�

that�NHS�England�establish�and�operate�a�system�for�the�collection�

or�analysis�of�information�on�their�behalf�[105].�

 It�must�be�necessary�or�expedient�for�the�exercise�of�functions,�or�

carrying�out�of�activities,�in�connection�with�the�provision�of�health�

care�or�adult�social�care�[106].�

 NHS�England�is�consulted�on�the�proposed�request�before�the�

request�is�made�[107].�

 Non�mandatory�requests,�such�as�those�undertake�by�devolved�

authorities�are�only�accepted�at�the�discretion�of�NHS�England�

[108],�who�must�consider:�

 Whether�the�request�would�unreasonably�interfere�with�its�

functions�[109];�and�

 May�take�into�account�the�extent�to�which�the�requestor�has�

considered�NHS�England’s�Code�of�Practice�[110];�or�

 Any�advice�and�guidance�given�by�NHS�England�in�connection�with�

the�request�[111].�

‘A�Confidential�Collection�Request’�is�the�term�used�to�describe�a�request�

where�the�information�collected�identifies�any�individual�that�is�not�

providing�health�or�adult�social�care�(i.e.�a�service�user)�[112]�or�enables�

their�identity�to�be�ascertained�[113].�Public�Authorities�in�Wales�can�only�

make�a�confidential�collection�request�where:�
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 Where�the�person�making�the�request�can�require�the�information�

to�be�disclosed�to�them�or�NHS�England�[114]�

 Where�the�information�can�be�lawfully�disclosed�to�NHS�England�or�

the�requestor�[115].�

NHS�England�can�use�its�discretion:�

 To�publish�any�information�it�receives�in�complying�with�a�s255�

request�[116]�in�certain�circumstances�[117]�where�he�dissemination�

is�for�purposes�connected�with:�

 The�provision�of�health�care�or�adult�social�care�[118],�or�

 The�promotion�of�health�[119].�

 To�make�information�available�to�any�person�to�who�the�information�

could�have�been�lawfully�disclosed�to�by�the�person�supplying�NHS�

England�[120],�

Any�person�making�a�section�255�request�may�request�that�NHS�England:�

 Disseminate�information�in�line�with�its�discretionary�power�[123]�or�

any�other�power�of�dissemination�it�has�or�may�have�[124]�

stipulating�the�recipients�manner�and�timing�of�the�dissemination�

[122].�

 Do�not�disseminate�information�in�line�with�its�statutory�functions�

[121]�as�relate�to�publication�[122].�

The�Human�Rights�Act�1998�

The�Human�Rights�Act:�

 Applies�to�bodies�undertaking�tasks�of�a�public�nature�regardless�of�

whether�these�are�bodies�created�by�statute�[131]�

 Does�not�apply�to�bodies�undertaking�tasks�of�a�private�nature�

[132].�

 Whether�a�function�is�public�or�private�will�depend�on�the�types�of�

arrangements�in�place�[133].�
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When�exercising�statutory�powers,�a�body�may�be�acting�unlawfully�if�

they:�

 Act�in�a�way�that�is�incompatible�with�a�Convention�Right�[129]�or�

 Omits�to�act�in�a�way�that�is�compatible�with�a�convention�right�

[130]�

Insofar�as�the�Duty�of�Confidence�is�concerned,�two�human�rights�usually�

apply,�namely:�

 Article�8:�Right�to�respect�for�private�and�family�life,�and�

 Article�10:�Freedom�of�Expression.�

Rights�are�subject�to�a�balancing�act�to�determine�whether�the�

individual’s�right�to�privacy�is�outweighed�by�the�right�of�freedom�of�

expression�of�the�other�person�[135].�

A�Public�Authority�is�not�acting�unlawfully�where:�

 They�act�in�accordance�with�the�law�and�is�necessary�in�a�

democratic�society�in�the�interests�of:�

 National�security,�public�safety�or�the�economic�well-being�

of�the�country,�

 For�the�prevention�of�disorder�or�crime,�

 For�the�protection�of�health�or�morals,�or�

 For�the�protection�of�the�rights�and�freedoms�of�others�

[136].’�

 Primary�legislation�prevents�them�from�acting�in�any�other�way�[28]�

or�

 The�Public�Authority�is�acting�in�accordance�with�secondary�

legislation�and�that�the�provisions�of�that�legislation�cannot�be�

interpreted�in�a�way�which�is�compatible�with�the�Convention�

rights�[29]�
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7.� Central�digital�functions�in�Wales:�A�case�study�

7.1� Digital�Health�and�Care�Wales�

7.1.1� Introduction�

This�section�expands�on�the�information�contained�in�chapters�5�and�6�to�

explain�how�data�can�be�lawfully�disclosed�to�Digital�Health�and�Care�

Wales�as�the�central�digital�and�data�body�in�Wales.�It�is�not�proposed�to�

analyse�the�historical�origins�of�organisations�in�any�more�detail�than�is�

relevant�to�those�provisions�that�are�in�place.�

7.1.2� Establishment�of�Digital�Health�and�Care�Wales�

7.1.2.1� The�Establishment�Order�

In�accordance�with�the�powers�granted�to�Welsh�Ministers�by�Section�22�

of�the�National�Health�Service�(Wales)�Act�2006,�the�Welsh�Ministers,�by�

Order,�created�a�Special�Health�Authority�known�as�Digital�Health�and�

Care�Wales�[375].�The�new�body�was�established�on�the�30th�of�December�

2020�[442].�The�staą,�property�and�liabilities�of�the�NHS�Wales�Informatics�

Service,�a�department�of�Velindre�NHS�Trust,�termed�a�‘hosted�

organisation’,�but�in�reality,�not�established�by�any�instrument�were�

transferred�by�a�separate�instrument�with�eąect�of�the�1st�of�April�2021.�

The�staą�from�this�department�were�transferred�on�the�1st�of�April�2021�

[443].�

Digital�Health�and�Care�Wales�have�a�number�of�core�functions�set�out�in�

its�Establishment�Order.�

189�



 

 

       

 

           
    

        
      
          

 
           

       
          
           

     
             

     
 

         

            

              

             

      

 

             

            

            

            

               

            

     

 
        

 

             

          

 

           

             

      

 

Article�3�of�the�Establishment�Order�states:�

‘DHCW�is�to�exercise�such�functions�as�the�Welsh�Ministers�may�
direct�in�connection�with—�
(a)�The�provision,�design,�management,�development�and�delivery�
of�digital�platforms,�systems�and�services.�
(b)�The�collection,�analysis,�use�and�dissemination�of�health�service�
data.�
(c)�The�provision�of�advice�and�guidance�to�the�Welsh�Ministers�
about�improving�digital�platforms,�systems�and�services.�
(d)�Supporting�bodies�and�persons�identified�in�directions�given�by�
the�Welsh�Ministers�to�DHCW�in�relation�to�matters�relevant�to�
digital�platforms,�systems�and�services.�
(e)�Any�other�matter�so�as�to�secure�the�provision�or�promotion�of�
services�under�the�Act�[444].’�

Interestingly,�as�with�the�Establishment�Order�for�Health�Education�

Improvement�Wales,�the�Order�doesn’t�specify�that�the�list�of�activities�in�

Article�3�are�functions�of�Digital�Health�and�Care�Wales.�It�states�that�the�

list�of�activities�are�the�types�of�function�that�the�Welsh�Ministers�may�

direct�it�to�undertake�[444].�

As�this�is�in�the�Establishment�Order�however,�it�could�be�inferred�that�

these�are�functional�responsibilities�of�the�organisation�on�the�day�it�was�

established�[254].�In�any�case�the�functions�of�an�organisation�are�not�

limited�by�the�text�of�the�Establishment�Order�and�the�Welsh�Ministers�

can�direct�Digital�Health�and�Care�Wales�as�to�the�exercise�of�any�of�any�

of�its�functions�[445],�or�those�functions�of�the�Welsh�Ministers�relating�

to�the�health�service�[446].�

7.1.2.2� Digital�Health�and�Care�Wales:�directions�

The�first�two�directions�issued�to�Digital�Health�and�Care�Wales�provide�an�

interesting�backdrop�to�the�core�functions�of�the�organisation.�

The�Digital�Health�and�Care�Wales�Directions�2020�[447]�provides�some�

dialogue�on�the�preparatory�functions�that�needed�to�be�in�place�on�the�

establishment�of�the�organisation�[448].�
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The�second�set�of�directions�that�were�issued�to�Digital�Health�and�Care�

Wales�were�The�Digital�Health�and�Care�Wales�(No.2)�Directions�2021�

[449].�These�outline�the�functions�of�Digital�Health�and�Care�Wales�as�a�

Special�Health�Authority.�

Paragraph�3�of�The�Digital�Health�and�Care�Wales�(No.2)�Directions�2021�

provide�directions�to�Digital�Health�and�Care�Wales�as�follows:�

‘(1)�In�order�to�secure�the�provision�or�promotion�of�eąective�digital�
platforms,�systems�and�services�the�Welsh�Ministers�direct�DHCW�
to—�
(a)�design,�develop�and�deliver,�either�directly�or�by�entering�into�
arrangements�with�others,�digital�platforms,�systems�and�services.�
(b)�support�and�assist�others�in�the�design,�development�and�
delivery�of�digital�platforms,�systems�and�services.�
(c)�support�the�development�and�implementation�of�common�
standards�for�digital�platforms,�systems�and�services.�
(d)�advise�and�assist�the�Welsh�Ministers�in�relation�to�the�security�
of�digital�platforms,�systems,�services�and�health�service�data.�
(e)�support�the�development�of�the�digital�workforce�through�
education,�training�and�promotion�of�professional�standards.�

(2)�DHCW�may�do�anything�which�is�calculated�to�facilitate,�or�is�
conducive�or�incidental�to,�the�discharge�of�its�functions�[450].�

Paragraph�2�of�The�Digital�Health�and�Care�Wales�(No.2)�Directions�2021�

defines�“digital�platforms,�systems�and�services”�as�meaning:�

‘...hardware,�software�and�other�arrangements�for�the�digital�
collection,�storage,�processing,�analysis,�use�and�dissemination�of�
health�service�data�[451].’�

“Health�service�data”�is�further�defined�as�meaning:�

‘...data�processed�for�or�in�connection�with�the�provision�or�
promotion�of�services�under�the�Act�[451].’�

Paragraph�2�also�specifies�that�references�to�‘the�Act’�refers�to�the�

National�Health�Service�(Wales)�Act�2006�[451].�
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For�completeness,�it�is�also�worth�noting�that�the�term�‘digital�workforce’�

refers�to:�

‘…those�who�are�employed�or�engaged,�or�considering�becoming�
employed�or�engaged,�in�the�design,�development,�or�delivery�of�
digital�platforms,�systems�and�services�[451].’�

The�first�observation�that�can�be�made�is�how�general�the�directions�are�

for�the�functions�to�be�undertaken�Digital�Health�and�Care�Wales.�

Directions�made�under�Section�254�of�the�Health�and�Social�Care�Act�are�

much�more�detailed�and�relate�to�separate�services10�.�The�Health�and�

Social�Care�Act�2012�as�applies�to�NHS�England�is�very�specific�that�a�

description�of�the�service�must�be�included�in�the�Direction�[452].�There�

are�also�other�procedural�provisions�contained�within�the�Act�[453].�

Section�23(1)�of�the�Nation�Health�Service�(Wales)�Act�2006�however�

simply�provides�in�Section�23(1)�that:�

‘The�Welsh�Ministers�may�give�directions�to�a�Special�Health�
Authority�about�its�exercise�of�any�functions�[454].’�

Unlike�the�directions�that�are�made�to�NHS�England�in�relation�to�digital�

services�and�the�use�of�data�under�Section�254�of�the�Health�and�Social�

Care�Act�that�require�directions�in�a�granular�form�[452]�with�certain�

procedural�requirements�to�be�followed�[453],�Section�23(3)�of�the�

National�Health�Service�(Wales)�Act�2006�provides:�

‘Nothing�in�provision�made�by�or�under�this�or�any�other�Act�aąects�
the�generality�of�subsection�(1)�[455].’�

This�is�a�significantly�diąerent�approach,�and�it�could�be�suggested�that�

this�provides�more�flexibility�and�less�bureaucracy�in�ensuring�data�is�

10�See�for�example�an�A�to�Z�of�Secretary�of�State�Directions�listed�on�the�NHS�England�
Website:�https://digital.nhs.uk/about-nhs-digital/corporate-information-and-
documents/directions-and-data-provision-notices/secretary-of-state-
directions/secretary-of-state-directions-a-z�last�visited�5/10/2024�
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made�available�to�respond�to�the�needs�of�the�health�service�in�a�timely�

manner.�

Paragraph�3(2)�of�The�Digital�Health�and�Care�Wales�(No.2)�Directions�

2021�further�emphasised�that�the�wide�scope�of�functions�to�be�

undertaken�by�Digital�Health�and�Care�Wales�in�stating:�

‘DHCW�may�do�anything�which�is�calculated�to�facilitate,�or�is�
conducive�or�incidental�to,�the�discharge�of�its�functions�[456].’�

This�provides�significant�autonomy�in�relation�to�the�way�Digital�Health�

and�Care�Wales�can�conduct�itself�in�performing�these�functions.�The�

general�nature�of�this�autonomy�permitted�by�the�Parent�Act�[455].�

7.1.3� The�duty�of�confidence�and�the�functions�of�Digital�

Health�and�Care�Wales�

7.1.3.1� The�basics�

The�purpose�of�defining�the�operation�of�the�National�Health�Service�in�

Wales,�and�particularly�Digital�Health�and�Care�Wales�as�a�central�body�for�

digital�functions�is�to�clarify�how�the�bodies�operate,�and�to�demonstrate�

the�lawfulness�of�data�sharing�despite�the�duty�of�confidence.�

It�has�already�been�established�that�Digital�Health�and�Care�Wales�has�a�

very�broad�set�of�functions,�and�a�significant�amount�of�autonomy�in�the�

way�that�the�functions�are�exercised.�Where�an�organisation�is�acting�in�

line�with�its�general�functions,�even�where�data�is�not�referenced,�that�

organisation�can�lawfully�have�information�disclosed�to�it�[381].�
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7.1.3.2� Functions�and�the�duty�of�confidence�

The�author�of�this�thesis�is�employed�by�Digital�Health�and�Care�Wales�in�

the�field�of�information�governance�and�has�an�in-depth�professional�

knowledge�of�the�digital�platforms,�systems�and�services�provided�by�the�

organisation.�Some�of�the�information�that�follows�is�not�published�in�the�

level�of�detail�provided�and�therefore�no�reference�sources�can�be�

included�in�this�regard�to�provide�any�person�reading�with�further�

information.�More�general�information�is�however�provided�on�the�website�

of�Digital�Health�and�Care�Wales�in�a�form�that�can�be�understood�by�the�

public11�.�

The�two�functions�that�are�to�be�considered�in�this�case�study�are�the�role�

of�Digital�Health�and�Care�Wales�in:�

 Creating�information�systems;�and�

 Collecting�and�disseminating�data.�

Other�functions�undertaken�by�Digital�Health�and�Care�Wales,�while�

forming�part�of�its�purpose,�and�where�processing�data�that�is�subject�to�

the�duty�of�confidence,�will�not�be�considered.�A�separate�and�detailed�

study�of�these�functions�would�be�useful�as�a�separate�exercise.�

Other�regulatory�or�statutory�considerations�are�also�out�of�scope,�and�

the�common�law�duty�of�confidence�is�the�only�element�of�the�law�that�

will�be�considered�in�this�section.�

It�could�be�argued�that�there�is�artificial�to�distinguish�between�the�

creation�of�information�systems�and�the�collection�and�dissemination�of�

data�and�therefore�the�provisions�are�considered�on�the�whole.�

11�The�Digital�Health�and�Care�Wales�website�is�available�at:�https://dhcw.nhs.wales�
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Both�the�collection�of�data�in�systems�that�hold�records�of�the�patients�

interactions�with�the�health�service�and�those�collections�of�specific�

datasets�in�DHCW�have�a�clear�basis�as�a�function�of�Digital�Health�and�

Care�Wales�under�Paragraph�3�of�The�Digital�Health�and�Care�Wales�(No.2)�

Directions�2021�[448].�The�systems�that�are�designed�and�developed�to�

provide�front�line�care�to�patients�throughout�Wales,�also�have�a�clear�

basis�under�the�same�directions.�

Paragraph�3(1)(a)�provides�that,�“In�order�to�secure�the�provision�or�

promotion�of�eąective�digital�platforms,�systems�and�services�[227]”�the�

Welsh�Ministers�direct�Digital�Health�and�Care�Wales�to:�

‘Design,�develop�and�deliver,�either�directly�or�by�entering�into�
arrangements�with�others,�digital�platforms,�systems�and�services�
[457].’�

Bearing�in�mind�the�definition�of�digital�platforms,�systems�and�services�

in�paragraph�2,�this�is�not�limited�to�the�work�that�Digital�Health�and�Care�

Wales�undertakes.�The�organisation�has�a�function�to�support�and�assist�

others�in�establishing�digital�platforms,�systems�and�services�to:�

‘Support�and�assist�others�in�the�design,�development�and�delivery�
of�digital�platforms,�systems�and�services�[458].’�

The�first�observation�to�be�made�in�assessing�the�scope�of�these�

provisions�relates�to�the�definition�of�“digital�platforms,�systems�and�

services”.�This�is�defined�as�relating�to:�

‘...hardware,�software�and�other�arrangements�for�the�digital�
collection,�storage,�processing,�analysis,�use�and�dissemination�of�
health�service�data�[459].’�

This�has�a�very�wide�scope�and�could�include�almost�anything�that�Digital�

Health�and�Care�Wales�may�decide�to�do.�

Arguable�any�functions�that�fall�outside�of�the�direct�provision�or�

promotion�of�digital�platforms,�systems�and�services,�but�could�be�seen�
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as�necessary�for�any�reason�could�be�construed�as�an�implied�function�

[381].�An�example�of�this�is�the�National�Intelligent�Integrated�Audit�

System,�that�provides�automated�audit�functionality�to�detect�potential�

confidentiality�breaches�by�staą�accessing�patient�records.�

Notwithstanding�the�more�obvious�functions�that�may�be�implied�by�the�

directions,�Digital�Health�and�Care�Wales�nevertheless�has�significant�

autonomy�in�undertaking�any�function�as�provided�by�Paragraph�3(2)�of�

The�Digital�Health�and�Care�Wales�(No.2)�Directions�2021�which�provides�

that:�

‘DHCW�may�do�anything�which�is�calculated�to�facilitate,�or�is�
conducive�or�incidental�to,�the�discharge�of�its�functions�[460].’�

It�is�clear�that�the�creation�of�any�digital�service�in�relation�to�the�health�

service,�including�clinical�systems�is�within�scope�of�Digital�Health�and�

Care�Wales.�With�regard�repositories�of�data,�Information�services�to�

include�maintaining�a�central�repository�of�data�is�within�scope�of�the�

function�of�‘services’�that�are�secured�[459].�Such�services�can�be�

delivered�by�Digital�Health�and�Care�Wales,�or�by�a�third�party.�Where�data�

is�being�collected�in�line�with�this�purpose�however,�it�is�important�to�

note�that�such�a�collection�is�to�secure�the�provision�or�promotion�of�

digital�platforms,�systems,�and�services�[227].�

Paragraph�3(3)�of�The�Digital�Health�and�Care�Wales�(No.2)�Directions�

2021�permits�Digital�Health�and�Care�Wales�to�advise�and�make�

recommendations�in�relation�to�any�of�its�functions�[461].�This�suggests�

the�need�for�proactive�engagement�with�Welsh�Government�in�relation�to�

operational�tasks.�

Paragraph�3(4)�provides�that:�

‘In�exercising�its�functions,�DHCW�must�not�disclose�information�if�
disclosure�of�the�information�is�prohibited�by�any�enactment�or�
other�rule�of�law�[462].’�
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The�use�of�the�word�‘prohibited’�could�need�further�clarification.�The�word�

‘prohibited’�could�suggest�that�disclosure�needs�to�be�expressly�

prohibited�by�an�enactment�or�other�rule�of�law.�Another�approach�would�

be�to�consider�that�the�word�‘prohibited’�would�relate�to�any�circumstance�

in�which�disclosure�would�be�unlawful.�There�is�no�case�law�on�this,�

however,�the�Parent�Act,�the�National�Health�Service�(Wales)�Act�2006,�

does�provide�some�guidance.�

Section�140(6),�as�relates�to�disclosures�of�documentation,�and�

information�held�by�or�on�behalf�of�Welsh�Ministers,�provisions�outside�of�

the�scope�of�this�thesis,�provides�that:�

‘Information�to�which�this�section�applies�may�be�disclosed�in�
accordance�with�subsection�(3)�despite�any�obligation�of�
confidence�that�would�otherwise�prohibit�or�restrict�the�disclosure�
[463].’�

The�use�of�the�word�‘prohibit’�in�this�context�in�the�National�Health�

Service�(Wales)�Act�2006�suggests�that�the�obligation�of�confidence�itself�

prohibits�disclosure�of�information.�In�the�case�of�paragraph�3(4)�

therefore,�it�is�inferred�that�the�word�‘prohibited’�refers�to�the�act�of�an�

unlawful�disclosure,�and�not�having�a�specific�restriction�on�sharing�

specific�information.�

Arguably,�acting�lawfully�is�an�obligation�placed�on�every�person,�

including�legal�persons�such�as�a�Special�Health�Authority.�It�therefore�

stands�to�reason�that�Digital�Health�and�Care�Wales�should�not�disclose�

information�where�a�disclosure�is�unlawful.�Of�course,�such�a�prohibition�

would�not�apply�where�Digital�Health�and�Care�Wales�has�a�lawful�excuse,�

or�another�body�has�a�lawful�reason�to�receive�the�information,�such�as�

receiving�the�information�in�accordance�with�its�statutory�functions.�

Obligations�in�relation�to�service�improvement�by�Digital�Health�and�Care�

Wales�under�Paragraph�4�of�The�Digital�Health�and�Care�Wales�(No.2)�

Directions�2021�are�out�of�scope�of�this�thesis.�

197�



 

 

 

 

       

 

         

    

 

               

           

             

           

             

           

       

 

           

          

            

              

           

             

  

 

             

              

             

               

          

             

              

        

 

          

          

7.1.4� DiĆculties�with�the�established�model�

7.1.4.1� Issues�Obtaining�Data�from�statutory�NHS�organisations�

to�perform�core�functions�

As�outlined�above,�Digital�Health�and�Care�Wales�[1]�has�a�clear�remit�in�its�

establishment�order�[2]�and�has�express�functions�set�out�in�directions�

[5],�that�can�be�legitimately�applied�in�the�most�general�sense�[11]�with�

autonomy�[6].�In�law,�when�performing�these�functions,�Digital�Health�and�

Care�Wales�can�lawfully�have�information�disclosed�to�it�[13].�The�only�

prohibition�relates�to�any�disclosure�by�Digital�Health�and�Care�Wales�

where�this�is�prohibited�by�law�[21].�

While�this�prima�facie�appears�not�to�be�a�problematic�position,�

misunderstandings�as�to�how�information�subject�to�the�duty�of�

confidence�can�be�disclosed�to�Digital�Health�and�Care�Wales�will�continue�

to�be�an�issue�[16]�particularly�where�there�is�no�clear�statutory�

requirement�to�disclose�data.�NHS�England,�for�example�have�powers�that�

enable�them�to�require�that�data�be�provided�to�it�to�undertake�its�

statutory�functions.�

Section�259�of�the�Health�and�Social�Care�Act�2012�enables�NHS�England�

to�require�[464]�that�any�health�and�social�care�body�[465]�or�any�person�

other�than�a�public�service�body�providing�services�on�behalf�of�a�public�

body�in�health�or�adult�social�care�in�England�[466]�to�provide�it�with�any�

information�that�they�consider�‘necessary�or�expedient�for�NHS�England�

to�have’�in�relation�to�functions�carried�out�under�the�relevant�chapter�of�

the�Health�and�Social�Care�Act�2012�[467].�They�can�also�request�of�any�

other�person�to�provide�it�with�information�[468].�

The�approach�to�confidentiality�taken�by�the�health�professions,�impose�

specific�approaches�to�confidentiality�that�extend�beyond�the�scope�of�
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the�common�law�requirements�[16].�These�are�often�imposed�upon�a�

healthcare�professional�acting�in�their�clinical�capacity�[17]�and�not�upon�

the�organisation�acting�in�line�with�their�statutory�function.�

While�relationships�with�Health�Boards�and�NHS�Trusts�in�Wales�may�

enable�constructive�discussions�to�take�place�to�ensure�that�data�is�

shared�for�the�mutual�benefit�of�patients,�in�the�event�a�Health�Board�or�

NHS�Trust�refused�to�share�on�the�basis�that�they�were�unsure�of�the�law,�

this�could�delay,�or�even�result�in�programmes�or�projects�set�up�to�

benefit�patients�being�closed�down�before�achieving�their�aim,�having�

also�accumulated�costs.�

7.1.4.2� Issues�obtaining�data�from�primary�care�contractors�

such�as�GPs�

Where�data�is�stored�in�the�systems�of�those�providing�NHS�services�such�

as�in�GP�surgeries,�or�in�community�pharmacies,�despite�any�lawful�

excuse�that�Digital�Health�and�Care�Wales�may�have�to�receive�that�data,�

there�is�no�direct�provision�in�legislation�that�requires�that�this�be�

provided�to�Digital�Health�and�Care�Wales.�In�any�case,�it�may�be�

impractical�in�communicating�with�each�primary�care�contractor.�

There�are�however�options�to�require�data�be�provided.�The�examples�

provided�relate�to�General�Practice�information.�

The�operation�of�GP�services�in�Wales�is,�at�time�of�writing,�regulated�by�

The�National�Health�Service�(General�Medical�Services�Contracts)�(Wales)�

Regulations�2023�[439].�

Paragraph�85�of�Schedule�3�to�the�Regulations�provides�that:�

‘(1)�Subject�to�sub-paragraph�(2),�the�contractor�must,�at�the�
request�of�the�Local�Health�Board,�produce�to�the�Local�Health�
Board�or�to�a�person�authorised�in�writing�by�the�Local�Health�
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Board,�or�allow�the�Local�Health�Board�or�a�person�authorised�in�
writing�by�it,�to�access—�

(a)�any�information�which�is�reasonably�required�by�the�Local�
Health�Board�for�the�purposes�of�or�in�connection�with�the�
contract,�and�
(b)�any�other�information�which�is�reasonably�required�in�
connection�with�the�Local�Health�Board�functions.�

(2)�The�contractor�is�not�required�to�comply�with�any�request�made�
in�accordance�with�sub-paragraph�(1)�unless�it�has�been�made�by�
the�Local�Health�Board�in�accordance�with�directions�relating�to�
the�provision�of�information�by�contractors�given�to�it�by�the�Welsh�
Ministers�under�section�12(3)�of�the�Act.�

(3)�The�contractor�must�produce�the�information�requested,�or,�as�
the�case�may�be,�allow�the�Local�Health�Board�access�to�that�
information—�
(a)by�a�date�agreed�as�reasonable�between�the�contractor�and�the�
Local�Health�Board,�or�
(b)in�the�absence�of�such�agreement,�within�28�days�beginning�
with�the�date�the�request�is�made�[470].’�

To�mandate�a�collection�of�data�from�general�practice�therefore�the�

following�steps�must�be�undertaken:�

Step�one:� The�Welsh�Ministers�must�direct�the�Local�Health�Board�in�

accordance�with�the�provisions�of�Section�12(3)�of�the�

National�Health�Services�(Wales)�Act�2006�to�request�from�

GPs�that�information�required,�and�to�authorise�DHCW�

access�to�the�information�[471].�

Step�two:� The�Local�Health�Board�must�then�write�to�the�GPs�to�require�

them�to�provide�information�required�in�connection�with�

general�Local�Health�Board�functions�and�authorising�it�to�be�

disclosed�to�Digital�Health�and�Care�Wales�[472].�

Step�three:�The�information�must�be�provided�within�in�28�days�of�the�

request�[473]�or�at�a�data�agreed�as�reasonable�between�the�

contractor�and�Local�Health�Board�[474].�As�a�side�note,�it�

may�be�diĆcult�for�Local�Health�Boards�to�agree�with�every�
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GP�practice�on�a�date�to�supply�information,�given�the�

number�of�GP�practices,�and�therefore�it�may�be�easier�not�to�

specify�a�date�and�receive�the�data�in�the�twenty-eight-day�

limit.�This�said,�the�provision�of�agreeing�a�date�with�

contractors�is�a�useful�provision�should�a�GP�practice�seek�

more�time.�

From�the�information�above,�it�can�be�observed�that�this�process�is�only�

practical�for�the�extraction�of�data�requests�on�an�ad�hoc�basis.�While�it�is�

possible�that�such�a�process�could�be�utilised�on�a�regular�basis�to�

acquire�datasets,�this�is�very�bureaucratic.�

The�next�section�looks�at�how�it�may�be�possible�for�Digital�Health�and�

Care�Wales�to�lawfully�require�data�in�line�with�existing�enactments�as�

apply�to�Wales.�

7.1.5� Solutions�to�data�provision�for�Digital�Health�and�Care�

Wales�

7.1.5.1� Introduction�

It�is�not�proposed�to�explore�the�legislative�competence�of�the�Welsh�

Parliament�in�this�thesis�to�create�statutory�provision.�This�section�

explores�the�existing�powers�available�to�the�Welsh�Ministers,�and�how�

they�could�be�utilised�to�streamline�data�provision�to�Digital�Health�and�

Care�Wales.�

While�there�may�be�other�options,�two�methods�by�which�information�

could�be�required�from�Local�Health�Boards,�National�Health�Service�

Trusts,�and�other�NHS�organisations�will�be�considered.�The�first�relates�to�

General�Practice,�and�in�particular�amendments�that�could�be�made�to�

The�National�Health�Service�(General�Medical�Services�Contracts)�(Wales)�

Regulations�2023�or�included�in�any�Regulations�that�replace�them.�The�

second�relates�to�the�Welsh�Ministers�existing�powers�in�making�

201�



 

 

           

           

 

         

 

            

              

           

      

 

        

           

           

         

             

          

           

            

            

             

           

          

       

 

            
            

        
            

           
   

 
         

         
 

                

             

             

directions�in�conjunction�with�the�power�to�make�Regulations�for�medical�

purposes�under�section�251�of�the�National�Health�Service�Act�2006.�

7.1.5.2� Utilising�provision�in�the�‘GMS�Contact�Regulations’�

In�relation�to�General�Medical�Services,�a�requirement�for�GP�practices�to�

provide�data�to�Digital�Health�and�Care�Wales�could�be�provided�for�in�an�

update�to,�or�replacement�of�The�National�Health�Service�(General�Medical�

Services�Contracts)�(Wales)�Regulations�2023�[439].�

The�National�Health�Service�(General�Medical�Services�Contracts)�

Regulations�2015�[475]�as�applies�to�general�practice�in�England,�provides�

a�similar�clause�to�that�in�National�Health�Service�(General�Medical�

Services�Contracts)�(Wales)�Regulations�2023�[439]�as�enables�Local�

Health�Boards�to�require�data�[470].�In�the�English�Regulations�there�is�a�

provision�to�enable�NHS�England�to�centrally�require�information�be�

supplied�[476].�As�previously�noted,�this�approach�is�very�bureaucratic.�A�

more�convenient�option�would�be�to�identify�the�appropriate�flow�of�data�

required�for�specific�functions�and�to�provide�data�is�supplied�to�fulfil�

those�functions.�There�is�a�precedent�for�this.�Paragraph�79�of�Schedule�3�

of�the�in�The�National�Health�Service�(General�Medical�Services�Contracts)�

(Wales)�Regulations�2023�[439]�provides�for�the�automated�retrieval�of�

information�from�the�GP�system�as�follows:�

‘(1)�Subject�to�paragraph�(2),�a�contractor�must,�in�any�case�where�
there�is�a�change�to�the�information�included�in�a�patient’s�medical�
record,�enable�the�automated�retrieval�of�summary�information�
from�the�Welsh�GP�Record�(WGPR)�and�the�NHS�Wales�App,�when�
the�change�occurs,�using�approved�systems�provided�to�it�by�the�
Local�Health�Board.�

(2)�The�enabling�of�automated�retrieval�of�summary�information�
from�the�WGPR�must�be�for�clinical�use�[477].’�

It�could�be�argued�that�in�having�a�lawful�basis�to�hold�GP�data�in�the�

exercise�of�its�functions,�that�once�received,�it�could�be�used�for�other�

purposes�that�form�part�of�Digital�Health�and�Care�Wales’s�functions�[12].�
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This�however�may�not�be�an�appropriate�solution�to�the�issue�from�the�

perspective�of�the�Welsh�Government,�or�in�terms�of�what�the�GP�

community�may�consider�appropriate.�

7.1.5.3� Creating�Regulations�giving�Digital�Health�and�Care�Wales�

autonomy�

The�second�method�is�more�complex.�In�the�previous�chapter�the�

potential�to�create�Regulation�under�the�provisions�of�section�251(1)�of�

the�National�Health�Service�Act�2006�was�discussed,�and�in�particular�in�

relation�to�any�patient�information�[257],�including�Confidential�Patient�

Information�[258].�Section�251(1)�of�the�National�Health�Service�(Wales)�

Act�2006�provides�that�the:�

‘Secretary�of�State�may�by�Regulations�make�such�provision�for�
and�in�connection�with�requiring�or�regulating�the�processing�of�
prescribed�patient�information�for�medical�purposes�as�he�
considers�necessary�or�expedient—�
(a)�in�the�interests�of�improving�patient�care,�or�
(b)�in�the�public�interest�[251].’�

While�there�are�many�diąerent�types�of�activities�that�can�be�regulated,�

such�as,�for�example,�communication’s�[259],�only�the�issue�as�relates�to�

data�provision�of�data�to�Digital�Health�and�Care�Wales�will�be�considered�

in�this�section.�

Regulations�under�Section�251(1)�of�the�National�Health�Service�Act�2006�

can�require�the�provision�of�data�for�medical�purposes�as�defined�by�

Section�251(12)�of�the�Act�[252]�or�for�the�management�or�planning�of�

health�and�social�care�services.�Prescribed�conditions�could�be�put�in�

place�on�this�type�of�disclosure�[263],�such�as�the�implementation�of�

safeguards,�or�a�privacy�committee�to�assure�patients�and�the�public.�

Under�the�Regulations,�the�Welsh�Ministers�must�consider�subjectively�

that�the�provisions�contained�in�the�Regulations�are�“necessary�or�
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expedient�[251]”�in�the�interests�of�improving�patient�care�[478],�or�in�the�

public�interest�[479].�This�is�something�for�consideration�by�the�Welsh�

Ministers,�but�it�could�be�argued�that�an�aĆrmative�conclusion�could�be�

made�in�this�regard�given�the�importance�of�data�in�relation�to�the�

strategic�benefits�of�a�national�NHS.�

There�is�also�a�requirement�that�Regulations�should�only�make�provision�

where�this�is�reasonably�practical�in�the�circumstances�[253].�Given�the�

complexity�of�the�National�Health�Service,�providing�instructions�by�

specific�directions�every�time�a�data�set�was�required�could�be�a�

bureaucratic�process,�involving�a�lot�of�people,�and�significant�cost.�While�

a�statutory�function�can�mean�that�there�is�no�breach�of�confidence,�for�

the�purpose�of�the�UK�GDPR,�each�organisation�is�Controller�of�this�data,�

and�another�organisation,�while�having�a�statutory�function�would�not�

have�access�to�data.�Such�Regulations�could�therefore�be�justified�in�that�

acquiring�this�data�is�not�reasonably�practicable�in�the�circumstances�

[253].�

Regulations�under�Section�251(1)�must�not�solely�be�created�for�the�

purpose�of�providing�care�and�treatment�for�individuals.�A�body�such�as�

Digital�Health�and�Care�Wales�that�undertakes�digital�and�data�functions�

would�not�determine�“the�care�and�treatment�to�be�given�to�particular�

individuals�[255]”,�and�while�information�may�be�used�to�determine�care�

and�treatment�of�care�and�treatment,�it�would�not�be�solely�used�for�this�

purpose�[255].�It�can�be�noted�at�this�point�that�the�functionality�required�

to�enable�the�Welsh�GP�record�to�be�viewed�in�healthcare�settings�is�a�

provision�already�in�place,�and�the�access�to�the�data�enabled�in�law�by�

The�National�Health�Service�(General�Medical�Services�Contracts)�(Wales)�

Regulations�2023�[477].�

There�are�two�options�in�the�use�of�this�Regulation.�The�first�would�be�that�

those�functions�are�directly�conferred�on�Digital�Health�and�Care�Wales�in�

the�Regulations.�The�second�option�would�be�for�the�Welsh�Ministers�to�

retain�the�power,�and�then�to�direct�Digital�Health�and�Care�Wales�to�
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undertake�these�functions�by�Direction,�under�Section�24(1)�of�the�

National�Health�Service�(Wales)�Act�2006�which�enables�the�Welsh�

Ministers�to�direct�a�Special�Health�Authority�to�exercise�the�functions�of�

the�Welsh�Ministers�in�relation�to�the�Health�Service�[446].�

It�should�be�noted�that�creation�of�new�Regulations�would�not�replace�any�

existing�Regulations�produced�under�Section�251.�If�a�revamp�of�the�

existing�framework�was�however�proposed,�it�could�be�an�option�to�

consolidate�the�provisions�in�a�new�set�of�Regulations.�

7.1.5.4� Provisions�to�set�aside�the�duty�of�confidence�

While�Digital�Health�and�Care�Wales�do�have�general�legal�powers�to�

receive�the�information�lawfully,�in�the�interests�of�certainty,�and�to�

protect�organisations�from�inadvertent�breaches�of�confidence�the�power�

to�set�aside�the�duty�of�confidence�could�be�implemented�in�the�

Regulations�[245].�A�similar�clause�to�that�contained�in�Regulation�4�of�

the�extant�Health�Service�(Control�of�Patient�Information)�Regulations�

[265]�could�be�used.�Another�benefit�in�taking�this�approach�would�be�

that�if�by�complying�with�the�provisions�this�did�in�any�way�operate�

inconsistently�with�the�data�protection�Regulations�[271],�the�setting�

aside�of�the�duty�of�confidence�would�not�be�aąected�[272].�

7.1.5.5� Consultation�

Any�Regulations�created�under�Section�251(1)�must�be�fully�consulted�

upon�[480].�While�the�legal�obligation�rests�on�the�Welsh�Ministers�to�

subjectively�decide�who�should�be�consulted�[480],�it�could�be�suggested�

that�appropriate�bodies�should�include�those�organisations,�contractors�

or�people�aąected�by�the�Regulations,�and�professional�bodies.�
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7.1.5.6� Other�matters�relating�to�potential�Regulation�

It�is�not�proposed�to�discuss�the�merits�or�options�that�could�be�available�

to�create�sanctions�under�Section�251(2)(d)�of�the�National�Health�Service�

(Wales)�Act�2006.�It�could�be�suggested�however�that�sanctions�will�

ensure�compliance�with�any�Regulations�passed.�

Any�Regulations�created�under�Section�251(1)�must�be�reviewed�by�the�

Welsh�Ministers�in�line�with�the�requirements�of�Section�251(5)�within�one�

month�on�the�anniversary�of�the�Regulations�coming�into�force�[481],�As�

part�of�this�process,�the�Welsh�Ministers�must�consider�whether�any�other�

provision�can�be�included�in�Regulations�[481],�and�vary�the�Regulations�

of�make�new�Regulations�to�reflect�these�new�provisions�[482].�

7.2� Disclosures�by�Digital�Health�and�Care�Wales�

While�this�chapter�discusses�the�statutory�powers�of�Digital�Health�and�

Care�Wales�and�how�data�can�be�acquired,�it�is�important�to�note�that�data�

can�also�be�disclosed�to�other�bodies�where�they�have�statutory�

functions�[381].�Where�bodies�are�not�formed�by�a�legal�instrument�that�

creates�powers�however,�the�mechanisms�set�out�in�other�parts�of�this�

thesis�will�still�apply.�For�example,�data�can�be�disclosed:�

 With�the�consent�of�a�person�to�whom�the�data�relates�

 Where�it�is�in�the�public�interest�to�do�so�

 Where�there�is�a�statutory�provision�that�compels�disclosure�

 Where�there�is�provision�that�data�can�be�disclosed�in�other�

legislation,�such�as�there�being�an�approval�to�process�data�under�

Regulation�5�of�the�Control�of�Patient�Information�Regulations.�

206�



 

 

          

   

 

               

            

             

          

      

 

 

     

 

          

             

      

 
          

      
 
            

          

         

       

        

   

            

         

      

          

        

            

          

          

          

      

7.3� Embedding�the�principles�in�working�practices�in�Digital�Health�

and�Care�Wales�

Following�the�submission�of�this�thesis,�a�plan�of�action�is�to�put�in�place�

to�provide�robust�processes�and�guidance�in�place�to�ensure�that�Digital�

Health�and�Care�Wales.�The�work�to�be�undertaken�will�build�on�existing�

good�practice�in�the�organisation�which�has�been�continuously�improved�

utilising�knowledge�gained�through�the�research.�

7.4� Summary�of�Chapter�7�

This�chapter�represents�the�first�comprehensive�academic�text�of�the�

powers�of�Digital�Health�and�Care�Wales�and�how�data�can�be�lawfully�

used�in�line�with�those�powers.�

The�establishment�and�statutory�powers�of�Digital�Health�and�Care�
Wales�can�be�summarised�as�follows:�

 Digital�Health�and�Care�Wales�was�established�on�the�30th�of�

December�2020�[442]�as�a�Special�Health�Authority�by�Order�

[375]�under�powers�provided�to�Welsh�Ministers�under�the�

National�Health�Service�(Wales)�Act�2006�[2]�

 Functional�responsibilities�inferred�[254]�by�the�Establishment�

Order�[444].�

 Functions�of�a�Special�Health�Authority�can�be�set�out�in�

Directions�[454],�and�accordingly�directions�were�issued�[450]�

to�setting�out�its�functions�[8].�

 General�directions�made�under�Section�23�of�the�National�

Health�Service�(Wales)�Act�2006�are�lawful�[455].�

 ‘DHCW�may�do�anything�which�is�calculated�to�facilitate,�or�is�

conducive�or�incidental�to,�the�discharge�of�its�functions�[456].’�

 ‘In�exercising�its�functions,�DHCW�must�not�disclose�information�

if�disclosure�of�the�information�is�prohibited�by�any�enactment�

or�other�rule�of�law�[462].’�
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Table�8�(below)�sets�out�the�main�functions�of�Digital�Health�and�Care�

Wales.�

Design,�develop�and�

deliver�digital�

platforms,�systems�

and�services�[457]�

To�support�and�assist�

others�in�the�design,�

development�and�

delivery�of�digital�

platforms,�systems�and�

services�[458]�

To�support�the�

development�and�

implementation�of�

common�standards�for�

digital�platforms,�systems�

and�services�[14].�

To�advise�and�assist�the�Welsh�

Ministers�in�relation�to�the�security�of�

digital�platforms,�systems,�services�

and�health�service�data�[15].�

To�support�the�development�of�the�

digital�workforce�through�education,�

training�and�promotion�of�

professional�standards�[16]�

Table�8:�DHCW�- Main�Functions�

The�term�‘digital�platforms,�systems�and�services’�relate�to�‘...hardware,�

software�and�other�arrangements�for�the�digital�collection,�storage,�

processing,�analysis,�use�and�dissemination�of�health�service�data�[459].’�

The�following�issues�exist�in�ensuring�that�data�can�be�obtained�by�Digital�

Health�and�Care�Wales:�

 Unlike�powers�that�NHS�England�have�to�require�data�[19]�no�

equivalent�function�exists�in�relation�to�Digital�Health�and�Care�Wales.�

 GP�information�can�only�be�requested�by�the�Local�Health�Board�[470].�

No�provision�exists�for�Digital�Health�and�Care�Wales.�This�can�create�a�

convoluted�process�where:�

 The�Welsh�Ministers�direct�the�Local�Health�Board�[21]�to�

request�information�[471].�

 The�Local�Health�Board�must�write�to�the�GPs�to�require�them�to�

provide�information�to�Digital�Health�and�Care�Wales�[472].�

A�solution�to�the�issue�of�obtaining�data�may�include:�
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 As�relates�to�general�practice,�making�modifications�to�include�

provision�in�the�National�Health�Service�(General�Medical�Services�

Contracts)�(Wales)�Regulations�2023�[439]�for�Digital�Health�and�

Care�Wales�to�acquire�data.�Similar�provision�exists�in�The�National�

Health�Service�(General�Medical�Services�Contracts)�Regulations�

2015�[475]�in�England�to�enable�NHS�England�to�centrally�require�

information�be�supplied�[476].�On�an�ad�hoc�basis�this�could�be�

bureaucratic,�but�similar�provisions�to�retrieve�GP�information�

routinely,�as�used�for�the�NHS�Wales�App�may�be�more�eĆcient�

[477].�

 As�relates�to�more�general�data�functions,�there�is�an�option�to�

create�Regulation�under�the�provisions�of�section�251�of�the�

National�Health�Service�Act�2006�to�require�the�provision�of�data�

for�medical�purposes�as�defined�by�Section�251(12)�of�the�Act�[252]�

or�for�the�management�or�planning�of�health�and�social�care�

services.�Setting�aside�the�duty�of�confidence�as�permitted�by�the�

Act�[245],�so�providing�other�bodies�with�certainty.�New�regulation�

could�then:�

 Be�directly�conferred�on�Digital�Health�and�Care�Wales�in�those�

Regulations;�or�

 Conferred�on�Digital�Health�and�Care�Wales�by�direction�to�

undertake�the�functions�on�its�behalf�[446].�

The�next�chapter�acts�as�a�conclusion�to�this�thesis.�

209�



 

 

      

 

     

 

         

              

           

           

             

          

    

 

           

             

          

      

             

          

   

          

         

           

 

          

        

           

  

           

            

          

         

   

          

         

8.1�

8.� Conclusion�and�future�work�

Contribution�to�knowledge�

The�purpose�of�undertaking�the�research�originated�from�internal�

discussions�relating�to�the�lack�of�clarity�around�the�law�as�relates�to�the�

duty�of�confidence�and�the�resulting�whether�disclosures�could�be�made�

lawfully.�The�author�is�employed�in�a�senior�information�governance�role�

in�the�organisation�and�had�observed�that�across�the�NHS�in�Wales�there�

were�often�misconceptions�as�to�what�constituted�law�and�what�

constituted�good�practice.�

As�explained�in�the�previous�chapter,�the�research�undertaken�for�this�

Ph.D.�has�already�been�used�within�the�service�and�will�be�utilised�to�

provide�further�advice�and�guidance�in�the�service.�This�research�

provides�the�following�contributions�to�knowledge:�

 Chapter�2�provides�a�basic�set�of�principles�relevant�to�the�NHS,�

that�will�contribute�to�a�better�understanding�as�to�whether�

information�is�confidential.�

 Chapter�3�provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�defence�of�

consent�as�relates�to�the�duty�of�confidence�in�the�healthcare�

context.�

 Chapter�4�provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�public�

interest�defence�as�relates�to�the�duty�of�confidence�in�the�

healthcare�context.�

 Chapter�5�represents�the�first�comprehensive�academic�text�of�the�

powers�to�the�Secretary�of�State�for�Health�in�England�and�the�

Welsh�Ministers�under�section�251�of�the�National�Health�Services�

Wales�Act�2006.�The�Chapter�also�describes�the�regulations�

currently�in�force.�

 Chapter�6�provides�an�academic�text�systemising�and�explaining�

comprehensively�existing�knowledge�in�relation�to�the�public�law,�
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8.2�

and�how�this�enables�data�to�be�shared�or�obtained�lawfully�where�

there�is�a�duty�of�confidence.�The�chapter�also�represents�the�first�

comprehensive�academic�text�of�the�basic�statutory�functions�in�

place�in�NHS�Wales�and�how�these�can�enable�data�to�be�shared�or�

obtained�lawfully�by�NHS�statutory�bodies�where�there�is�a�duty�of�

confidence.�

 Chapter�7�represents�the�first�comprehensive�academic�text�of�the�

powers�of�Digital�Health�and�Care�Wales�and�how�data�can�be�

lawfully�used�in�line�with�those�powers.�

This�work�thus�makes�a�significant�contribution�to�knowledge�by�

addressing�each�of�these�issues.�

Information�contained�in�this�thesis�

This�thesis�has�set�out�the�relevant�information�within�the�provided�scope�

as�follows:�

 Common�law�duty�of�confidence�

The�thesis�defines�the�common�law�duty�of�confidence�to�the�

extent�set�out�at�the�beginning�of�the�research�project�by:�

 Defining�the�duty�of�confidence�as�relates�the�confidential�

information�that�relates�to�individuals,�with�references�to�

health�data�where�appropriate.�

 Setting�out�the�elements�as�relate�to�a�potential�breach�of�

confidence�in�the�following�areas:�

 Quality�of�confidence:�A�description�of�the�relevant�

factors�that�relate�to�establishing�the�quality�of�

confidence�including:�

 The�format�of�information�

 The�eąect�of�trivial�confidences�

 The�eąect�of�information�entering�the�public�domain�
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 The�eąect�of�anonymisation�

 The�eąect�of�death�on�confidential�information�

 Other�incidental�information�that�is�of�note,�and�

relevant�to�the�subject�is�included�for�completeness.�

 Imparted�in�circumstances�importing�an�obligation�of�

confidence’:�An�explanation�as�to�when�information�is�

considered�to�have�been�imparted�in�circumstances�

importing�an�obligation�of�confidence�with�reference�to�

the�case�law,�and�other�factors,�including�relationships.�

 Breach�of�confidence:�Defining�what�is�meant�by�a�

breach�of�confidence�and�explaining�the�circumstances�by�

which�a�breach�of�confidence�may�arise.�Where�there�are�

breaches�of�the�duty�of�confidence�in�relation�to�personal�

information,�an�explanation�has�been�included�as�to�how�

this�will�also�result�in�a�breach�of�the�UK�GDPR.�

 Defences:�consent�

The�thesis�defines�consent�to�the�extent�set�out�at�the�beginning�of�

the�research�project�by:�

 Defining�valid�consent�as�set�out�in�general�common�law�

principles,�acknowledging�the�lack�of�case�law�in�relation�to�the�

duty�of�confidence.�

 Setting�out�the�components�for�consent�including:�

 Knowledge:�

 The�expectations�as�relate�to�knowledge�and�the�

concepts�applied�in�relation�to�any�express�and�

complied�consent.�

 The�concept�of�reasonable�expectations�

 The�impact�of�a�misrepresentation�on�knowledge.�

 An�overview�of�key�principles�as�relates�to�capacity,�

including�at�high�level,�and�overview�of�the�Mental�

Capacity�Act�2005,�and�the�law�that�creates�
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considerations�at�common�law�in�relation�to�adults�

and�children.�

 Freely�given�consent:�

 The�definition�of�freely�given�consent,�describing�how�

relationships�can�aąect�freely�given�consent.�

 An�explanation�on�the�eąect�of�undue�influence�on�

whether�consent�has�been�freely�given.�

 Signifying�consent:�

 The�ways�in�which�consent�can�be�signified�is�

explained�in�the�thesis.�

 An�explanation�of�the�relevance�of�consent�at�common�law,�and�

how�the�two�regimes�operate�in�practice.�

 Defences:�public�interest�

The�chapter�defines�what�is�meant�by�a�public�interest�disclosure�by:�

 Illustrating�where�the�public�interest�defences�has�been�applied.�

 Set�out�the�basic�principle�of�the�public�interest�test.�

 Explains�the�relevance�of�the�timing�of�a�disclosure�and�the�

parties�to�that�disclosure.�

 Sets�out�how�the�public�interest�test�applies�in�the�public�sector,�

 Explains�why�the�public�interest�test�is�relevant�to�any�request�

for�information�under�the�Freedom�of�Information�Act�2000.�

 Defences:�lawful�disclosures�–�disclosures�permitted�or�

required�by�Statute�

Lawful�disclosures�in�law�are�explained,�with�a�particular�focus�on�

disclosures�enabled�by�Section�251�of�the�National�Health�Service�

Act�2006.�In�particular�this�thesis:�

 Defines�the�purpose�of�Section�251�of�the�National�Health�

Service�Act�2006.�
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 Explains�the�provisions�that�devolve�functions�to�the�Welsh�

Ministers.�

 Explains�the�powers�conferred�by�the�Act.�

 Describes�current�Regulation�under�the�Act,�and�in�particular:�

 Explains�the�scope�of�the�Regulations�

 Explains�the�eąect�on�the�common�law�duty�of�confidence�

 Provides�a�high-level�description�of�the�operation�and�

eąect�of�Regulation�2�as�relates�to�collections�of�

information�as�relates�to�neoplasia,�

 Provides�a�high-level�description�of�the�law�and�eąect�of�

Regulation�3�as�relates�to�communicable�diseases�and�

other�risks�to�public�health,�with�a�high-level�overview�of�

their�use,�considering�the�provisions�contained�in�the�

Regulation,�and�the�eąect�of�a�notice�to�process�

information.�

 Outlines�of�the�purpose�of�Regulation�5,�and�how�it�

operates.�

 Lawful�disclosures:�statutory�functions�

The�chapter�describes�those�statutory�gateways�that�exist,�and�in�

particular�it:�

 Describes�the�types�of�statutory�gateway�that�may�exist�that�

enable�confidential�information�to�be�acquired�or�disclosed�in�

certain�circumstances.�

 Explains�other�gateways�that�may�be�available�that�derive�from�

government,�but�only�to�the�extent�as�to�explain�their�existence.�

 Describes�how�the�statutory�bodies�in�Wales�were�formed�and�

are�organised�at�a�high�level.�The�specific�functions�of�Health�

Boards�and�NHS�Trusts�in�Wales,�or�the�Functions�of�Health�

Education�Improvement�Wales,�are�not�considered.�

 Describes�The�Welsh�Ministers�powers�to�direct�NHS�

organisations�and�in�particular:�

o The�statutory�provisions�that�relate�to�specific�directions�
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8.3�

o The�format�of�directions�

o The�amendment�or�revocation�of�directions�

 Explains�the�mechanisms�available�to�enable�NHS�England�to�

create�an�information�system�on�behalf�of�any�other�person.�

 Highlights�the�impact�of�the�Human�Rights�Act�1998�on�

statutory�functions�of�a�public�authority.�

 Central�digital�functions�in�Wales:�A�case�study�

The�thesis�explains�how�Digital�Health�and�Care�Wales:�

 Is�established�in�law�

 Can�use�of�information�subject�to�the�duty�of�confidence�as�a�

result�of�its�functions�and�directions.�

 The�role�of�Digital�Health�and�Care�Wales�

 Is�able�to�data�disclosed�to�it�lawfully�despite�the�duty�of�

confidence�as�a�result�of�its�functions.�

The�thesis�also�explores�the�diĆculties�that�Digital�Health�and�Care�

Wales�encounters�within�the�current�established�model,�with�

reference�to�the�powers�enjoyed�by�NHS�England.�Potential�

solutions�are�identified�that�could�be�applied�with�Digital�Health�

Wales�existing�in�its�current�form.�

Application�of�the�research�to�date�

The�author�is�a�Principal�Information�Governance�Lead�at�Digital�Health�

and�Care�Wales.�The�research�has�been�timely�as�the�organisation�was�

formed�during�the�period�of�research,�and�therefore�principles�

established�as�part�of�the�research�have�been�used�frequently�to:�

 Advise�Welsh�Government�oĆcials�as�to�the�necessary�action�that�

may�be�required�to�ensure�Digital�Health�and�Care�Wales�can�

receive�information�subject�to�the�duty�of�confidence�lawfully,�in�

line�with�common�law�principles.�
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8.4�

 Advise�colleagues�in�the�NHS�in�England�how�the�law�as�applies�to�

bodies�in�Wales�can�be�used�to�processes�information�subject�to�

the�duty�of�confidence�lawfully.�

 Provide�internal�advice�during�the�Covid-19�pandemic�around�

disclosures�of�information�by�application�of�statutory�functions.�

 Provide�internal�advice�within�NHS�Wales�as�to�the�lawfulness�of�

disclosures�of�data�subject�to�the�duty�of�confidence.�

Future�research�

This�thesis�sets�out�many�key�areas�as�relate�to�the�common�law�duty�of�

confidence.�It�intends�to�demystify�the�law�in�the�area�to�enable�the�

lawful�sharing�of�information.�The�thesis�intentionally�looks�specifically�at�

the�law�in�these�areas.�Further�research�could�include:�

 A�comparison�of�legal�principles�with�those�ethical�principles�set�out�

by�professional�bodies,�to�include�research�to�explain�those�

circumstances�where�ethical�principles�may�apply.�

 Establishing�whether�existing�approvals�under�Regulation�5�of�the�

Health�Service�(Control�of�Patient�Information)�Regulations�2002�had�

a�lawful�basis�at�common�law,�with�the�eąect�that�the�approval�was�

not�within�scope�of�Regulation�5�and�therefore�rendering�the�approval�

ultra�vires.�

 Examining�in�which�type�of�situation�the�duty�of�confidence�could�be�

set�aside�by�crown�powers�such�as�the�Royal�Prerogative.�

 A�study�on�how�the�law�compares�to�sociolegal�principles�of�

confidentiality,�not�discussed�by�this�thesis,�but�the�texts�of�which�the�

author�is�aware�of�and�many�of�which�he�has�read.�

As�part�of�further�work,�a�guidance�document�for�information�governance�

professionals�in�Wales�would�be�a�useful�document.�Such�guidance�could�

apply�the�principles�of�the�common�law�duty�of�confidence�together�with�

other�good�practice�guidance�and�apply�this�in�a�way�that�is�appropriate�

to�the�organisations�that�form�the�National�Health�Service�in�Wales,�
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establishing�good�practice�guidance�and�robust�processes�to�ensure�that�

information�is�only�used�in�appropriate�circumstances.�
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	1.Thecommonlawdutyofconﬁdence,andtheuseofinformationinthehealthserviceinWales
	Introduction
	‘Conﬁdentiality’isaconceptthatisembeddedinhealthcareprocesses.Asamatterofcommonknowledge,withnoneedforreference,itisacommonassumptionthatmedicalprofessionalsaresubjecttoTheHippocraticOath.AttributedtotheGreekphysicianHippocrates,TheHippocraticOathwaswrittenjustunder2500yearsago.Theoathisapledge,byaphysician,to‘ApollothePhysicianandAsclepiusandHygieiaandPanaceiaandallthegodsandgoddesses[1]’tomaintainacatalogueofmedicalethicswhileundertakingtheirmedicalduties.PartoftheHippocraticOathincludesthestatement:
	‘WhatImayseeorhearinthecourseofthetreatmentorevenoutsideofthetreatmentinregardtothelifeofmen,whichonnoaccountonemustspreadabroad,Iwillkeeptomyselfholdingsuchthingsshamefultobespokenabout[1].’
	ThispositionisechoedinmodernguidancesuchastheGeneralMedicalCouncilscurrentguidanceonGoodMedicalpracticewhichstates:
	‘Youmusttreatinformationaboutpatientsasconﬁdential,includingafterapatienthasdied.[2].’
	Anobligationofconﬁdenceexistsinlawandfurthermoreadoctorcannotvolunteerinformationobtained“saveinveryexceptionalcircumstances[3]”.Thedevelopmentofthelawrelatingtoconﬁdentialityismoreapparentinmorerecenthistory.CasessuchasWyattv.Wilson[4]intheearlynineteenthcenturyareillustrativeoftheconceptthatmedicalprivacyinthelaw[4].ReferringtoanetchingmadebyGeorgeIIIasappearedintheKingsdiary,LordEldonstated:
	‘Ifoneofthelateking'sphysicianshadkeptadiaryofwhatheheardandsaw,thisCourtwouldnot,intheking'slifetime,havepermittedhimtoprintandpublishit[4].’
	WhenreportingtoParliamentontheCommonLawdutyofconﬁdence,TheLawCommissionconcluded[5]thattheoriginsofthecurrentcommonlawprinciplesrelatingtotheconceptofthedutyofconﬁdencecouldbetracedtotwocasesinparticular,thesewere,PrinceAlbertv.Strange[6]andMorisonv.Moat[7].
	InAlbertv.Strange[6],PrinceAlbertwassuccessfulinobtaininganinjunctionforthereturnofprivatedrawingsandetchingsproducedbyQueenVictoriaandPrinceAlbertandforpreventingthepublicationofacataloguedetailingthem.
	Distinguishingtheissueoftherightstothepropertywiththatofthoseoftrust,conﬁdenceorcontract,LordCottenham,thenLordChancellor,statedthat:
	‘Upontheﬁrstquestiontherefore,thatofproperty,IamclearlyofopinionthattheexclusiverightandinterestofthePlaintiinthecompositionorworkinquestionbeingestablished......andtherebeingnorightorinterestwhateverintheDefendant,thePlaintiisentitledtotheinjunctionofthisCourttoprotecthimagainsttheinvasionofsuchrightandinterestbytheDefendant,whichthepublicationofanycataloguewouldundoubtedbe;butthiscasebynomeansdependssolelyuponthequestionofproperty,forabreachoftrust,conﬁdence,orcontract,wouldofitselfentitlethePlaintitoanin
	InthelattercaseofMorisonv.Moat[7],aninjunctionwasgrantedtostopthedefendants,thesonofaformerpartnerintheplainti’sbusiness,producingandsellingamedicinemadetoasecretformuladevelopedbythepartnership.Thecasedemonstratesthewidersetofcircumstancestowhichtheobligationextended.
	PriortothecreationoftheNationalHealthService,itcouldbespeculatedthatconﬁdentialityconsiderationswereoftenlimitedtothedirectcarerelationshipandthetreatmentofindividuals.Therewerenonationalbodiestomanagethegeneralprovisionofhealthcareservices.Oncreationofanationalsystem,thepapersystemcouldbeassumedto
	PriortothecreationoftheNationalHealthService,itcouldbespeculatedthatconﬁdentialityconsiderationswereoftenlimitedtothedirectcarerelationshipandthetreatmentofindividuals.Therewerenonationalbodiestomanagethegeneralprovisionofhealthcareservices.Oncreationofanationalsystem,thepapersystemcouldbeassumedto
	havelimitationsinhowinformationcouldbeusedforthebeneﬁtofpatients,withrelevantinformationrelatingtoapatient’shealthremainingintherecordsofthosepartiestreatingthepatientswithalikelihoodthattheywouldneverbedisclosedtoanyoneoutsideoftheirdiscipline.

	Digitaltechnologyhowevercouldbeassumedtohavenumerousbeneﬁtstoensurethatpatientcareisdeliveredsafelyandeciently,withanyrelevantinformationbeingretrievablewhereverthepersonisseen.Itcouldalsobesuggestedthatinhavingeasierwaysofcompilingdigitalinformationforthepurposeofimprovinghealthcare,datacanbebetterusedtoplanservicesandtoensuretheyaremoreeective.Particularlywhereinformationissharedoutsideofthehealthcareenvironment,theunderstandingofthecommonlawdutyofconﬁdencecouldbesaidtobekey.Theuseofthisinformationmustbel
	Anumberofpublicationsdoexistthatdeﬁneconﬁdentialityinahealthcaresetting;however,itisrecognisedthatthereisadistinctionbetweenwhatthelawsaysandwhatgoodpracticeguidancesays[10].Academicshavealsorecognisedthatthereissometimesconﬂictingadvicebetweentheguidanceproducedbydierentprofessionalbodies[10],withdierencesinapproachoftenconfusingthosewhoneedtoapplythelawtoscenarios[11].Thispositionisnotlimitedtothefewacademicpapersthathaveobservedtheissue.WheretheUKGovernmentsDepartmentofHealthtriedtoupholdtheprinciplesoft
	Moreinformationrelatingtotherationaleforthisthesisisdescribedbelow.
	1.2Purpose
	1.2.1Aimsandobjectives
	Theaimofthisthesisistosetouttheelementsofthecommonlawdutyofconﬁdence,andspeciﬁcallytoexaminewhendisclosurescanbemadelawfullyinvariousscenarioswithintheNationalHealthServiceinWales.Inordertodelivertheaimsofthisthesis,thespeciﬁcobjectivesoftheworkare:
	 
	 
	 
	Toreviewtherelevantcommonlawcasesconcerningthedutyofconﬁdence.

	 
	 
	Toexaminethestatutoryprovisionsthatimpactonthecommonlawdutyofconﬁdence.

	 
	 
	ToprovideadetailedlegalanalysisoftheoperationofthecommonlawdutyofconﬁdenceasappliestohealthcareinWales.


	1.2.2Theneedfortheresearch
	IndeliveringhisjudgementinKennedyv.TheCharityCommission[13],LordMancesaid:
	‘Informationisthekeytosounddecision-making,toaccountabilityanddevelopment;itunderpinsdemocracyandassistsincombattingpoverty,oppression,corruption,prejudiceandineciency.Administrators,judges,arbitrators,andpersonsconductinginquiriesandinvestigationsdependuponit;likewise,thepress,NGOsandindividualsconcernedtoreportonissuesofpublicinterest.Unwillingnesstodiscloseinformationmayarisethroughhabitsofsecrecyorreasonsofself-protection.Butinformationcanbegenuinelyprivate,conﬁdentialorsensitive,andtheseinterestsmeritr
	TheauthorofthisthesisworksinaseniorinformationgovernanceroleinDigitalHealthandCareWales.Thepurposeofundertakingtheresearchoriginatedfrominternaldiscussionsfollowingnumerousincidentswheretherewasuncertaintyastowhetherdisclosurescouldbemadelawfullywithoutbeinginbreachofconﬁdence.Theauthorcanattestthatthereareoftenmisconceptionsastowhatconstituteslawandwhatrepresentsgoodpracticeincertainsituationalscenarioswiththeresultthatwheredatacanbelawfullyshared,thereisahighdegreeofdoubt.Therearenopapersthatexplaintheext
	 
	 
	 
	Asof30October2024,therearecurrentlynofullyreferencedacademictextsthatprovideacomprehensiveexplanationofthecommonlawdutyofconﬁdenceasappliestotheuseofinformationintheHealthServiceinWales,particularlyinrelationtothedefencesofconsentorthedefencethatadisclosurewasmadeinthepublicinterest.
	th


	 
	 
	TherehavebeennostudiesthathavelookedattheprovisionsofSection251oftheNationalHealthServiceAct2006eitherbeforethefunctionsweredevolvedtoWelshMinistersorafterfunctionsweredevolvedtoWelshMinisterstoexplorewhattheprovisionssayaboutRegulationsthatcanbeestablished.

	 
	 
	TherearenoacademictextsthatdescribethefullHealthService(ControlofPatientInformation)Regulations2002anddescribetheirgeneralapplicationinrelationtoWales.

	 
	 
	ThereisnospeciﬁclegaltextthatdescribestheformationofthestatutorybodiesinWales,andhowdatacanbedisclosedlawfullytothosebodiesinlinewiththeirstatutoryfunctions.

	 
	 
	ThereisnoguidancenoranyacademictextsthatdescribethepowersofDigitalHealthandCareWales,orhowitcanoperateecientlyandlawfullyasacentraldigitalfunction.


	TheissueofpublicbodiesnotunderstandingthelawisnotrestrictedtoWales.InOctober2014thereport‘DataSharingbetweenPublicBodies,AScopingReport[15]’waslaidbeforeparliament.Amongﬁndings,itfoundthatmanyoftheissuesineectivedatasharinginthehealthsectorinalloftheUKcountrieswereasaresultofamisunderstandingofthecommonlawdutyofconﬁdence[16].Itnotedthatmuchofthisconfusionwasmainlydrivenbytheapproachtoconﬁdentialitytakenbythehealthprofessions,whoimposespeciﬁcapproachestoconﬁdentialitythatextendbeyondthescopeofthecommonlawreq
	ThisPh.D.hasbeenpartlyfundedbyDigitalHealthandCareWales,anditspredecessororganisationtheformerNHSWalesInformaticsServicesthroughtheWalesInstituteofDigitalInformationandtheUniversityofWalesTrinitySaintDavidinastrategicalliance.ThethesisaimstoclarifythecommonlawdutyofconﬁdenceasappliestotheuseofinformationintheNHSinWales.
	1.3Researchandscope
	1.3.1Researchquestions
	Thetitleofthisthesisisasfollows:
	“TheCommonLawDutyofConﬁdenceandtheUseofInformationinHealthcareinWales”.
	Thisisabroadtitle,butessentiallycanbeansweredinthefollowingresearchquestions:
	Dutyofconﬁdence
	 Whenisinformationthatrelatestoanindividualsubjecttothedutyofconﬁdence?
	Defences:consent
	 Whatisthedeﬁnitionofavalidconsent,andinwhatcircumstancescanitbeapplied?
	Defences:publicinterest
	 Whatisthedeﬁnitionofapublicinterestdisclosure,inwhatknowncircumstancescanitbeapplied?
	LegalmechanismsforsharingintheNHS
	 
	 
	 
	WhattypesofRegulationcanbecreatedunderSection251oftheNationalHealthServiceAct2006,andhowtothoseprovisionsapplyinWales?

	 
	 
	WhatcurrentRegulationsexistunderSection251oftheNationalHealthServiceAct2006,andwhatdotheyrelateto?


	Statutoryfunctions,disclosuresanduseofinformation
	 
	 
	 
	Howdothecrownpowers,ministerialpowersandstatutoryfunctionsenableorganisationstohaveinformationdisclosedtothemlawfully?

	 
	 
	HowarestatutorybodiesinNHSWalesorganisedandhowcanstatutoryfunctionsenablethelawfulsharingofdata?

	 
	 
	WhatlegalmechanismsaretheretoenableWelshbodiestorequestthatNHSEnglandundertakeworktoestablishinformationsystemsontheirbehalf?


	Questionsasrelatetothecasestudy
	 
	 
	 
	HowwasDigitalHealthandCareWalesEstablished,andhowdoitsfunctionsenableittoreceiveinformationsubjecttothedutyofconﬁdence?

	 
	 
	WhatdisadvantagedoesDigitalHealthandCareWaleshaveinmandatingtheprovisionofdata,andwhatpossiblesolutionsmaybeavailabletotheorganisationinitscurrentform?


	1.3.2Thescopeoftheresearch
	Thethesiswillexplorespeciﬁcareasofthecommonlawdutyofconﬁdenceinordertodeﬁnecertainareasofthelaw.Itisnottheintentiontothoroughlydeﬁnethelaw,andtheinformationispresentedwiththecaveatthatotherareasofthelawwillalsoneedtobeconsidered.
	Thescopeandstructurearesetoutasfollows:
	 Commonlawdutyofconﬁdence
	Thescopeofthechapterincludes:
	 
	 
	 
	Deﬁningthedutyofconﬁdenceasrelatestheconﬁdentialinformationthatrelatestoindividuals,withreferencestohealthdatawhereappropriate.

	 
	 
	Settingouttheelementsasrelatetoapotentialbreachofconﬁdenceinthefollowingareas:


	 Qualityofconﬁdence:Toexplainrelevantfactorsthatareworthyofconsideration,including:
	 
	 
	 
	Theformatofinformation

	 
	 
	Theeectoftrivialconﬁdences

	 
	 
	Theeectofinformationenteringthepublicdomain

	 
	 
	Theeectofanonymisation

	 
	 
	Theeectofdeathonconﬁdentialinformation

	 
	 
	Suchotherincidentalinformationthatisofnote,andrelevanttothesubject.


	 Impartedincircumstancesimportinganobligationofconﬁdence’:Toexplainwheninformationisimpartedwithreferencetothecaselaw,andthevariousfactors,includingrelationshipsasarerelevanttoimpartinginformation.
	 Breachofconﬁdence:Deﬁningabreachofconﬁdenceandexplainingthecircumstancesbywhichabreachofconﬁdencemayarise.Wheretherearebreachesofthedutyofconﬁdenceinrelationtopersonalinformation,anexplanationhowthiswillalsoresultinabreachoftheUKGDPR.
	 TheimpactontheHumanRightsAct1998andtheactionformisuseofprivateinformationasrelatestoanyinformationthatisprivatebutmaynotbesubjecttothedutyofconﬁdenceisnotinscopeofthisthesis.ThebroaderimplicationsoftheHumanRightsAct1998,includingcaselaw,willbemadewhereitisrelevanttoareasofthetextofthisthesis.
	 Defences:consent
	Thescopeofthechapterincludes:
	 
	 
	 
	Deﬁningvalidconsentassetoutingeneralcommonlawprinciples,acknowledgingthelackofcaselawinrelationtothedutyofconﬁdence.

	 
	 
	Settingoutthecomponentsforconsentincluding:


	 Knowledge:
	 
	 
	 
	Deﬁningtheexpectationasrelatestoknowledgeandtheconceptsappliedinrelationtoanyexpressandcompliedconsent.

	 
	 
	Theconceptofreasonableexpectations

	 
	 
	Theimpactofamisrepresentationonknowledge.

	 
	 
	Anoverviewofkeyprinciplesasrelatestocapacity,includingathighlevel,andoverviewoftheMentalCapacityAct2005,andthelawthatcreatesconsiderationsatcommonlawinrelationtoadultsandchildren.

	 
	 
	ItisnotintendedtoprovideadetailedcommentarybeyondtheeectoftheMentalCapacityAct2005oncapacityasthisisadevelopedarea.DiscussionsonthePowerofAttorneyandtheoperationoftheCourtofProtectionareforthisreasonalsooutofscopeofthisthesis.


	 Freelygivenconsent:
	 
	 
	 
	Deﬁningfreelygivenconsent

	 
	 
	Describinghowrelationshipscanaectfreelygivenconsent

	 
	 
	Explainingtheeectofundueinﬂuenceonwhetherconsenthasbeenfreelygiven


	 Signifyingconsent:
	 Demonstratingthewaysconsentcanbesigniﬁed.
	 Toexplaintherelevanceofconsentatcommonlaw,andhowthetworegimesoperateinpractice.
	 Defences:publicinterest
	Thescopeofthechapterincludes:
	 
	 
	 
	Todeﬁnewhatismeantbyapublicinterestdisclosure.

	 
	 
	Toillustratewherepublicinterestdefenceshavebeenapplied.

	 
	 
	Tosetoutthebasicprincipleofthepublicinteresttest

	 
	 
	Toexplaintherelevanceofthetimingofadisclosureandthepartiestothatdisclosure.

	 
	 
	Settingouthowthepublicinteresttestappliesinthepublicsector,

	 
	 
	ExplainingwhythepublicinteresttestisrelevanttoanyrequestforinformationundertheFreedomofInformationAct2000.

	 
	 
	Thetwoareasofpublicinterestdefencethatrelatetotheadministrationofjusticeandnationalsecurityarenotinthescopeofthisthesis.


	 Defences:lawfulDisclosures–disclosurespermittedorrequiredbyStatute
	Thescopeofthechapterincludes:
	 
	 
	 
	DeﬁningthepurposeofSection251oftheNationalHealthServiceAct2006.

	 
	 
	ExplainingtheprovisionsthatdevolvefunctionstotheWelshMinisters.

	 
	 
	ExplainingthepowersconferredbytheAct.

	 
	 
	DescribingcurrentRegulationundertheAct,andinparticular: ThescopeoftheRegulations Theeectonthecommonlawdutyofconﬁdence Ahigh-leveldescriptionoftheoperationandeectof


	Regulation2asrelatestocollectionsofinformationas
	relatestoneoplasia,
	 Ahigh-leveldescriptionofthelawandeectofRegulation3asrelatestocommunicablediseasesandotherriskstopublichealth,withahigh-leveloverviewoftheiruse,consideringtheprovisionscontainedintheRegulation,andtheeectofanoticetoprocessinformation.
	 AnoutlineofthepurposeofRegulation5,andhowitoperates.Asawell-knownmechanismforsettingasidethedutyofconﬁdence,theoperationofRegulation5and
	 AnoutlineofthepurposeofRegulation5,andhowitoperates.Asawell-knownmechanismforsettingasidethedutyofconﬁdence,theoperationofRegulation5and
	associatedprovisionsareoutsideofthescopeofthisthesis.

	 Lawfuldisclosures:statutoryfunctions
	Thescopeofthechapterincludes:
	 
	 
	 
	Describingthetypesofstatutorygatewaythatmayexistthatenableconﬁdentialinformationtobeacquiredordisclosedincertaincircumstances.

	 
	 
	Explainingothergatewaysthatmaybeavailablethatderivefromgovernment,butonlytotheextentastoexplaintheirexistence.

	 
	 
	DescribinghowthestatutorybodiesinWaleswereformedandareorganisedatahighlevel.ThespeciﬁcfunctionsofHealthBoardsandNHSTrustsinWales,ortheFunctionsofHealthEducationImprovementWales,arenotconsidered.

	 
	 
	DescribingTheWelshMinisterspowerstodirectNHSorganisationsandinparticular: Thestatutoryprovisionsthatrelatetospeciﬁcdirections Theformatofdirections Theamendmentorrevocationofdirections

	 
	 
	ExplaininghowinformationcanbelawfullydisclosedtoNHSEnglandwheretheyreceivearequesttocreateaninformationsystemonbehalfofanyotherperson,includingwherethat‘otherperson’isapartoftheNHSinWales.

	 
	 
	HighlightingtheimpactoftheHumanRightsAct1998onstatutoryfunctionsofapublicauthority.


	 CentraldigitalfunctionsinWales:acasestudy
	Thescopeofthechapterincludes:
	 ExplaininghowDigitalHealthandCareWales: Isestablishedinlaw
	 Itsfunctionsanddirectionsasapplytotheuseof
	informationsubjecttothedutyofconﬁdence.
	 TheroleofDigitalHealthandCareWales
	 Howitsfunctionsenableittohavedatadisclosedtoit
	lawfullydespitethedutyofconﬁdence
	 Dicultieswiththeestablishedmodelincomparisonwith
	thepowersenjoyedbyNHSEngland,andpotential
	solutionsthatcouldbeappliedwithDigitalHealthWales
	existinginitscurrentform.
	WhileincidentalreferencetotheUKGDPRwillbeusedtoillustratehowthecommonlawdutyofconﬁdenceandtheUKGDPRinteract.AcomprehensivedescriptionofprovisionsintheUKGDPRisoutsideofthescopeofthisthesis.Wherepersonaldataisprocessed,itisimportanttocaveatthatfurtherUKGDPRconsiderationsmayapplybasedonthecircumstances.
	1.4Researchstrategy
	1.4.1Researchmethodology
	Asthisresearchiscentredaroundresearchingthelaw,andisnotspeciﬁcallyinterestedinethicalopinions,goodpracticeguidance,oropinionsastowhatthelawrelatingtoconﬁdentialityshouldbe,thisthesisusesacombinationofdoctrinalmethodologyandempiricalmethodologytoreviewthelaw.
	Thedoctrinalmethodologyisinterestedinthelawasitpresentsitselfandisnotbiasedonsociolegalviewssuchasethicsasmayapplyincertainscenarios.Inconnectionwiththisapproach,professionalguidanceisoutofscopeofthisthesis.Thistraditional‘blackletter’approachwillenablesourcesoflawtoberesearchedandthenpresented
	Thedoctrinalmethodologyisinterestedinthelawasitpresentsitselfandisnotbiasedonsociolegalviewssuchasethicsasmayapplyincertainscenarios.Inconnectionwiththisapproach,professionalguidanceisoutofscopeofthisthesis.Thistraditional‘blackletter’approachwillenablesourcesoflawtoberesearchedandthenpresented
	inanorganisedforthatsetsoutthelegalrules.Researchinthismannerisacoreelementoflegaltraining.

	Theempiricalelementtotheresearchwillbequalitativelegalresearch.Thiswillbelimitedtoestablishingthelegalrulesfromtextsofcasesandotherdocumentsasrelatetothesubjectinhand.
	Theresearchdoesnotseektoundertakeasociologicalstudyofthelaworincorporateanyviewsthatfalloutsideofthelegalprinciplesofthedutyofconﬁdence.Thethesisitselfformsareviewoftheliteraturebydeﬁnitionofitsconstructionandapproach.
	1.4.2Approachtoreviewingtheliterature
	Giventheresearchmethodologyandtheintentiontoreviewprimarylegalsources,theseresourceswillbereviewedinamannerwhichisconsistentwithlegalresearch.Thesourcesresearchedhavebeenretrievedusingstandardlegalresearchmethods,includingdatabasessuchasLexisNexisandWestlaw.
	1.4.3Researchlimitations
	Aswithanylegalresearch,theanswertotheresearchquestionislimitedtothecaselawthatcanbeidentiﬁedandaccessed.
	Contributiontoknowledge
	Asdiscussedinthischapter,informationsharingcausesmanyissues,duetouncertaintyaroundwhetherthatsharingislawfulatcommonlaw.Conﬁdentialityguidancecanbeinconsistentasitreliesonethicalprinciplesandpolicypositionsthatdonotreﬂectthelaw.
	Givenaclearremitofclarifyingthespeciﬁccommonlawprinciples,thisthesiscreatesanewandsubstantialbodyofknowledgethroughoriginalresearchofprimarylegalsources.Thethesis:
	 
	 
	 
	ProvidesabasicsetofprinciplesrelevanttotheNHS,thatwillcontributetoabetterunderstandingastowhetherinformationisconﬁdential.

	 
	 
	Providesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothedefenceofconsentasrelatestothedutyofconﬁdenceinthehealthcarecontext.

	 
	 
	Providesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothepublicinterestdefenceasrelatestothedutyofconﬁdenceinthehealthcarecontext.

	 
	 
	RepresentstheﬁrstcomprehensiveacademictextofthepowerstotheSecretaryofStateforHealthinEnglandandtheWelshMinistersundersection251oftheNationalHealthServicesWalesAct2006.TheChapteralsodescribestheregulationscurrentlyinforce.

	 
	 
	Providesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothepubliclaw,andhowthisenablesdatatobesharedorobtainedlawfullywherethereisadutyofconﬁdence.ThechapteralsorepresentstheﬁrstcomprehensiveacademictextofthebasicstatutoryfunctionsinplaceinNHSWalesandhowthesecanenabledatatobesharedorobtainedlawfullybyNHSstatutorybodieswherethereisadutyofconﬁdence.

	 
	 
	RepresentstheﬁrstcomprehensiveacademictextofthepowersofDigitalHealthandCareWalesandhowdatacanbelawfullyusedinlinewiththosepowers.


	Theresearchwillbeusedtocreateguidanceforinformationgovernance,andotherleadsinWales.Mostofthisguidancewillbecreatedafterthisthesishasbeensubmitted.Suchguidancewillbesubjecttoconsultation.
	1.6Genericinformation
	1.6.1Genderandnumbersinthelaw
	Modernusageoflanguageissensitivetogenderandlinguisticpreferencesinpronounsandexplanation.Thelawandlegalframeworksretainthegenericuseof"he"formostsituations,althoughoccasionally,“she”isused.Section6oftheInterpretationAct1978providesthat:
	‘InanyAct,unlessthecontraryintentionappears:
	(a)
	(a)
	(a)
	Wordsimportingthemasculinegenderincludethefeminine.

	(b)
	(b)
	Wordsimportingthefemininegenderincludethemasculine.

	(c)
	(c)
	Wordsinthesingularincludethepluralandwordsinthepluralincludethesingular[18].’


	Inorderactivelytoquotethelawasstated,thetranscriptionsinthisthesisretainthegenderprovidedbythepublishededition,whichwillapplytobothgendersunlessthecontraryisstated.
	1.6.2Timehorizon
	Thecaselawwascollectedatmultiplepointsintime,howeverasearchforanyupdatestocaselawintheformofnewcaseswasconductedonthe30ofOctober2024.Practicalconstraintsinanylegalresearchwillexistinensuringthelawwillbeasuptodateastherewillalwaysbeadelayinthepublicationofthelawreports,andovertimethestudywouldinitselfneedtobeupdated.Thelawisthereforestatedascorrectasof
	th

	30October2024.
	th

	2.Thedutyofconﬁdence
	Introduction
	Invarietyofsituationsinlife,membersofthepublicwillbeassuredthattheirinformationwillbetreatedconﬁdentially.Tomanyitcouldbethecasethattheyassumethatanyinformationtheyprovidetoanorganisationisconﬁdentialandwillnotbepassedontothirdpartiesorusedforanyotherpurpose.Itisnotthepurposeofthisstudytoestablishwhatpeoplethinkthisrefersto,butitcouldbesuggestedthatmanypeoplewouldbeoftheviewthatthismeansthatanyinformationprovidedtoanindividualwillnotbepassedontoanotherindividualwithouttheirconsent.Insuchcircumstances,conﬁde
	Whereinformationrelatestoindividualsmanypeoplewillbefamiliarwiththeterm‘dataprotection’ifnotthelegislationitself.ItcouldbesaidthatthediscussionsthattookplacepriortothecommencementoftheGeneralDataProtectionRegulation[19]andDataProtectionAct2018
	[20]broughtdataprotectionbackintothemediaspotlight,andtomanythismayassurethemthattheirinformationwillbekeptsafeandsecure,andtheywillhavearouteofcomplaintintheeventthatanyonelosesormisusestheirdata.
	Thecommonlawdutyofconﬁdencehoweverisnotsolelyconcernedwithpersonalinformation,andwhatisactuallyconﬁdentialatcommonlawdoesnotnecessarilycorrelatetowhatisconsideredspecialcategorydatawithinthemeaningoftheUKGeneralDataProtectionRegulation
	[21]ortheDataProtectionAct2018[20].Forexample,atradesecretasfallswithinthescopeofthecommonlawdutyofconﬁdence[22]isnotpersonaldatawithinthemeaningoftheUKGeneralDataProtectionRegulation[23]whichprovidesthat:
	‘personaldata’meansanyinformationrelatingtoanidentiﬁedoridentiﬁablenaturalperson(‘datasubject’);anidentiﬁablenaturalpersonisonewhocanbeidentiﬁed,directlyorindirectly,inparticularbyreferencetoanidentiﬁersuchasaname,anidentiﬁcationnumber,locationdata,anonlineidentiﬁerortooneormorefactorsspeciﬁctothephysical,physiological,genetic,mental,economic,culturalorsocialidentityofthatnaturalperson[23]’
	Itistruethatwheredataisunlawfullyprocessedatcommonlaw,andthatdataconsistsofpersonaldatawithinthemeaningoftheUKGeneralDataProtectionRegulation[24]thatthismaybreachtheﬁrstdataprotectionprinciplewhichprovidesthat:
	‘Personaldatashallbe:
	processedlawfully,fairlyandinatransparentmannerinrelationtothedatasubject(‘lawfulness,fairnessandtransparency’)[9]’.
	Therequirementsofarticle6withregardlawfulnessofprocessing,andtheexceptionstotheprohibitionondisclosingspecialcategorydatacontainedinArticle9oftheGDPRarenotwithinthescopeofthisresearch.
	WiththeUKGDPRhowever,adatasubjecthasarighttocomplaintotheInformationCommissioneriftheysuspectabreach[25].Withregardstoabreachofthecommonlawdutyofconﬁdence,however,thereisnosinglebodytowhichyoucancomplain.Instead,thecourtsprovideremediestobreaches,suchasinjunctionsthatstopconﬁdentialinformationbeingdisclosed,ordamagestocompensateanyloss,harmorembarrassmentthatadisclosurehascaused.Itisnotproposedtodiscusstheremediesinanylevelofdetailaspartofthisstudy.Theemphasiswillbeplacedonthelawanddisclosuremechanismsthatm
	IntheroleoftheinformationgovernanceprofessionalworkingintheNationalHealthService,giventhenatureofthebusinessoftheservice,theywillneedtoconsistentlybeawarethatcertaintypesofinformation
	IntheroleoftheinformationgovernanceprofessionalworkingintheNationalHealthService,giventhenatureofthebusinessoftheservice,theywillneedtoconsistentlybeawarethatcertaintypesofinformation
	willbesubjecttotheprotectionofthecommonlawdutyofconﬁdence.Toignorethefactthatinformationisconﬁdentialmaymeanthatthedisclosureisunlawfulatcommonlaw,andinthecaseofpersonaldata,itcouldalsobreachtheﬁrstdataprotectionprinciple.

	Rationaleforestablishingconﬁdentiality
	Healthcareprofessionalshaverobustgoodpracticedocumentationissuedtothembytheirprofessionalbodiesandregulatingbodiestoassistthemoncomplyingwiththeirlegalandethicalobligations,aswellasensuringthattheymeettheprofessionalstandardsexpectedofthem.Forexample,theBritishMedicalAssociationasatradeunionandprofessionalbodyfordoctorsandmedicalstudentshaspublishedan‘EthicsToolkitonConﬁdentiality’[26].TheGeneralMedicalCouncil,theindependentregulatorfordoctorsintheUK,publisheditsgoodpracticeguidanceentitled‘Conﬁdentiality:g
	Outsideofthedirectcarerelationship,organisationsneedtoobtainanddisseminateinformationfromtimetotime,andforthispurpose,whereinformationisconﬁdential,itisnecessarytoestablishalawfulreasontodisclosethatinformation.Whereinformationisnotconﬁdential,evenwhereitisidentiﬁable,thecommonlawdutyofconﬁdenceisnotengaged.Whetherornotthatdisclosureisethical,orwhetheranyotherlegislativerequirements,suchastheUKGeneralDataProtectionRegulationapplyisaseparateconsideration.Asastartingpointitisusefulthereforetodeﬁneconﬁdentiali
	Thischaptertakesabroadapproachtothetopic,asthesourceofinformationwillberelevanttoanydisclosurefurtherdowntheline.Furtherchapterswillconcentratemorespeciﬁcallyonhowdatathatissubjecttothecommonlawdutyofconﬁdencecanbedisclosedlawfully.
	2.3Theimportanceofmaintainingconﬁdentiality
	Ifanyinformationissubjecttothedutyofconﬁdence,itisimportanttoensurethatitremainsso,andnounlawfuldisclosuresaremade.TheimportanceofmaintainingthisdutywassummarisedveryconciselybyLordBinghamintheCourtofAppealinA.G.v.GuardianNewspapers[1988][28],wherehestated:
	‘Itisawell-settledprincipleoflawthatwhereoneparty(theconﬁdant)acquiresconﬁdentialinformationfromorduringhisservicewith,orbyvirtueofhisrelationshipwith,another(theconﬁder),incircumstancesimportingadutyofconﬁdence,theconﬁdantisnotordinarilyatlibertytodivulgethatinformationtoathirdpartywithouttheconsentoragainstthewishesoftheconﬁder.Theessenceoftheconﬁdant'sdutyistopreservetheconﬁdentialityoftheconﬁder'sinformation[28].’
	Inadditiontobeingabreachofthecommonlaw,asmentionedabove,anifthecommonlawdutyofconﬁdenceisbreached,thiswillbreachtheﬁrstdataprotectionprincipleintheUKGDPR[9].
	2.4Whatissubjecttothedutyofconﬁdence?
	Asoutlinedatthestartofthechapter,the‘conﬁdential’isacommonlyusedtermandinmanycircumstancesreassuresthatinformationisgoingtobekeptsafeandsecure,regardlessofwhetheritisactuallysubjecttothecommonlawdutyofconﬁdence.
	Evenlegislationsometimesusestheterm‘Conﬁdential’torefertoinformationthatisnotsubjecttothedutyofconﬁdence,anditcouldbesuggestedthatthiscouldbeconfusingtosomepeople.Forexample,Section256(1)oftheHealthandSocialCareAct2012hasthetitle‘Requestsforcollectionundersection255:conﬁdentialinformation’.Itthendeﬁnesaprocessknownasa‘conﬁdentialcollectionrequestasbeing:
	‘….arequestforNHSEnglandtoestablishandoperateasystemforthecollectionofinformationwhichisinaformwhich—
	(a)identiﬁesanyindividualtowhomtheinformationrelateswhoisnotanindividualwhoprovideshealthcareoradultsocialcare,or(b)enablestheidentityofsuchanindividualtobeascertained[29]’.
	Theprovision,intheory,includesanyinformation.
	Whilethegeneralprincipalsofwhatconstitutestheconﬁdentialinformationofpatientsinahealthenvironmentcouldappearwellestablished,inordertoensurelegalcompliance,itisnecessarytolookatthecommonlaw.
	ThecaseofCocov.A.N.Clark(Engineers)Limited[22]remainssigniﬁcantinexplainingthefeaturesofinformationthatissubjecttothedutyofconﬁdence,inorderforittobedeﬁnedwithmorecertainty.Thecaserelatedtoatradesecret,thedesignofamopedengine.Inassessingwhetherthedesignsoftheengineweresubjecttothedutyofconﬁdence,MegarryJstated:
	‘Inmyjudgment,threeelementsarenormallyrequiredif,apartfromcontract,acaseofbreachofconﬁdenceistosucceed.First,theinformationitself,inthewordsofLordGreene,M.R.intheSaltmancaseonpage215,must“havethenecessaryqualityofconﬁdenceaboutit”.Secondly,thatinformationmusthavebeenimpartedincircumstancesimportinganobligationofconﬁdence.Thirdly,theremustbeanunauthoriseduseofthatinformationtothedetrimentofthepartycommunicatingit[22]’.
	Ortoputmoreconcisely,tobeconﬁdentialinformation:
	1.
	1.
	1.
	musthavethe“necessaryqualityofconﬁdenceaboutit[22]”

	2.
	2.
	havebeen“impartedincircumstancesimportinganobligationofconﬁdence[22]”;and

	3.
	3.
	theremustbeanunauthoriseduseofthatinformationtothedetrimentofthepartycommunicatingit[22].


	Thefollowingparagraphsexploretheseprinciplesinsomedetail.
	Thequalityofconﬁdence
	2.5.1Deﬁnition
	Ifinformationistobeconsideredconﬁdential,theinformation“musthavethenecessaryqualityofconﬁdenceaboutit[30]”.
	Thisrelatestotheinformationitself,andwhethertheinformationisofthetypeinquestion,althoughtherecouldbeoverlapwithhowtheinformationwas‘imparted’inordertocometotheconclusionasdescribedbelow.
	2.5.2Thegeneralrule
	Ingeneral,informationasrelatestoanindividual’shealthwillusuallybeconﬁdential.Thisinitselfwillusuallybeenoughtodemonstratethatinformationhasthequalityofconﬁdence.InVenablesandanotherv.MirrorGroupNewspapers,DameElizabethButler-Slosssummedthisupquiteconcisely:
	‘Allinformationabouttheclaimants,whetherduringtheirdetentionoratanyothertime,whetherbyrecordsorotherwise,whichrelatestotheirmedical,psychological,ortherapeuticcareis,inprinciple,conﬁdential.Thatconﬁdentialitywould,inmyview,extendtoart,oranyotherformoftherapy,andtoallthosetakingpartingrouptherapy,andnotonlythetherapist[31].’
	Theoverlapbetweentheﬁrstprinciplewithregardhavingthequalityofconﬁdence,andthesecondprinciplewithregardbeingimpartedincircumstancesimportingaqualityofconﬁdenceisclearinthesecircumstances.
	2.5.3Theformatoftheinformation
	Itisclearthatinformationmayhavethequalityofconﬁdenceregardlessoftheformatitexistsin.
	2.5.3.1Informationconveyedverbally
	Informationthatisconveyedbywordofmouthcanstillhavethequalityofconﬁdence.InSeagerv.CopydexLtd.[32]theverbaldescriptionsofaninventionthataccompaniedroughsketcheswerefoundtohavethequalityofconﬁdence.Inahealthcaresettingtherefore,itisclearthatsymptomaticinformationrelayedbypatients,thediagnosisbyahealthprofessional,discussionsinmulti-disciplinaryteamsmeetings,oranyotherinformationthatmaybeconveyedindiscussionsbyhealthcareprofessionalsiscapableofhavingthequalityofconﬁdence,andthisneednotrelyonanytangibleinformat
	2.5.3.2Records,etchings,soundsandrecordings
	Informationstoredinamorepermanentformtheimpactofadisclosureoftheinformationhasahigherimpactthaninformationpassedbywordofmouth[33].Theheadingsbelowprovideanillustrationthattheformatinwhichphysicalinformationisheldisnotadependencywhendeterminingwhetherthequalityofconﬁdenceexists.
	Photographsandaudioandvideorecordings
	Photographs,audioandvideorecordingscontaininginformationthathasthequalityofconﬁdencecan,bytheirverynature,beseentobemore
	acutelysensitiveincircumstanceswherethesegobeyondjustprovidinganaccountoftheconﬁdentialinformation[33].
	AccordingtoWallerLJinDv.L[34]:
	‘Justasaphotographcanmakeagreaterimpactthananaccountofthematterdepictedbythatphotograph,sotherecordeddetailsoftheverywordsofaprivateconversationcanmakemoreimpact,andcausegreaterembarrassmentanddistress,thanamereaccountoftheconversationinquestion.[33]’
	Whilethereisnotmuchcaselawthatdiscussesthesensitivityofthevariousmethods,itcouldbesuggestedthatthesensitivityofthephotograph,audioorvideorecordingwilldependonwhattheyportray,andthecircumstancestowhichtheyrelate.Forexample,anaudiorecordingofthecalltoaGPsurgerytobookanappointmentmaynotcontainanyconﬁdentialinformation,butitisinevitablethatarecordingofaconsultationwill.Recordingsoffullconsultationswillinevitablyincludeinformationinthepatient’sownwordstogetherwithanydiagnosisortreatmentprovidedattheconsultation.
	Likewise,aphotographofamemberofthepubliconageneralNHSsitethatexhibitsnoindicationofanyconditionorillness,whereasaphotographofanyindividualleavingacancerclinic,ordrugrehabilitationcliniccouldbeconﬁdential.ThelatterexamplewasexhibitedinthecaseofCampellv.MirrorGroupNewspapers[35],wheretheMirrornewspaperpublishedanarticlewiththeheadline‘Naomi:Iamadrugaddict’accompaniedbyaphotographofthefashionmodelNaomiCampbelloutsideadrugrehabilitationclinicoverthecaption'Therapy:Naomioutsidemeeting'.Itwasnotedthatwhilethevenu
	Giventheaboveinformation,identiﬁableimagessuchofthoseimagesprovidingthenameofthepatient,particularlythatdisplaybones,bodyparts,orsymptomsofmedicalconditionswouldbeparticularlysensitive.Thiscouldrelatetox-rays,photographsofinjuries,scansandscreeningimages.
	Thereisevenlessguidanceinthecaselawastovideorecordings.Itcouldbesuggestedhowever,whereavideorecordingexistsitcouldbesuggestedthattherewouldusuallybeanelevatedqualityofconﬁdencewherethisaccompaniedbyvideo.Itcouldfurtherbesuggestedthatsuchinformationismuchmoresensitivethanphotographsorvideosalone.Nevertheless,allcouldhavethecharacteristicsofinformationthatpossessesthequalityofconﬁdence,andthesefactorsmaybeofmoreusewhenassessingtheharmsuered.
	Healthrecordsandmedicalreports
	Moreobviously,healthrecordshavethequalityofconﬁdence.Thesameappliedtoopinionsinamedicalreport[37].
	Itcouldbesuggestedthathealthrecords,orocialdocumentsthatidentifypatients,theirconditionsandtheirtreatmentwouldbemoresensitivethanunocialdocuments.Thatis,theyhaveanelevatedqualityofconﬁdence.Thereisnolegalguidanceonthistopic,howeveritcouldbesuggestedthatocialdocumentsrepresentanauthoritativeaccountoftheinformationcontainedtherein,whereasarguablythescribblednotesofajournalistwhoismakingobservationalassumptionswouldbeontheotherendofthescaleandmaybespeculative.
	Sketches,diagramsandetchings
	InPrinceAlbertv.Strange[8],thesubjectmatterofthebreachofconﬁdenceconsistedofunauthorisedprintsthathadbeenmadefromcopperplatesofetchingsmadebyQueenVictoriaandPrinceAlbert.AnemployeeoftheprinterentrustedtomakeprintsthatQueenVictoriaand
	InPrinceAlbertv.Strange[8],thesubjectmatterofthebreachofconﬁdenceconsistedofunauthorisedprintsthathadbeenmadefromcopperplatesofetchingsmadebyQueenVictoriaandPrinceAlbert.AnemployeeoftheprinterentrustedtomakeprintsthatQueenVictoriaand
	PrinceAlbertcouldgiveasgiftshadmadeunauthorisedprintsoftheetchings,andathirdpartyhadpurchasedtheseandpublishedabookoftheetching.Akeycaseinthedevelopmentofthecommonlawdutyofconﬁdence,theseetchingshadthequalityofconﬁdence.Theresultinginjunctionprovidedforsurrenderoftheprints,aprohibitionontheexhibitionoftheimages,andaprohibitiononthepublicationoftheprints[8].

	Itcouldbesuggestedthatthisauthorityclearlyillustrateshowdiagrams,orsketchesrelatingtotheanatomyofindividualscouldbefoundtohavethequalityofconﬁdence,particularlywherethosesketchesrelatetoprocedures.Whiletheetchingscouldbesaidtorepresentintellectualproperty,theeectofrecordingconﬁdentialinformationinaparticularformatisrelevant.
	2.5.4Trivialconﬁdences
	Conﬁdentialinformationwhichisconsideredtobe‘trivial’doesnothavethequalityofconﬁdenceandmaynotbeprotectedbythecommonlawdutyregardlessofwhatthatinformationrelatesto[38].InCocov.A.N.ClarkEngineersLimited[22]MegarryJstatedthat:
	‘Idoubtwhetherequitywouldinterveneunlessthecircumstancesareofsucientgravity;equityoughtnottobeinvokedmerelytoprotecttrivialtittle-tattle,howeverconﬁdential[38].’
	ThiswasdiscussedinthecontextofhealthinformationinthecaseofCambelv.MirrorGroupNewspapers[35].TheBaronessHaleofRichmondstatedinherjudgementthat:
	‘Theweighttobeattachedtothesevariousconsiderationsisamatteroffactanddegree.Noteverystatementaboutaperson'shealthwillcarrythebadgeofconﬁdentialityorriskdoingharmtothatperson'sphysicalormoralintegrity.Theprivacyinterestinthefactthatapublicﬁgurehasacold,orabrokenlegisunlikelytobestrongenoughtojustifyrestrictingthepress'sfreedomtoreportit.
	Whatharmcoulditpossiblydo?Sometimestherewillbeotherjustiﬁcationsforpublishing,especiallywheretheinformationisrelevanttothecapacityofapublicﬁguretodothejob.Butthatisnotthiscase,and,inthiscase,therewas,asthejudgefound,ariskthatpublicationwoulddoharm.Theriskofharmiswhatmattersatthisstage,ratherthantheproofthatactualharmhasoccurred.Peopletryingtorecoverfromdrugaddictionneedconsiderablededicationandcommitment,alongwithconstantreinforcementfromthosearoundthem.ThatiswhyorganisationslikeNarcoticsAnonymousweresetupa
	Fromtheaboveitisclearthatthereisabalancetobestruckinassessingwhetherinformationisconﬁdential.Muchofthatmaydependonthecircumstancesinwhichinformationiscollectedordisclosed,whatisdisclosed,howitisdisclosed,andwhetherdisclosingthatinformationislikelytocauseharm.AnotherrelevantfactortoconsideristhecelebritystatusoftheClaimant,andthefreedomofthepresstoreportstoriesasrelatetopeoplewhoareinthespotlight,althoughinthesecircumstancesitisrecognisedthatthisisabalancingact,andasigniﬁcantconsiderationinassessingthisisthe
	TheCampbellv.MirrorGroupNewspapers[35]isusefulindemonstratinghowhealthinformationcouldbetrivial.Itcouldsuggestedthatdespitetheimportanceofstaandpatientsinmedicalestablishmentsensuringthatinformationrelatingtospeciﬁcpatientsshouldnotbediscussedoutsideofthoseprofessionalteamtreatingthem,thatinreality,ifapatientwithabrokenleg,brokenarm,oravisiblewoundtriedtomakeaclaimforbreachofconﬁdenceforamentionoftheirinjuryinearshotofanotherpatient,orevenamemberofsta,thatthequalityofconﬁdencemaynotexist.Itcouldbesuggestedt
	Itmaybethatifapatientrelaysthefactthattheyhaveseenanotherpatientinanaccidentandemergencydepartmentwithaheadinjury,thiswouldappeartobetrivialtittletattle,howeverifamedicalprofessionaldisclosestoafriendthatanindividualintheircareattendedwithaheadinjury,whilenotnecessarilycausinganyharm,thiswouldclearlyhavethequalityofconﬁdence.
	Thesourceoftheinformationalsobearelevantfactor.Disclosureofdetailedhealthinformationbyamedicalprofessionalforexamplewouldnotordinarilybeconsideredtrivialtittletattleandwillusuallyhavethequalityofconﬁdence.Furthermore,disclosureofthehealthrecordwouldinevitablybemuchmoresensitive.
	InWv.Egdell[37]LordBinghamstated:
	‘IthasneverbeendoubtedthatthecircumstanceshereweresuchastoimposeonDoctorEgdelladutyofconﬁdenceowedtoW.Hecouldnotlawfullysellthecontentsofhisreporttoanewspaper,asthejudgeheld....norcouldhewithoutabreachofthelawaswellasprofessionaletiquette,discussthecaseinalearnedarticleorinhismemoirsoringossipingwithfriends,unlesshetookappropriatestepstoconcealtheidentityofW[40].’
	2.5.5Informationgenerallyaccessible,orinthepublicdomain
	2.5.5.1Thebasicprinciple
	Thebasicprincipleisthatwhereinformationisgenerallyaccessible,orinthepublicdomain,thiscanmeanitwilllackthequalityofconﬁdence.
	InSaltmanEngineeringCo.Ltd.v.CampbellEngineeringCo.Ltd[41],intheChanceryDivisionoftheHighCourt,MrJusticeVaiseystated:
	‘Theinformation,tobeconﬁdential,must,Iapprehend,apartfromcontract,havethenecessaryqualityofconﬁdenceaboutit,namely,itmustnotbesomethingwhichispublicpropertyandpublicknowledge[30]’
	Thecourtshavehowevertreatedthisindierentwaysdependingonthecircumstancesofthedisclosure.Thisissummarisedbelow.
	2.5.5.2Decidingwhetherinformationisinthepublicdomainorgenerallyavailable
	Itshouldalsobenotedthatforsomethingtobeinthepublicdomain,theinformationmustbeavailabletothepublic.Thefactthatthatasmallnumberofpeoplemayknowtheinformationwillnotnecessarilymeanthatthisinformationisinthepublicdomain[42].
	ThejudgementoftheViceChancellor,SirNicholasBrown-Wilkinson,inStephensv.Averymakesclearthat:
	‘Themerefactthattwopeopleknowasecretdoesnotmeanthatitisnotconﬁdential.Ifinfactinformationissecret[42]’
	TheViceChancellorcontinuedinhisjudgementtoclarify:
	‘Informationonlyceasestobecapableofprotectionasconﬁdentialwhenitisinfactknowntoasubstantialnumberofpeople[42].’
	Itisthereforeclearthatwhereworkcolleagues,friends,relativesorassociatesareallawareofconﬁdentialinformationthatthisdoesnotmeanthatinformationisinthepublicdomain,Informationneedstobeknownbya“substantialnumberofpeople[42]”.
	Whenassessingwhetherinformationhasbeendisclosedtoasubstantialnumberofpeopleitisimportanttolookattheextenttowhichthishasbeendisclosed.InAttorney-Generalv.GuardianNewspapersLtd.(No.2)
	[28]theMasteroftheRolls,SirJohnDonaldson,deliveringhisjudgementintheCourtofAppealstated:
	‘Asageneralproposition,thatwhichhasnocharacterofconﬁdentialitybecauseithasalreadybeencommunicatedtotheworld,i.e.,madegenerallyavailabletotherelevantpublic,cannotthereafterbesubjectedtoarightofconﬁdentiality...However,
	‘Asageneralproposition,thatwhichhasnocharacterofconﬁdentialitybecauseithasalreadybeencommunicatedtotheworld,i.e.,madegenerallyavailabletotherelevantpublic,cannotthereafterbesubjectedtoarightofconﬁdentiality...However,
	thiswillnotnecessarilybethecaseiftheinformationhaspreviouslyonlybeendisclosedtoalimitedpartofthatpublic.Itisaquestionofdegree[43].’

	2.5.5.3Informationdisclosedbythepersontowhoadutyofconﬁdenceisowed
	Wherethepersonwhoisowedadutyofconﬁdenceandmakestheinformationgenerallyavailableorpublishestheinformation,itappearstobethecasethatthecourtsgenerallyﬁndthatanypersonwhohasadutyofconﬁdenceoverthatinformationisreleasedfromtheirobligationsinkeepingtheinformationconﬁdential.
	InO.MustadandSonv.Dosen[44]therefore,thepatentingofamachinethatcouldmassproduceﬁshhooksmeantthatthedesignofthemachinenolongerhadthequalityofconﬁdencewithregardtoaclaimforbreachofconﬁdence[45].InthewordsofLordBuckmaster:
	‘...afterthedisclosurehadbeenmadebytheappellantstotheworld,itwasimpossibleforthemtogetaninjunctionrestrainingtherespondentsfromdisclosingwhatwascommonknowledge.Thesecret,asasecret,hadceasedtoexist[45].’
	Inthecontextofthehealthservice,itisinconceivablethatcertaindisclosureswouldbeethicallyappropriatewithoutthepermissionofthepatient,evenifinformationwastobereleasedintothepublicdomainbyapatientandtherewascertaintythattheinformationwasnolongerconﬁdentialatcommonlaw.Permissionisusedheretodistinguishfromaconsentedprocessfortheveryreasonthatconsentwouldnotberequiredatcommonlaw.Itishoweverusefultobeawarethatsuchdischargeofobligationsisadeﬁnitepossibility,althoughthesourceoftheinformationbeingdisclosedmayberelevant
	InAshworthHospitalAuthorityv.MirrorGroupNewspapersLtd[46],thekillerIanBradyhadalreadyhimselfreleasedcertaininformationintothe
	publicdomain.Separately,MirrorGroupNewspapershadobtainedconﬁdentialrecordsincludingmedical,nursingandsocialworkrecordsfromamemberofsta.Thearticleprovidednofurtherinformationthanwasalreadyinthepublicdomain.
	OnappealtotheHouseofLords,LordWoolffoundthat:
	‘WhileIanBrady'sconductinputtingsimilarinformationintothepublicdomaincouldwellmeanthathewouldnotbeinapositiontocomplainaboutthepublication,thisdidnotdestroytheauthority'sindependentinterestinretainingtheconﬁdentialityofthemedicalrecordscontainedinAshworth'sﬁles.So,thesourcewhoabstractedtheinformationfromthedatabasenotonlyactedinbreachofconﬁdence;heorshealsoactedinbreachofcontract.’
	Onthisbasisthereisacleardistinctionbetweenthatinformationthatisextractedfromhealthandcarerecordsthatrelatetothetreatmentofthepatient,andthatinformationwhichmayotherwisebedisclosedbyhealthcareorganisationsorotherbodiesinresponsetoapubliclyknownevent.
	2.5.5.4Informationputinthepublicdomainandusedbyathirdparty
	Whereathirdpartyhasdisclosedorpublishedconﬁdentialinformationthathasunlawfullybeenputinthepublicdomain,thecourtshavesometimestakenadierentapproach.Iflimitedinformationisdisclosedtothepublicfromanothersource,theinformationthathasnotbeenmadeavailablemaystillbeprotectedbythecommonlaw[43].
	ThecaseofScheringChemicalsv.Falkman[47]relatedtothemakingofatelevisionprogrammeaboutapregnancytestdrugthatthescientiﬁccommunitybelievedcouldhavecausedabnormalitiesinchildren.Conﬁdentialinformationthatwasthesubjectoftheprogrammehadalreadybeenthesubjectoftelevisionprogrammesandnewspaperarticles.Itwasarguedthatastheinformationwasalreadyinthepublic
	ThecaseofScheringChemicalsv.Falkman[47]relatedtothemakingofatelevisionprogrammeaboutapregnancytestdrugthatthescientiﬁccommunitybelievedcouldhavecausedabnormalitiesinchildren.Conﬁdentialinformationthatwasthesubjectoftheprogrammehadalreadybeenthesubjectoftelevisionprogrammesandnewspaperarticles.Itwasarguedthatastheinformationwasalreadyinthepublic
	domainthattheinformationlackedthequalityofconﬁdence.ShawL.J.stated:

	‘...thoughfactsmaybewidelyknowntheyarenoteverpresentinthemindsofthepublic.Toextendtheknowledgeortorevivetherecollectionofmatterswhichmaybedetrimentalorprejudicialtotheinterestsofsomepersonororganisationisnottobecondonedbecausethefactsarealreadyknowntosomeandlingerinthememoryofothers…Itisnotthelawthatwhereconﬁdentialityexistsitisterminatedorerodedbyadventitiouspublicity[48]’
	Whenconsideringwhetherinformationisconﬁdentialtherefore,itwouldappearthatevenifinformationhasbeenwidelypublishedinbreachofconﬁdence,thatrepublicationatanystagewillstillbeconﬁdential.
	Insummary,wherethepresshasobtainedastoryofacelebrityillnessandpublishedextensivelywillnotthereforemeanthatitbecomesacceptabletodiscloseorconﬁrmthisasaprofessionalorasanorganisation.Accordingly,thecommonlawdutyofconﬁdenceexists,andinparticularanypersonwhohasintheirpossessionanyconﬁdentialinformationmustnot‘takeunfairadvantageofit[49]’orusethatinformation‘totheprejudiceofhimwhogaveitwithoutobtaininghisconsent[49]’.
	2.5.5.5Thequalityofconﬁdence,relationshipsandthePublicDomain
	Aspeciﬁcareaoflawthathasdevelopedthroughcaselawrelatestorelationships,andwhetheranyspeciﬁcinformationthatcouldbedisclosedisconﬁdential,orwhetherthedetailsareinthepublicdomain.Whileamarriagewillusuallybeofpublicrecord,detailsoftheintimatedetailsoftherelationship,suchasthatoftheindividualssexlives,willusuallybeconﬁdential[50].Insomecircumstancestheexistenceofanyformofarelationshipwillbeconﬁdentialandpossessthequalityofconﬁdence,andthiswillextendtoplacinganobligationonthosepartieswhoaresubjecttothatrelationshi
	InBarrymoreandanotherv.NewsGroupNewspapersLtd,MrJusticeJacobheld:
	‘IthinkthatthereisastronglyarguablecasethatthedetailsoftherelationshipbetweenMrBarrymoreandtheseconddefendant,MrWincott,shouldbetreatedasconﬁdential.Isaythatbecause,ﬁrstly,commonsensedictatesthat,whenpeopleenterintoapersonalrelationshipofthisnature,theydonotdosoforthepurposeofitsubsequentlybeingpublishedin‘TheSun’,oranyothernewspaper.Theinformationabouttherelationshipisfortherelationshipandnotforawiderpurpose[51]’.
	Whetherapersonisinasexualrelationshipornotcanclearlybeidentiﬁedassubjecttothedutyofconﬁdence,providingthefactthattheyareinarelationshipisnotinthepublicdomain[52].Inpracticalterms,inthehealthcaresysteminformationrelatingtoanyrelationshiptheymaybeinmustbetreatedwithcautionasitmaybesubjecttothedutyofconﬁdence.
	InStephensv.Avery[53],SirNicolasBrowne-Wilkinsonreiteratedtheprinciplethat:
	‘Tomostpeoplethedetailsoftheirsexuallivesarehighontheirlistofthosematterswhichtheyregardasconﬁdential.Themerefactthattwopeopleknowasecretdoesnotmeanthatitisnotconﬁdential.Ifinfactinformationissecret,theninmyjudgmentitiscapableofbeingkeptsecretbytheimpositionofadutyofconﬁdenceonanypersontowhomitiscommunicated.Informationonlyceasestobecapableofprotectionasconﬁdentialwhenitisinfactknowntoasubstantialnumberofpeople[42].’
	Suchapositionexistsregardlessofwhetherbothpartiesaresingle,orwhetheroneorbothpartiesareindierentrelationshipsoraremarriedtootherpeople.Itwillobviouslyextendtothesexualrelationshipwithinamarriage.InAv.BPlc[54],MrJusticeJackinhisjudgementstated:
	‘Inmyjudgmentthelawshouldaordtheprotectionofconﬁdentialitytofactsconcerningsexualrelationswithinmarriage(whichissurelystraightforward)and,inthecontextofmodern
	‘Inmyjudgmentthelawshouldaordtheprotectionofconﬁdentialitytofactsconcerningsexualrelationswithinmarriage(whichissurelystraightforward)and,inthecontextofmodern
	sexualrelations,itshouldbenodierentwithrelationshipsoutsidemarriage[50].’

	Intermsofidentifyingwhetherrelationshipsareinthepublicdomainitisclearthatkissinginaclub,oranyknowledgeheldbyanystainaparticularplace,willnotmeanthattheinformationisinthepublicdomainandnotthereforeprotectedbythecommonlawdutyofconﬁdence.InthewordsofMrJusticeJackinAv.BPlc[54]:
	‘ItistruethattheclaimantmetwithCandwithDinplacesofpublicentertainmentwheretheywereseenbytheircompanionsandbyothers.Onoccasionstheymayhavebeenseenkissing.NeitherCnorDsaysthatanyoneknewthattheywerehavinganaairinthesenseofsexualrelationsincludingsexualintercourse.Iexcludefromthathotelsta.Norarethedetailsofthatintercourseknowntoanyonesavetheparticipants.Noneofthisinformationisinthepublicdomain.Itiscapableofprotection[52].’
	Inthecontextofthehealthservice,thisillustratesthatknowledgeofrelationshipscannotbeassumed,andtheconﬁdentialityofrelationshipsshouldbemaintained.Itmaythereforebeimportanttotreatanyrelationshipinformationconﬁdential,particularlyinlargedatasetswhereitmaybediculttoassesswhetherthisdataissubjecttothedutyofconﬁdence.
	2.5.5.6Informationpartlyinthepublicdomain
	Theremaybecircumstanceswherethereissomeinformationinthepublicdomainandsomeconnectedinformationthatstillremainsprivate.Forexample,acelebritymakesapublicstatementthattheyareduetohaveanoperationtohaveaplateinsertedintotheirlegfollowinganaccident.Theymayhaverequestedcoordinationofanypubliccommunicationswiththecommunicationsteamsinthehospitaltoensurethatanypressenquiriesarerelayedinaccordancewiththisnarrative.Duringthestayinhospitalhowever,itcouldbethattheyarealsoduetoundergoaprocedureforahipreplacement.Followin
	Theremaybecircumstanceswherethereissomeinformationinthepublicdomainandsomeconnectedinformationthatstillremainsprivate.Forexample,acelebritymakesapublicstatementthattheyareduetohaveanoperationtohaveaplateinsertedintotheirlegfollowinganaccident.Theymayhaverequestedcoordinationofanypubliccommunicationswiththecommunicationsteamsinthehospitaltoensurethatanypressenquiriesarerelayedinaccordancewiththisnarrative.Duringthestayinhospitalhowever,itcouldbethattheyarealsoduetoundergoaprocedureforahipreplacement.Followin
	publicdomainwillhavelostthequalityofconﬁdencebytheverynatureofthedisclosure[55],however,whereadditionalinformationisnotinthepublicdomain,suchasthehipreplacement,thismaystayremainconﬁdentialandshouldnotbedisclosed[55].Itfollowsthatifthepresswereinformedaboutthehipreplacementtherewouldbeabreachofconﬁdence.

	InSeagerv.Copydex[32],thethenMasteroftheRollsLordDenningprovidesusefuladviceinrelationtosuchinformation.Inhisjudgementhesays:
	‘Whentheinformationismixed,beingpartlypublicandpartlyprivate,thentherecipientmusttakespecialcaretouseonlythematerialwhichisinthepublicdomain.Heshouldgotothepublicsourceandgetit:or,atanyrate,notbeinabetterpositionthanifhehadgonetothepublicsource[55].’
	Thejudgementhighlightstheimportanceofensuringthatwhereinformationisbeingdisclosedbecauseitisinthepublicdomain,thatnoadditionalconﬁdentialinformationisdisclosed.Theadvicethatthedisclosureshouldusetheinformationinthepublicdomainissensible.Animportantfactoristhatthedisclosershouldnotbeinabetterpositionusingtheprivatesourcethantheywouldbeinaccessingthepublicsource[55].Asidentiﬁedearlier,reproducingthesameinformationwithreferencetohealthrecordswouldbeinbreachofconﬁdence[40].
	2.5.5.7Ethicsandinformationinthepublicdomain
	Itisimportanttonotethatitwouldlikelybeunethicalforahealthcareorganisationoracliniciantodiscloseanyinformation,evenifitwasinthepublicdomainwithoutthefullauthorityofthepatientregardlessofwhethertherewasadutyofconﬁdenceowed.
	2.5.6Protectingtheidentityofindividualstoremovethequalityofconﬁdence
	2.5.6.1Thegeneralposition
	Whereconﬁdentialinformationrelatestoanindividual,andstepshavebeentakentoconcealtheidentityofthatindividual,thatdataceasestohavethequalityofconﬁdenceinrelationtothatindividual[40].CasessuchasWv.Egdell[37]havehighlightedthatinformationthatcouldnotidentifyanindividualwouldnotbesubjecttothequalityofconﬁdence.InWv.Egdell[37],BinghamLJstated:
	‘IthasneverbeendoubtedthatthecircumstanceshereweresuchastoimposeonDrEgdelladutyofconﬁdenceowedtoW.Hecouldnotlawfullysellthecontentsofhisreporttoanewspaper,asthejudgeheld...Norcouldhe,withoutabreachofthelawaswellasprofessionaletiquette,discussthecaseinalearnedarticleorinhismemoirsoringossipingwithfriends,unlesshetookappropriatestepstoconcealtheidentityofW.Itisnotinissueherethatadutyofconﬁdenceexisted[40].’
	Speciﬁcmeasuresthatcouldbeengagedtoprotecttheidentityofindividualshavenotbeenfullyexploredfullyinthecaselaw,howeversomecaselawdoesexisttoreﬂectelementsoftheapproachesthathavebeentaken,asdetailedunderthebelowheadings.
	2.5.6.2Makinginformationnonidentiﬁable
	AnonymisationasameansoflawfullydisclosinginformationwasconsideredinsomedetailinthecaseofRv.DepartmentofHealth,exparteSourceInformatics[56].AttheHighCourtofJustice,theargumentthattakingstepstoconcealtheidentityofpatientsremovedthequalityofconﬁdenceasreﬂectedinWv.Egdell[37]wasrejected[12],howeverattheCourtofAppeal,thisviewwasreinstated[12].
	ThecaserelatedtoarequesttoGPsandPharmacistsforanonymiseddatabyadatacollectingcompany.Inresponsetotheactivity,the
	DepartmentofHealthissuedapolicypositionwhichwassetoutasfollows:
	‘Anonymisation(withorwithoutaggregation)doesnot,inourview,removethedutyofconﬁdencetowardsthepatientswhoarethesubjectofthedata.Apartfromtheriskofidentiﬁcationofapatientdespiteanonymisation,thepatientwouldnothaveentrustedtheinformationtotheGPorthepharmacistforittobeprovidedtothedatacompany.ThepatientwouldnotbeawareoforhaveconsentedtotheinformationbeinggiventothedatacompanybutwouldhavegivenittobeusedinconnectionwithhiscareandtreatmentandwiderNHSpurposes.Anonymisationofthedata(withorwithoutaggregation)wouldnoto
	Inajudicialreview,Sourceappliedtothecourtforadeclarationthatthispositionwasincorrect.AttheQueen’sBenchDivisionoftheHighCourtofJustice,LathamJfoundthattheDepartmentofHealthwerecorrectintheirposition.InhisJudgement,oftheanonymisationprocess,hefound:
	‘Inmyview,itisimpossibletoescapethelogicofMrSales'argumentthattheproposalinvolvestheunauthorisedusebythepharmacistofconﬁdentialinformation.IrejectthesophistryofMrBelo'ssubmissionthattheprocesscanbedividedintotwostages.Inmyjudgmentwhatisproposedwillresultinaclearbreachofconﬁdenceunlessthepatientgivesconsent,whichisnotpartoftheproposalatpresent.Norisitsuggestedthatthepatientcanbesaidtohavegivenimpliedconsent.Thismaybethepositionwheredoctorsandthehealthserviceitselfuseanonymousmaterialforthepurposesofresearch,
	Ifleftunchallengedthisjudgementcouldhavehadasigniﬁcanteectontheuseofhealthdata.NotonlydiditappeartocontradictcasessuchasWv.Egdell[37],butitsuggestedthatconﬁdencescouldbebreachedby
	Ifleftunchallengedthisjudgementcouldhavehadasigniﬁcanteectontheuseofhealthdata.NotonlydiditappeartocontradictcasessuchasWv.Egdell[37],butitsuggestedthatconﬁdencescouldbebreachedby
	usingthedataforanyotherpurpose,includingwhereanonymised.Itcouldbesuggestedthattheproposalthatconsentwasrequiredfromeverypatientinordertoproducestatisticalinformationwasnotonlyimpracticalforotherpurposes,suchwhereitwasdisclosedtoahealthcarebody,butcouldpotentiallyhavecausedfutureissuesinhealthcareinnovation.Inaddition,itappearstoplacesomeuncertaintyaboutuseofthedatainthepharmacybeyonddispensingtheprescription.

	OnappealintheCourtofAppeal[56]howeverthejudgementwasoverturned.InalengthybywellexplainedjudgementLordBrowndiscussedtheprincipleofanonymisationinsomedetail:
	‘MrSalesurgesinparticulartheseconsiderations.Thepatient'ssolepurposeinhandingovertheprescriptionissothatthepharmacistmaydispensethedrugsprescribed.That,therefore,istheonlyuseofitthatisauthorised.Byanonymisingtheinformation,thepharmacistdoesnotceasetobeunderadutyofconﬁdencewithregardtoit.Indeed,theveryactofanonymisationinvolves“manipulation”oftheinformationandisitselfobjectionable.Theonlyreasonthepharmacisthassomethingtosellisbecausethepatienthashandedoverhisprescription.Evenwhenitisanonymised,itisstillnotin
	FormypartIﬁndtheseargumentsnotmerelyunconvincingbutwhollyunreal.Trueitisthatevenwhenstrippedofanythingcapableofidentifyingthepatient,theinformationwhichthepharmacistproposestoselltoSourceisstillnotin‘thepublicdomain’.Butwhetherornotthatmattersmustsurelydependupontheinterestatstake...[57].’
	Furtherinhisjudgement,LordBrownstated:
	‘...Inmyjudgmenttheanswerisplain.Theconcernofthelawhereistoprotecttheconﬁder'spersonalprivacy.Thatandthataloneistherightatissueinthiscase.Thepatienthasnoproprietorialclaimtotheprescriptionformortotheinformationitcontains.Ofcourse,hecanbestoworwithholdhiscustomashepleases–thepharmacist,note,hasnosuchright:heisbylawboundtodispensetowhoeverpresentsaprescription.Butthatgivesthepatientnopropertyintheinformationandnorighttocontrolitsuseprovidedonlyandalwaysthathisprivacyisnotputatrisk.Ireferredearlier
	‘...Inmyjudgmenttheanswerisplain.Theconcernofthelawhereistoprotecttheconﬁder'spersonalprivacy.Thatandthataloneistherightatissueinthiscase.Thepatienthasnoproprietorialclaimtotheprescriptionformortotheinformationitcontains.Ofcourse,hecanbestoworwithholdhiscustomashepleases–thepharmacist,note,hasnosuchright:heisbylawboundtodispensetowhoeverpresentsaprescription.Butthatgivesthepatientnopropertyintheinformationandnorighttocontrolitsuseprovidedonlyandalwaysthathisprivacyisnotputatrisk.Ireferredearlier
	toMrSales'pleaforrespectfor“thepatient'sautonomy”.Atﬁrstblushthesubmissionisabeguilingone.Mydicultywithit,however,isinunderstandinghowthepatient'sautonomyiscompromisedbySource'sscheme.If,asIconclude,hisonlylegitimateinterestisintheprotectionofhisprivacyandifthatissafeguarded,Ifailtoseehowhiswillcouldbethoughtthwartedorhispersonalintegrityundermined.Bythesametokenthat,inacaseconcerningGovernmentinformation,“theprincipleofconﬁdentialitycanhavenoapplicationtoit...onceithasentered...thepublicdomain”(perLordGo),

	Thisappealconcerns,asallagree,theapplicationofabroadprincipleofequity.Iproposeitsresolutiononasimilarlybroadbasis.IwouldnotdistinguishbetweenSource'sﬁrstandsecondargumentsandnorwouldIregardthecaseasturningonthequestionofdetriment.RatherIwouldstandbackfromthemanydetailedargumentsaddressedtousandholdsimplythatpharmacists'consciencesoughtnotreasonablytobetroubledbycooperationwithSource'sproposedscheme.Thepatient'sprivacywillhavebeensafeguarded,notinvaded.Thepharmacist'sdutyofconﬁdencewillnothavebeenbreached[12
	Thesourcejudgementraisesacoupleofsigniﬁcantobservationsinrelationtotheuseofthedatainquestioninanorganisation:
	1.
	1.
	1.
	Theundertakingofactivitiesondatainternallywithinanorganisationdoesnotusuallyconstituteadisclosure.

	2.
	2.
	Whenlookingatthedutyofconﬁdence,itisimportanttounderstandwhatneedstobeprotected.Ifconﬁdentialpatientinformationneedstobeprotected,wherethepersoncannotbeidentiﬁed,thisconﬁdentialityisprotected.

	3.
	3.
	Apatienthasnoproprietaryrighttoaprescription,document,ortheirinformation.

	4.
	4.
	Anonymisationprotectspatients’privacy,itdoesnotinvadeit.


	2.5.6.3Anonymisation
	Whiletheauthorhasextensiveexperienceinapproachestomakingindividualslessidentiﬁable,itisnotproposedtodiscussanyoftheanonymisationmethodologiesthatcouldbeapplied,thisisoutofscope
	Whiletheauthorhasextensiveexperienceinapproachestomakingindividualslessidentiﬁable,itisnotproposedtodiscussanyoftheanonymisationmethodologiesthatcouldbeapplied,thisisoutofscope
	ofthisthesis.Understandingthedeﬁnitionsofanonymisationwithinthecommonlaw,andhowtheUKGDPRinteractswiththecommonlawwheredataisanonymisedatcommonlawisinscopeofthisthesis.

	Rv.DepartmentofHealth,exparteSourceInformatics[56]usestheterminology‘anonymisation[12].Thetermisonethat,onfacevalue,appearstobeastraightforwardconcept.Itcouldbeinterpretedasmeaningthattheprocessofanonymisationistheactofmakingdatanon-identiﬁable,andthatanonymisedinformationisinformationthatnoonecanbeidentiﬁedfrom.Thereishoweveradistinctdierencebetweenthetermanonymisationwithinthemeaningofthecommonlaw,andhowthesameinformationisinterpretedinthemeaningoftheUKGDPR.
	ThestartingpointinunderstandinghowtheUKGDPRinteractswiththecommonlawistounderstandwhatismeantbyanonymisationwithinthemeaningofthecommonlaw.
	Whilethereisnotacomprehensivebodyofcaselawthatprovidesexamplesofwherethequalityofconﬁdencehasbecauseofanonymisation,thecaselawdoesprovidesomeguidanceastocircumstancesininformationwillbeconsideredtohavelostthequalityofconﬁdence.
	Atcommonlaw,thedutyofconﬁdenceseekstoprotectaconﬁdersprivacy[12].Therefore,whereaconﬁder‘sidentityisappropriatelyprotectedfromthepersonreceivingtheinformation,therewillbenobreachofthatduty[12].Forthepurposeofthecommonlaw,thatisnottosaythatthepersonseekingtodisclosetheinformationshouldnotbeabletoidentifytheinformation[40].Inotherwords,theprotectiontoconcealtheperson’sidentityisconcernedwithanindividualbeingdisclosedinformation[40].Identitymaybeconcealedinanumberofways.Onanindividuallevelitcouldbethatsimplyre
	Atcommonlaw,thedutyofconﬁdenceseekstoprotectaconﬁdersprivacy[12].Therefore,whereaconﬁder‘sidentityisappropriatelyprotectedfromthepersonreceivingtheinformation,therewillbenobreachofthatduty[12].Forthepurposeofthecommonlaw,thatisnottosaythatthepersonseekingtodisclosetheinformationshouldnotbeabletoidentifytheinformation[40].Inotherwords,theprotectiontoconcealtheperson’sidentityisconcernedwithanindividualbeingdisclosedinformation[40].Identitymaybeconcealedinanumberofways.Onanindividuallevelitcouldbethatsimplyre
	[40],butapublicationofgranularstatisticstotheworldatlargemaycausesomeonetoidentifyapersonwherethereareasmallnumberofpeople,andtheanalysisrelatestoasmallgeographicalarea.Whenmakingajudgementonwhetherdataisidentiﬁabletherefore,stepsshouldtakeintoaccountthepossibilitythatindividualsmayeasilyidentifypeoplefrominformationalreadyknowntothem,orinformationtheycanaccess[58].Itisthereforeimportanttotakeappropriatestepstoconcealtheidentityoftheconﬁderwheresuchadisclosureismade[40],thedetailofwhichwilldependonthecircum

	InthecaseoftheUKGDPRhowever,wheresomeinformationmaybeconsideredanonymisedforthepurposeofthecommonlaw,theUKGDPRmaystillbeengaged.TheUKGDPRappliestotheprocessingofpersonaldata.Article4(1)statesthat:
	‘‘personaldata’meansanyinformationrelatingtoanidentiﬁedoridentiﬁablenaturalperson(‘datasubject’);anidentiﬁablenaturalpersonisonewhocanbeidentiﬁed,directlyorindirectly,inparticularbyreferencetoanidentiﬁersuchasaname,anidentiﬁcationnumber,locationdata,anonlineidentiﬁerortooneormorefactorsspeciﬁctothephysical,physiological,genetic,mental,economic,culturalorsocialidentityofthatnaturalperson[23].’
	TheUKGDPRthereforeisindiscriminateofaudience,whodisclosedto,orwhatmeasureshavebeentakentoconcealtheidentityoftheconﬁder.Withrowleveldata,ifanyone,eventhepersonwhoholdtheinformationinconﬁdencecanidentifytheindividual,thiswouldbepersonaldatawithinthedeﬁnitionoftheUKGDPR.
	Whileconsideringanonymisationprocessesatcommonlaw,itisalsousefultoconsiderthedeﬁnitionofpseudonymisationwithinthemeaningoftheUKGDPR.Article4(5)oftheUKGDPRstatesthat:
	‘pseudonymisation’meanstheprocessingofpersonaldatainsuchamannerthatthepersonaldatacannolongerbeattributedtoaspeciﬁcdatasubjectwithouttheuseofadditionalinformation,providedthatsuchadditionalinformationiskeptseparatelyandissubjecttotechnicalandorganisationalmeasurestoensurethatthepersonaldataarenotattributedtoanidentiﬁedoridentiﬁablenaturalperson[59].’
	Inthissetofcircumstances,fromaconﬁdentialityperspective,themeasuresputinplacetoconcealthedatawouldalmostcertainlybeconsideredtosucientlyprotecttheidentityofindividualsincompliancewiththecommonlaw[40].Thiscreatesaninterestingpositionwherebydataisnotidentiﬁableatcommonlaw,andthereforenotsubjecttothedutyofconﬁdence,howeverforthepurposesoftheUKGDPR[21],thisinformationremainssubjecttotheUKGDPR[21].
	2.5.6.4Identiﬁcationthroughotherinformation
	Asstatedabove,thecommonlawdoesnotprovidearobustsetofguidancethatsetsouthowdatacanbeconcealedtoremovethequalityofconﬁdence,howeveritisknowthatinordertoconsidersuchinformationnotsubjecttothedutyofconﬁdencethatstepsmustbetakentoconcealtheidentityofindividuals[40].Wherethereisanydoubt,ariskassessmentshouldbeundertakenthattakesintoaccounttherelevantfactors,includingthosewhichmaketherisktolerancemoreacceptable[60].
	Thereisalwaysariskthatinformationcouldbereleased,andotherinformationmaybeavailablethatcouldmeanapersoncanbeidentiﬁed.H(aHealthworker)v.AssociatedNewspapersLtd[61]relatedtoahealthcareworkerwhohadcontractedHIVandhadretired.Aseriesofactionshadtakenplaceinrelationtotherestraintofinformationthatwouldidentity‘H’.Aninjunctionsecuredby‘H’prohibitedAssociatedNewspapersLtdfrom:
	‘(a)thesolicitingorpublicationofanyinformationwhichmaydirectlyorindirectlyleadtodisclosureoftheidentifyorwhereaboutsoftheapplicantorhispatients.
	(b)inparticular,publicationofdetailsoftheapplicant'sspeciality(otherthanthefactthatheisahealthcareworker)ordetailsastowhenhewasdiagnosedasHIVpositiveandwentoworksick[62]’
	AssociatedNewspapersLtdthereforepublishedanarticlethatsaid,‘Judge’sgagoverAidsthreattopatients.’Thearticleprovidedcluesastothespecialityof‘H’.Thecasewasoneofaseriesofcasesthatsoughttovaryinjunctiononthereleaseofinformation,includingthenameoftheHealthAuthority(“N”)andotherinformation.
	Inhisjudgement,LordPhillips,MasteroftheRollsrecognisedtheinformationcontainedinthearticlepublishedbyAssociatedNewspapersLimited,inconjunctionwithdetailsoftheHealthAuthorityandthefactthathisillhealthhadledtohisretirement,couldidentifyhimbyanyonewhohadapersonalknowledge.Hestated:
	‘Theinformationinthatarticle,coupledwiththeidentiﬁcationofN,couldwellleadanyonewhohadpersonalknowledgethatHhadretiredthroughill-healthtodeducethatthearticlewaswrittenaboutH.Aprime,andnotunreasonable,concernofHmaywellbethatthosewhomheknowspersonallyshouldnotbecomeawareofthenatureofhisillness.[58].’
	Inrelationtohisspecialityhowever,LordPhillipsconsideredtheriskofidentiﬁcationmoreremote.Hestated:
	‘TheremustbeariskthatsomewhoknowthedetailsofH'sretirementmaysuspect,anditcanbenomorethanasuspicion,thatheisthehealthcareworkerinthisaction.Provided,however,thattheotherrestraintsinGrossJ'sOrderremaininforce,whichweconsiderthattheyshould,wedonotconsiderthatthisriskjustiﬁescontinuingtherestraintondisclosingH'sspeciality.Asweindicatedearlyinourjudgment,thisrestraintisinhibitingdebateonwhatisamatterofpublicinterest.Wehaveconcludedthatthisrestraintisnotjustiﬁed[60].’
	Itisthereforeapparentthatanumberoffactorsarerelevantwhenconsideringwhetherinformationsucientlyconcealstheidentityof
	individuals.Arisk-basedassessmentofallrelevantfactorsshouldbetakenintoaccount[60].
	Whereitcanbeeasilydeducedthatinformationrelatestoaspeciﬁcindividual,thenthisinformationisconsideredtobesubjecttothedutyofconﬁdencetotheextentthatthereshouldbeprotectionagainstanybreachofconﬁdence[58],unlessofcoursetherewasanotherlawfulreasonthattheinformationcouldbedisclosedatcommonlaw,suchaswithconsentoftheindividual.
	Wherethereisasmallriskthatasuspicionofsomeone’sidentitycouldbestablishedandthereisapublicinterestinmakingthepublicawareofcertaininformation,itmaybeappropriatetodisclose,providingotherinformationthatmayconﬁrmtheidentityoftheindividualisprotected[60].
	2.5.7Thequalityofconﬁdencebeyonddeath
	2.5.7.1Thegeneralprinciple
	Wheretheconﬁdentialinformationrelatestoaperson,thegeneralpositionisthatconﬁdentialitydoesnotendwiththeirdeath[63].PriortoLewisv.TheSecretaryofStateforHealth[64]thequestionhadonlybeenexploredatTribunalincasessuchasBluckv.InformationCommissionerandEpsom&StHelierUniversityNHSTrust[65].InLewisv.TheSecretaryofStateforHealth[64],withnoprecedentpreviouslyexistinginthehighercourts,amedicalpractitionersoughttoclarifywhethertherecordofdeceasedpatientsthatwereinhiscareweresubjecttothedutyofconﬁdence,andifso,whetherthe
	AddressingthesubjectLordJusticeFoskettacknowledgedatthestartofadetailedjudgementthat:
	‘Ineedgonofurtherforpresentpurposesthantoreachtheconclusion,ifIdo,thatitisarguablethatthedutydoessurvivethepatient'sdeath[66].’
	TheeectofthejudgmentistosolidifytheprinciplethatconﬁdentialitysurvivesbeyonddeathasdiscussedintribunalcasessuchasBluckv.InformationCommissionerandEpsom&StHelierUniversityNHSTrust
	[65]bycreatingaprecedentonthisprinciple.
	2.5.7.2Durationofconﬁdentialitybeyonddeath
	Withregardtheamountoftimebywhichconﬁdentialityexistsbeyonddeath,priortoInLewisv.TheSecretaryofStateforHealth[64],therewasnojudicialauthoritythatdiscussedthiswithspeciﬁcreferencetopersonalinformation.Thishadhoweverbeendiscussedinrelationtootherconﬁdentialinformation.
	InAttorneyGeneralv.JonathanCapeLtd[67],thecourtruledontheconﬁdentialnatureofdiariesrecordingdiscussionsatcabinetasrecordedbyathendeceasedformerCabinetmember.Ofdurationoftheconﬁdentiality,LordWidgeryCJfoundthat:
	‘Theremust,however,bealimitintimeafterwhichtheconﬁdentialcharacteroftheinformation,andthedutyofthecourttorestrainpublication,willlapse[68]’.
	Furtherinthejudgementhecontinued:
	‘Itmay,ofcourse,beintenselydicultinaparticularcase,tosayatwhatpointthemateriallosesitsconﬁdentialcharacter,onthegroundthatpublicationwillnolongerunderminethedoctrineofjointCabinetresponsibility.ItisthisdicultywhichpromptssometoarguethatCabinetdiscussionsshouldretaintheirconﬁdentialcharacterforalongerandarbitraryperiodsuchas30years,orevenforalltime,butthisseemstometobeexcessivelyrestrictive.Thecourtshouldinterveneonlyintheclearestofcaseswherethecontinuingconﬁdentialityofthematerialcanbedemonstrated.Inlesscle
	‘Itmay,ofcourse,beintenselydicultinaparticularcase,tosayatwhatpointthemateriallosesitsconﬁdentialcharacter,onthegroundthatpublicationwillnolongerunderminethedoctrineofjointCabinetresponsibility.ItisthisdicultywhichpromptssometoarguethatCabinetdiscussionsshouldretaintheirconﬁdentialcharacterforalongerandarbitraryperiodsuchas30years,orevenforalltime,butthisseemstometobeexcessivelyrestrictive.Thecourtshouldinterveneonlyintheclearestofcaseswherethecontinuingconﬁdentialityofthematerialcanbedemonstrated.Inlesscle
	mustbeplacedonthegoodsenseandgoodtasteoftheMinisterorex-Ministerconcerned[68].’

	Lewisv.TheSecretaryofStateforHealth[64]howeverhadaﬁrmerresponseinrelationtopersonalinformationsuchasmedicalexaminations.LordJusticeFoskettheldthat:
	‘Aswillbeapparent,itislikelythatsomeofthematerialthesubjectoftherequestfordisclosurewillrelatetoexaminationsandanalysesgoingbackmanyyears.Itis,ofcourse,justpossiblethatthereare,insomecases,nolivingnext-of-kinofthoseaected.However,formypart,Iwouldnotregardthat,orindeedthepassageoftimegenerallyinamatterofthisnature,aseradicatingordiminishingsigniﬁcantlythestrengthoftheobligationofconﬁdentialitywhich,asIhaveconcluded,arguablyexistsineachofthecasesinrespectofwhichdisclosureissought[69].’
	Therearetwodistinctionstobemadeinthisregard.Intheﬁrstinstance,Lewisv.TheSecretaryofStateforHealth[64]isdiscussingcaseswhichexistinlivingmemory.Whileconﬁdentialitymayhaveslightlydiminishedovertime,ithasnotdiminishedsucientlytowarrantdisclosureinthetimescalestowhichthecaserelates.Theseconddistinctionistheveryfactthathealthconﬁdencesappeartobemuchmoresensitivethanothertypesofconﬁdentialinformation[40]providingitisnottrivial[39].Theveryfactthatthequalityofconﬁdencecouldbeseenasdiminishingatallissuggestiveofthef
	Impartedincircumstancesimportinganobligationofconﬁdence
	2.6.1Thegeneralposition
	Whilecitedasarequirementinthecaselaw,thiselementisoftennotconsideredinanydetail.InCocov.A.N.Clarke(Engineers)Limited[22],theabsenceofguidancewashighlighted[70],butnofurtherguidancewasprovided,andbeyondashortdiscussionaroundtherelationships,
	Whilecitedasarequirementinthecaselaw,thiselementisoftennotconsideredinanydetail.InCocov.A.N.Clarke(Engineers)Limited[22],theabsenceofguidancewashighlighted[70],butnofurtherguidancewasprovided,andbeyondashortdiscussionaroundtherelationships,
	andcommunicationsbetweentheparties,itwasconcludedthattherewasnorequirementtoexploretherequirementfurther[71].

	Onekeyelementtodecidingifinformationhasbeenimpartedincircumstancesimportinganobligationofconﬁdencedoesappeartorevolvearoundtherelationshipandknowledgeoftheparties[22].Whetherinformationthathasbeenimpartedincircumstancesimportingadutyofconﬁdencewillusuallybeindicatedbythefactthatapersonknowsthattheinformationisconﬁdential[22].
	Thereareanumberofcircumstancesbywhichsomeonewillusuallybedeemedtobeawarethatthecircumstancesareconﬁdential,andthecourtswillconcludethatinformationwasimpartedincircumstancesimportingadutyofconﬁdenceasrequiredbythetestforconﬁdentiality[72].Forthepurposeofthisthesis,threeofthosecircumstanceswillbeexplored:
	 
	 
	 
	Wheretheinformationisimpartedbecauseofacontractualorbusinessrelationship.

	 
	 
	Wheretheinformationisimpartedbytheconﬁderbecauseofaservicebeingprovided.

	 
	 
	Wherethereisanon-businessorservice-relatedrelationshipbetweentheparties


	2.6.2Impartedduetoacontractualorbusinessrelationships
	ThissectiondescribesthosecontractualorotherbusinessrelationshipsthatmaybeencounteredbyNHSorganisations,althoughtheprinciplewillbethesameinotherbusinessrelationships.
	Wherethereisacontractual,orotherbusinessrelationship,suchtermsareusuallyincludedinthesearrangementsfortheavoidanceofdoubt[73].Iftherearenoclausesinthecontractshowever,theveryexistenceofanycommercialorothertypeofbusinessrelationshipofteninfersthat
	Wherethereisacontractual,orotherbusinessrelationship,suchtermsareusuallyincludedinthesearrangementsfortheavoidanceofdoubt[73].Iftherearenoclausesinthecontractshowever,theveryexistenceofanycommercialorothertypeofbusinessrelationshipofteninfersthat
	anyinformationimpartedaspartofthatcontractissubjecttothedutyofconﬁdencewherethesubjectmatterhasthequalityofconﬁdence[74].

	TheNHSpotentiallycouldimpartinformationthathasthequalityofconﬁdenceforanumberorreasons,butinillustratingthecaseusingtheexampleofhealthcaredata,theNHScouldsubcontractaprivatecompanytoworkoninformationsystemsthatwillbeprocessingpatientdata,andthosecontractorscouldhaveaccesstothisinformationaspartoftheirwork.Insuchcircumstances,thelawwillinferconﬁdentialityregardlessofanycontractualorothertermsincludedinagreements[74],althoughinthecaseofpersonaldata,wherethereisaprocessor,theremustbeaproperlyconstitutedagreeme
	AsidefromanyControllertoProcessordatatransfers,itisalsoconceivablethatanydatathatpossessesthequalityofconﬁdencecouldbereceivedfromotherparties.ExamplesofsucharelationshipincludedatareceivedfromcontractorssupplyingNHSservicesonbehalfofHealthBoardsinWales.OthercircumstancescouldincludesituationswheredataoriginatesfromanotherstatutorybodyoutsideoftheNHSinWalessuchastheOceofNationalStatistics,aNHSserviceproviderinEngland,oraprivateorganisationinappropriatecircumstances.Itisclearlydesirabletohavesucharrangementi
	Itshouldbenotedthatinthecaseofprivatehealthcare,therewillbeadirectcontractualrelationshipbetweentheparties,andthesameprinciplesapplybetweentheproviderofthatcare.Inotherwords,regardlessofanywrittenagreementthatthecarerelationshipimposes,therewillbeanimpliedtermofconﬁdentiality[74].
	Whileenforcementofbreachofconﬁdenceisexplicitlyoutofscopeofthisthesis,forthebeneﬁtofunderstandingtheeectofcontractualprovisions,itisusefultoexaminehowanybreachbyathirdparty
	Whileenforcementofbreachofconﬁdenceisexplicitlyoutofscopeofthisthesis,forthebeneﬁtofunderstandingtheeectofcontractualprovisions,itisusefultoexaminehowanybreachbyathirdparty
	recipientofconﬁdentialdata(“thethirdparty”)ofanyinformationthatithaslawfullyreceivedfromanorganisationthatholdsitinconﬁdence(“theconﬁdeeorganisation”),couldberemedied.Intermsofanycontractthatmayexistbetweentheconﬁdeeorganisationandthethirdparty,theconﬁdeeorganisationcanofcourseseektopursueaclaiminbreachofconﬁdenceandbreachofcontract[7],however,theconﬁdeewouldnotbeprivytothatcontract,andthereforecouldnotaclaiminrespectofthatcontractduetoprivityofcontract[76].AsbreachofconﬁdenceisaTorthowever,theconﬁdeecouldp

	2.6.3Relationshipscreatedthroughnoncontractualserviceprovision
	Incircumstanceswhereanindividualinteractswithaserviceandthereisnocontractualprovisionwithinthemeaningofthelaw,itisclearthatinformationcanstillbeimpartedincircumstancesimportingadutyofconﬁdence[78].Thisisreﬂectedwhereverthoseservicesmaybeaccessed,andhoweverthatinformationissharedbetweentheorganisationsorpersonsthatprovideofthatservice[78].Itcansafelybeassumedthatanyinformationcollectedinprovisionofservicesconnectedtotheirhealthcarewillbeimpartedincircumstancesimposingadutyofconﬁdence.
	Itisimportanttonotethatitisnotonlyincircumstanceswhereaclinicianreceivesinformationthattheinformationisdeemedtohavebeenimparted[31].Anyonewhoisinvolvedinanyactivitythatcomestobeinformedofinformationasaresultofaconﬁdentialsituation,canbesaidtohavereceivedinformationthatwasimpartedincircumstancesimportingadutyofconﬁdence[31].Anexampleofcircumstanceswhereconﬁdentialitycouldbesaidtohavebeenimpartedincircumstancesimportingadutyofconﬁdenceandwillnotonlybindemployees,but
	Itisimportanttonotethatitisnotonlyincircumstanceswhereaclinicianreceivesinformationthattheinformationisdeemedtohavebeenimparted[31].Anyonewhoisinvolvedinanyactivitythatcomestobeinformedofinformationasaresultofaconﬁdentialsituation,canbesaidtohavereceivedinformationthatwasimpartedincircumstancesimportingadutyofconﬁdence[31].Anexampleofcircumstanceswhereconﬁdentialitycouldbesaidtohavebeenimpartedincircumstancesimportingadutyofconﬁdenceandwillnotonlybindemployees,but
	membersofthepublic,arewherehonestadviceissharedbyattendeesofagrouptherapysession[31].

	2.6.4Nonbusinessorservice-relatedrelationships
	Whereinformationpossessesthequalityofconﬁdence,evenifthereisnorelationshipbetweenpartieswhobecomeprivytothatinformation,informationmaystillhavebeenimpartedincircumstancesimportingadutyofconﬁdence[52].ThiscouldrelatetoinformationdisclosedbytheconﬁdeetoanotherpatientataGPsurgeryorhospital,toanon-clinicalmemberofsta,althoughmanyofthecommunicationsunderthelatterheadingcouldbeincludedwithincircumstancesofnon-contractualserviceprovision.
	Thefactthataconﬁdeeisdiscussingcertaininformationtoindividualsinapublicplacesothatotherscanoverhear,doesnotmeanthatiteitherlosesthequalityofconﬁdence,orisnotbeingimpartedincircumstancesimportingadutyofconﬁdence[41].Informationmustbeknownbyasubstantialnumberofpeopletobeconsideredinthepublicdomain[41],althoughthesubjectmatteroftheconﬁdence,togetherwiththefactitisbeingopenlydiscussedcouldfavourtheargumentthattheinformationistrivial[39].
	Partiesinromanticrelationshipsmayalsoknowcertaininformationinrelationtotheirpartner,includinghealthcomplaintsorotherinformation,andthelawispreparedtorestrainthepartnerfrombreachingconﬁdence[51].Itshouldbenotedthatadefencetoadisclosuremayapply,andthisisconsideredinthefollowingchapters.
	2.7Unauthorisedusecausingabreachofconﬁdence
	2.7.1Thebasicposition
	Thebasicpositionbywhichdeterminingwhetherabreachofconﬁdencehasoccurredistoconsiderwhethertherehasbeenanunauthoriseduseofinformationthatissubjecttothedutyofconﬁdence[22].Therewillbenobreachofconﬁdencewhere:
	 
	 
	 
	Thereisadefencetotheuseoftheinformation,suchaswherethereisconsent[28];

	 
	 
	Thereisarequirementtodiscloseinformationassetoutinlaw,forexample,wherethereisanobligationofreportinganotiﬁabledisease[79];

	 
	 
	Whereadutyofconﬁdenceisexpresslysetasidebylaw,forexample,inthecaseofhealthresearch,ontheadviceoftheConﬁdentialityAdvisoryGroupunderRegulation5oftheHealthService(ControlofPatientInformationRegulations)2002[80];or

	 
	 
	Whereinformationneedstobedisclosedtoanotherpersontofulﬁlastatutoryfunction,forexample,inthecaseofaSpecialHealthAuthorityinWales,theymaybecomplyingwiththeirstatutoryfunctionsinaccordancewiththelegislation[81].


	Theseareexplainedinmoredetailaspartofthisthesis.Theremainderofthischapterwillconsiderwhatisconsideredabreachofconﬁdence.
	2.7.2Unauthoriseduse
	Inordertobeinbreachofconﬁdencetheremustbeanunauthoriseduseofthatinformation[22].
	Thecaselawappearstoidentifytwobroadtypesofunauthoriseduse.Theseare:
	 
	 
	 
	Theuseordisclosureofinformationbyanindividualwhoisactingoutsideoftheircontractofemployment

	 
	 
	Otherusesofinformationbylegalpersonsinbreachofconﬁdence.


	Thesearedescribedinmoredetailbelow.
	2.7.3Useordisclosurebyanemployeeinbreachofanemploymentcontract
	2.7.3.1Thebasicposition
	Byabreachofthecontractofemployment,thisincludestheuseofdatathatissubjecttothedutyofconﬁdencethathasbeenlawfullycollectedbyanorganisationbutisbeingusedforpurposesotherthanthoseundertakenbytheemployerontheirowninitiative.AnexampleofsuchabreachisillustratedbythecaseofXv.Y[82]whereinformationonpracticingdoctorswhohadbeendiagnosedwithAIDSwasleakedtothepressbyemployees.Thecaserecognisesaclearbreachofcontract[83]andalsothatthebreachofconﬁdencewasbytheemployeethemselves[83].
	2.7.3.2Liability
	Whereanemployeemisusesdata,notonlythey,buttheemployermaybeliableforthebreachofconﬁdence[84].ThetestforestablishingwhetheranemployerisvicariouslyliablewasexploredinthecaseofDubaiAluminiumv.Salaam[84].MrLordJusticeNicholsheldthat:
	‘...thecircumstancesinwhichanemployermaybevicariouslyliableforhisemployee'sintentionalmisconductarenotclosed.Alldependsontheclosenessoftheconnectionbetweenthedutieswhich,inbroadterms,theemployeewasengagedtoperformandhiswrongdoing[85].’
	InVariousClaimantsv.WmMorrisonSupermarketsplc[86],aseniorinternalITauditorwithagrudgeagainstMorrisonsSupermarketsPlc
	downloadedthedataofaround100,000employeesontoapersonalUSBstick,tookithome,anduploadedittoaﬁlesharingwebsite.HethensentlinkstothreeUKnewspapers.Inagroupaction,9,263eectedemployeesissuedaclaimagainstMorrisonsfordamagesforbreachoftheDataProtectionAct1998,themisuseofprivateinformationandforbreachofconﬁdencebytheoendingemployee.ApplyingthiscaseofDubaiAluminiumv.Salaam[87].,LordReedaskedthequestion:
	‘..disclosureofthedatawassocloselyconnectedwithactshewasauthorisedtodothat,forthepurposesoftheliabilityofhisemployertothirdparties,hiswrongfuldisclosuremayfairlyandproperlyberegardedasdonebyhimwhileactingintheordinarycourseofhisemployment[87].’
	TheUKSupremeCourtfoundthatMorrisonswerenotliableforvicariousliabilityforabreachofconﬁdence.
	Inrelationtothescopeofhisemployment,thecourtfoundthatdownloadingandpublishingemployeedatainthiswaynotinthe‘ﬁeldofactivities’thathehadbeenemployedtodo,andwasnotanacthewasauthorisedtodo,andhewasnot‘doingactsofthesamekindasthosewhichitwaswithinhisauthoritytodo’.[87].Itwasalsoheldthatthe‘mereopportunity’tocommitawrongfulactbybeinginthatpositionoftrustwasnotenoughtoﬁndMorrisonsvicariouslyliable[87].
	LordReedidentiﬁedthatwhiletherewasa‘closetemporallink[87]’andan‘unbrokenchainofcausation[87]’betweentheprovisionofdatatoundertakeemploymentandthesubsequentpublicationontheinterneta‘atemporalorcausalconnectiondoesnotinitselfsatisfythecloseconnectiontest[87].Finally,LordReedheldthatmotivewasirrelevant.Theimportantelementtoconsiderwaswhetherhewasactingonhisemployer’sbusinessorforapersonalreason[87].
	2.7.4Otherusesofinformationbyalegalpersoninbreachofconﬁdence
	Inthissection,itistheintentiontosetout,asidefrombreachesbyemployees,orthevicariousliabilityofanorganisation,whatconstitutesanunauthorisedusewhereanorganisationusesinformation.
	2.7.4.1Thebasicposition
	Thebasicpositionisthatalegalpersonwhoreceivesconﬁdentialinformation,disclosesthatinformationtoathirdpartywithoutalawfulexcuse.InTarantov.Cornelius[88]forexampleapsychiatristwhohadbeencontractedprivatelytoprepareamedico-legalreportforthepurposesofacivilclaim,forwardedthereporttohersolicitor,aconsultantpsychiatristatahospitalneartheclaimant'shome,andtohergeneralpractitionerwithoutconsentinbreachofconﬁdence.
	2.7.4.2Deﬁning“use”
	Itisnotjustindividualscollectinformationthatissubjecttothedutyofconﬁdence.LegalentitiessuchasHealthBoards,NHSTrustsandSpecialHealthAuthoritiesalsocollectinformation.Intheheadingaboveasrelatestoemployeesbreachingconﬁdence,thisisstraightforwardbutasrelatestoorganisationsusinginformation,thephrase‘unauthoriseduse’isvague.ThecaseofRv.DepartmentofHealthexparteSourceInformatics[89]settledapointoflaw.MrLordJusticeBrown,refusedtoallowthecommonlaw‘distortedforthepurpose[90]’ofthepolicypositionoftheDepartmentofHealth
	‘Theconcernofthelawhereistoprotecttheconﬁder'spersonalprivacy.Thatandthataloneistherightatissueinthiscase.Thepatienthasnoproprietorialclaimtotheprescriptionformortotheinformationitcontains.Ofcourse,hecanbestoworwithholdhiscustomashepleases—thepharmacist,note,hasnosuchright:heisbylawboundtodispensetowhoeverpresentsaprescription.Butthatgivesthepatientnopropertyintheinformationandno
	‘Theconcernofthelawhereistoprotecttheconﬁder'spersonalprivacy.Thatandthataloneistherightatissueinthiscase.Thepatienthasnoproprietorialclaimtotheprescriptionformortotheinformationitcontains.Ofcourse,hecanbestoworwithholdhiscustomashepleases—thepharmacist,note,hasnosuchright:heisbylawboundtodispensetowhoeverpresentsaprescription.Butthatgivesthepatientnopropertyintheinformationandno
	righttocontrolitsuseprovidedonlyandalwaysthathisprivacyisnotputatrisk[12].’

	Thejudgementmakesitclearthatwhenanorganisationholdsinformation,itcanusethatinformationforanumberofpurposeswithoutbeinginbreachofthecommonlaw.Thekeyconsiderationatalltimes,however,ismaintainingtheconﬁdersprivacy.Itisthereforeconceivablethatinmostsituations,abreachofconﬁdencewillonlyoccurwhereadisclosureismade.Thecommonlawisnotconcernedwithusesofinformationwhereprivacyisprotected,andthepatienthasnocontrolovertheuseofinformation[12].
	2.7.5Causationandthebreach
	2.7.5.1Thebasicposition
	Inorderfortheretobeabreachofconﬁdencetheconﬁdermusthavecausedthebreach[91].Thedutyofconﬁdenceisanegativeobligationnottodiscloseinformationthatissubjecttothatduty[92].Accordingly,theremustbea‘positiveaction’bytheconﬁderthatleadstoabreachofconﬁdence[93].Thatpositiveactioncouldbeunintendeduse,orarecklessuse,butnevertheless,theusemustbeanact[93].Withoutapositiveaction,evenifthepersonholdinginformationhasinsucientsecuritymeasuresandthedataisstolenbyhackers,therewillbenocausationtothebreach[94].Itisimportanttonot
	‘...processedinamannerthatensuresappropriatesecurityofthepersonaldata,includingprotectionagainstunauthorisedorunlawfulprocessingandagainstaccidentalloss,destructionordamage,usingappropriatetechnicalororganisationalmeasures[95].’
	Thispositionhasbeenarmedasrecentlyas2022inthecaseofSmithandOthersv.TalktalkTelecomGroupPlc[96].
	2.7.5.2Thepositiveact
	Itisimportanttoconsiderwhohasundertakenthepositiveactwhenconsideringwhoisliable.Whenapersonmakesadisclosurethatcontravenesthedutyofconﬁdenceaspartoftheirbusinessactivities,thisisrelativelystraightforward.Wherethepositiveactisundertakenbyanemployeewhoactsoutsideofhisdutieshowever,theremaybeavicariousliability.Thisisexplainedinmoredetailabove,butbywayofsummarisingthisdierential,inVariousClaimantsv.WmMorrisonSupermarketsplc[86],theemployeewasinfacttheonewhobreachedconﬁdentiality,andtheemployerwasnotvicariously
	2.7.6Useofinformationforotherpurposes
	Whereinformationhasbeenlawfullyobtained,thegeneralpositionisthatanyinternaluseofthatinformationislawfultotheextentthatthepatient’sprivacyisprotected[12].Whereinformationisheldinternallybyanorganisation,andauseisconsideredforaparticularpurpose,insomecircumstancestheremaybeabreachofconﬁdenceifamanof‘averageintelligenceandhonesty’wouldthinkthatauseoftheinformationwasforanyimproperpurpose[97].Inthecontextofthehealthservice,ifacontractorsupplyingNHSserviceshasinformationforonepurpose,iftheyusedinformationforthei
	2.7.7BreachofconﬁdenceandtheUKGDPR
	ProcessingofanypersonaldataasdeﬁnedbytheUKGDPR[23]isdeﬁnedbyArticle4as:
	‘…anyoperationorsetofoperationswhichisperformedonpersonaldataoronsetsofpersonaldata,whetherornotbyautomatedmeans,suchascollection,recording,organisation,structuring,storage,adaptationoralteration,retrieval,consultation,use,disclosurebytransmission,disseminationorotherwisemakingavailable,alignmentorcombination,restriction,erasureordestruction[24].’
	Thewidedeﬁnitionof‘processing’couldbesaidtoincludemostactivitiesbywhichpersonaldataishandled.
	Wherethereisanybreachofconﬁdencerelatingtopersonaldata,therewillattheveryleastbeabreachoftheﬁrstdataprotectionprinciple.TheﬁrstdataprotectionprinciplewithintheUKGDPRprovidesthatpersonaldatashallbe:
	‘Processedlawfully,fairlyandinatransparentmannerinrelationtothedatasubject(‘lawfulness,fairnessandtransparency)[9].’
	Inbreachingthecommonlawdutyofconﬁdence,abreachoftheﬁrstdataprotectionprincipleasinformationwouldnotbeprocessedlawfully[98].
	2.8SummaryofChapter2:DutyofConﬁdence
	ThechapterprovidesthebasicsetofprinciplesrelevanttotheNHS,thatwillcontributetoabetterunderstandingastowhetherinformationisconﬁdential.
	Inordertobeconﬁdential,informationmusthave:
	 
	 
	 
	Thequalityofconﬁdence[22]

	 
	 
	Beenimpartedincircumstancesimportinganobligationofconﬁdence[22].


	Anyunauthoriseduseofthatinformationtothedetrimentofthepartycommunicatingitwillbeinbreachofconﬁdence[22].
	Thequalityofconﬁdence
	Thefollowingprinciplesrelatetothequalityofconﬁdence:
	 
	 
	 
	Anyinformationcanhavethequalityofconﬁdence,includingthatconveyedorally[32],photographs,audioandvideorecordings[33]andsketches,diagramsoretchings[8].

	 
	 
	Tangibleinformationcanbemoreconﬁdential[33],withpermanentrecordssuchasphotographs[36]andocialrecordssuchasmedicalrecords[37]beingmostsensitive

	 
	 
	Trivialinformationisunlikelytobeconﬁdentialregardlessofwhatitrelatesto[38].Inahealthcontext,thiswillincludeobservationsthatsomeonehasacold,orabrokenleg[39].Thiswillnotincluderecordsofanocialdiagnosisasthesearemoresensitive[40].


	Figure1onthenextpagedemonstratestherelationshipbetweenthepermanenceofinformationthathasthequalityofconﬁdenceandthesensitivityoftheinformation.
	Therearemanyfactorstobetakenintoaccount,andtheapproachrepresentedbythediagramdoesnotaccountforallscenarios,butitdoesdemonstrateatabasiclevelhowevenminorhealthconditionsthatcanbeassumedfromobservationwillnotbeconﬁdentialevenifprintedinpermanentform[39],thisbecomesmoresensitivewherethatinformationisconveyedby,orhasbeenextractedfromrecordsmadebyprofessionals[40].
	Figure1:Permanencyv'sSensitivityofInformation
	ItcanbenotedthattheaboveRAGtable(Red,Amber,Green)tablefollowsadierentcolourpatterntothoseusedtoassessrisk.Thetableabovefollowsthegeneralpropositionthattrivialinformationisnotconﬁdentialregardlessofwhetheritisinanon-tangibleformorapermanentformbutbecomessigniﬁcantlymoreconﬁdentialwhereitbecomeslesstrivial.Thetabletakesintoaccountverygeneralprinciplesandthereforetheauthorwouldrecommendthatconﬁdentialityisassessedonacase-by-casebasisandconsidersthefullsetoffactors.
	Thefollowingsummarisedthepositionwhereinformationisinthepublicdomain:
	 
	 
	 
	Informationinthepublicdomainisnotusuallyconﬁdential[30],particularlywhereputinthepublicdomainbythepersontowhomitrelates[45].Anunlawfuldisclosurebyathirdpartyhoweverwillnotmeanthatinformationhasbeenmadepublic[43].

	 
	 
	Wherefactsareputinthepublicdomainbyanindividual,thisdoesnotmeanthattheocialrecords,suchashealthrecords,ceasetobeconﬁdential[46].

	 
	 
	Informationpartlyreleasedinthepublicdomainlosesthequalityofconﬁdence,butadditionalinformationremainsconﬁdential[55].


	Table1(below)providesanindicationastowhetherinformationisinthepublicdomain,basedonthenumberofpeoplethataremadeknownoftheinformation:
	Table1:Publicdomain-numberofpersonswhoknowtheinformation
	Somerelationshipsmaybeconﬁdential.Table2(below)illustratesthoserelationshipsthatwillremainconﬁdential.
	Table2:Relationships-Whetherinthepublicdomain
	60
	Thefollowingprinciplesrelatetotheanonymisationofdata:
	 
	 
	 
	Anonymiseddatadoesnothavethequalityofconﬁdence[12]

	 
	 
	Tobeconsideredanonymisedatcommonlaw,apersonshouldnotbeeasilyidentiﬁablefromthedata[12]byputtingmeasuresinplacetoprotecttheidentityofindividuals[40].

	 
	 
	Itisusuallysucienttoestablishwhetherinformationissucientlyanonymisedbyassessingtheriskofidentiﬁcation[60],howeverwherethereisasmallpublicinterestindatabeingdisclosed,thismayinﬂuencetheargumentthatdisclosureissucientlyanonymisedwhilenotmeetingthethresholdforthepublicinterestdefence[60].

	 
	 
	Processesusedtoanonymisedatathatislawfullyheldwillnotbeaninappropriateuse[12],andthepatienthasnorighttoobjecttotheinformationbeinganonymisedanddisclosed[12].

	 
	 
	Anonymisationisaprivacyprotectingprocess[12]andthereforewheretheidentityofanindividualcanbeeasilydeducedfromthedata,thedataisnotsucientlyanonymised[58].


	Thefollowingsummarisesthepersistenceofthequalityofconﬁdence:
	 
	 
	 
	Thequalityofconﬁdencedoesnotendondeath[63].

	 
	 
	Thequalityofconﬁdencewilldecreaseovertime[68].

	 
	 
	Healthconﬁdencesarelikelytodiminishatamuchslowerrate,particularlyuptothepointwhereapersoniswithinlivingmemory[69].’


	Impartedincircumstancesimportinganobligationofconﬁdence’
	Thefollowingbulletssummarisetheconceptofimpartinginformationincircumstancesimportinganobligationofconﬁdence:
	 
	 
	 
	Thereisnoprecisedeﬁnitionaroundtheimpartingofinformation[70]

	 
	 
	Therelationshipofthepartiescanbefactorindeterminingthatthecircumstancesimportanobligationofconﬁdence,ascanthefactthatapersonknowsthattheinformationisconﬁdential[22].

	 
	 
	 
	Knowledgethatsomethingisconﬁdentialisofteninferredgiventhecircumstances[72].Examplesinclude:

	 
	 
	 
	Contractualrelationships:Thefactinformationhasbeenimpartedincircumstancesimportinganobligationofconﬁdenceususuallyindicatedincontracts[73],orimpliedduetothenatureoftherelationship[74].

	 
	 
	Noncontractualrelationships:Therelationshipneednotbecontractual[78],andcanextendtoanyonewhocomesacrosstheinformationinaconﬁdentialsituation[31].

	 
	 
	Nodirectrelationship:Informationmaystillhavebeenimpartedevenwherethereisnorelationship[52].Overhearingconversationsinapublicplacemayhavethequalityofconﬁdence[41].




	BreachofConﬁdence
	Tobeconsideredabreachofconﬁdence,theremustbeanunauthoriseduse[22].Therewillbenobreachofconﬁdencewhere:
	 
	 
	 
	Thereisadefencetotheuseoftheinformation,suchaswherethereisconsent[28];

	 
	 
	Thereisarequirementtodiscloseinformationassetoutinlaw,forexample,wherethereisanobligationofreportinganotiﬁabledisease[79];

	 
	 
	Whereadutyofconﬁdenceisexpresslysetasidebylaw,forexample,inthecaseofhealthresearch,ontheadviceoftheConﬁdentialityAdvisoryGroupunderRegulation5oftheHealthService(ControlofPatientInformationRegulations)2002[80];or

	 
	 
	Whereinformationneedstobedisclosedtoanotherpersontofulﬁlastatutoryfunction,forexample,inthecaseofaSpecialHealthAuthorityinWales,theymaybecomplyingwiththeirstatutoryfunctionsinaccordancewiththelegislation[81].


	Anunauthorisedusehasgenerallybeenacceptedtohavetakenplacewheretherehasbeenanunlawfuldisclosureofinformation:
	 
	 
	 
	Byanemployeeinbreachoftheircontractofemployment[83].

	 
	 
	Byanorganisationwherethereisadisclosureoruseofinformationwhereamanof‘averageintelligenceandhonesty’wouldconsidertheuseanimproperpurpose[97].


	Toidentifythatsomeonehasbreachedtheirdutyofconﬁdence,itisnecessarytodemonstratethattheactionsofthepartyholdingtheconﬁdentialinformationcausedthebreachthemselves[94].Theactionsofthirdpartieswhohavehackedsystemsorstoleninformationwillnotsatisfythistestunderthecommonlaw[94].Toprovecausation,itmustbedemonstratedthat:
	 
	 
	 
	Thereisa‘positiveaction’(e.g.recklessact)[93]

	 
	 
	Thatthepositiveactleadstoinformationbeingdisclosed[91].


	Table3(onthenextpage)setsoutthefactorsthatmaybeconsideredwhendeterminingliabilityofbreachofconﬁdencewheretheunlawfuluseisbasedontheactionsoftheemployee.
	Table3:Factorsrelevanttodeterminingvicariousliability
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	Thenextchapterexplainshowtheconsentofthepersontowhichtheconﬁdentialinformationcanreleasetheholderofthatinformationfortheirdutyofconﬁdenceinmakingadisclosure.Theelementsofavalidconsent,andthosefactorsthatwouldmakeaconsentinvalidisconsideredinsomedetail.
	3.Defences–consent
	Introduction
	Inthelawoftort,consentisconsideredadefence.Inotherwords,itprovidesalegalexcuseforperformingactionsthatmayotherwisebreachadutytoanother.Inlaw,theLatinmaxim‘volentinonﬁtinjuria’(toavolunteer,injuryisnotdone)isoftenusedtodescribeconsent,withBreachofconﬁdencecasessuchasFreemanv.HomeOcereferringtothemaximtodescribetheapplicationofthedefence[99].
	InA.G.v.GuardianNewspapers[1988],attheCourtofAppeal,LordBinghamstated:
	‘Itisawell-settledprincipleoflawthatwhereoneparty(theconﬁdant)acquiresconﬁdentialinformationfromorduringhisservicewith,orbyvirtueofhisrelationshipwith,another(theconﬁder),incircumstancesimportingadutyofconﬁdence,theconﬁdantisnotordinarilyatlibertytodivulgethatinformationtoathirdpartywithouttheconsentoragainstthewishesoftheconﬁder.Theessenceoftheconﬁdant'sdutyistopreservetheconﬁdentialityoftheconﬁder'sinformation[28].’
	Thedeﬁnitionofconsenthasnotbeensetoutinanydetailincasesthatrelatetoconﬁdentiality.Therearehoweveravarietyofprinciples,bothintort,andotherareasofthecommonlaw,thatcanbeappliedtodeﬁneconsent.Thesewillbeappliedappropriatelyinthischapter.
	Theelementstoavalidconsentatcommonlawcanbesummarisedunderthreeheadings.Insummarytheseare:
	1.
	1.
	1.
	Thepersonmusthaveknowledgewhattheyareconsentingto[100],andhavecapacitytounderstandwhattheyareconsentingto[101]

	2.
	2.
	Anyconsentmustbegivenfreely,withoutanyinﬂuenceorcoercion[102]

	3.
	3.
	Consentmustbeindicated[103].


	3.2Knowledge
	3.2.1Thebasicprinciple
	Thebasicprincipleisthatapersonmustknowwhattheyareconsentingtofortheconsenttobevalid[104].Ifanindividualdoesnotknowwhattheyareconsentingto,thenanyconsentthathasbeenprovidedcannotbenotvalidconsent[104].
	InReCaugheyexp.Ford(1876)[100]JesselMRstated:
	‘Youcannotconsenttoathingunlessyouhaveknowledgeofit[100].’
	Theextenttowhichanindividualneedstobeinformedappearstovarydependentonthattowhichthesubjectisconsentingto[105].
	3.2.2Knowledgeandimpliedconsent
	3.2.2.1Reasonableexpectationsandknowledge
	Insomecircumstanceswhatisbeingconsentedto,albeitimpliedly,maybemoreobvious.Forexample,intheabsenceofanystatutoryfunctionbywhichanorganisationcanjustifytherequirementtohavedatadisclosedtoit,anyuseofinformationthatwouldbeinthereasonableexpectationsofthereasonablepatientcouldbeusedonthebasisthatconsentisimplied[106].
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	Itisimportanttonotethattheconsentobtainedpriortoamedicalproceduretakingplace,includingtherequirementstoinformthepatientofanyrisk[107],servethepurposeofprovidingconsenttobatteryasisnecessarybeforecertainprocedurestakeplace[108].Inthecaseofan
	impliedconsenttobatterytherearemorelimitationsastowhatwillbeacceptedasimpliedconsent,asexplainedinMarlandv.DirectorofPublicProsecutions[109],althoughthisfallsoutsideofthescopeofthisthesis.
	Whereapatienthasbeentreatedwithinahealthcaresystem,knowledgeofthosecircumstancesrelatingtotheircareandmanagementandﬁnancialprocessesareofteninferred[106].ItcouldbesuggestedthatwhereorganisationsarenotestablishedbyStatute,suchaswheretheyarecontractorsofNHSservices,impliedconsentcanberelieduponasitisinthereasonableexpectationsofthepatient.
	InMurryv.ExpressNewspapersPlc[110]LordNichollsstated:
	‘Essentiallythetouchstoneofprivatelifeiswhetherinrespectofthedisclosedfactsthepersoninquestionhadareasonableexpectationofprivacy[111].’
	Whereitiswithinthereasonableexpectationsofindividualsthatinformationwillbesharedincertaincircumstancestherefore,theuseofthatinformationwillbelawful[111].
	InR(Wandothers)v.SecretaryofStateforHealth(BritishMedicalAssociationintervening)[112]itwasstatedthat:
	‘Thedutyofconﬁdenceoriginatesasaprofessionaldutyofthetreatingdoctors,nursesandancillarysta.Plainlytheyareentitled,withoutbeinginbreachofthatduty,topasstheInformationtohospitaladministratorsforthepurposeofrecordkeepingandofrecoveryofthecharges[106].’
	Onanalysisofthisstatement,itappearsobviousthatpassinginformationcollectedinthehospitaltolocaladministratorswouldnotamounttoabreachastherehasbeennodisclosureoutsideoftheorganisation.Thissaid,disclosurestootherbodieswhoundertakenormalbusinessactivitiesonbehalfofthehospitalwouldalsofallintothisbracketofdisclosure.TheexampleherecouldbethoseadministrativeactivitiesundertakenbytheNHSWalesSharedServicesPartnershipinWaleson
	Onanalysisofthisstatement,itappearsobviousthatpassinginformationcollectedinthehospitaltolocaladministratorswouldnotamounttoabreachastherehasbeennodisclosureoutsideoftheorganisation.Thissaid,disclosurestootherbodieswhoundertakenormalbusinessactivitiesonbehalfofthehospitalwouldalsofallintothisbracketofdisclosure.TheexampleherecouldbethoseadministrativeactivitiesundertakenbytheNHSWalesSharedServicesPartnershipinWaleson
	behalfoftheHealthBoards,althoughinthesecircumstances,itcouldbearguedthatthebroaderstatutoryfunctionsofthoseorganisationswouldmeanthattherewouldbenoneedtoimplyconsent[113].
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	Itcouldbenotedatthisstagethatwhereimpliedconsentreliesontheprincipleofreasonableexpectationsofindividuals,itisunlikelythatanyuseofinformationthatposesahighriskcouldbeinthereasonableexpectationsofindividuals.Evenifpatientsareinformedofariskofanyspeciﬁeduseatthepointofcollectingdata,albeitontheward,thesimplefactthatanindividualisawareoftheriskdoesnotmeanthatanybreachofthecommonlawdutyofconﬁdence,oranyothertort,hasbeenwaived[114].Theremustbeanagreementtoexpresslyorimpliedlywaivethecommonlawdutyofcaretodemonstr
	Whileitmaybeeasytojustifythedisclosureofinformationinahealthcaresystem,theremaybecircumstanceswhereinnovationorotheractivitiescouldbeviewedasbeinginthereasonableexpectationsofpatients.Oneofthedicultieswiththecommonlawinthisregardishowbroadlyitcouldbesaidthatsomethingisinthereasonableexpectationsofanindividual.Informationindigitalformatismucheasiertocompileanduseforavarietyofpurposes.Dataanalyticscanbeundertakenoutsideofthetreatingbodyforthemostlegitimatepurposes,butbecausetheinformationhasbeendisclosedalawf
	ThelateDameFionaCaldicottasNationalDataGuardianwrotetotheInformationCommissionerfollowingreportsthat1.6millionpatientrecordshadbeensharedbytheRoyalFreeNHSFoundationTrustwithDeepMind[115].TheTrustmaintainedthatthedisclosurewaslawfulasthesystemwastobeusedfordirectcarepurposesandtherefore
	SeeChapter6foranexplanationastohowthepowersofstatutoryorganisationsenableinformationtobesharedtosatisfythosefunctions.
	SeeChapter6foranexplanationastohowthepowersofstatutoryorganisationsenableinformationtobesharedtosatisfythosefunctions.
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	consentwasimplied.Inherinvestigation,theNationalDataGuardiandiscoveredthatthesystemwasnotyetinuseinthehospitalandthatonlyaprototypesystemhadbeendeveloped.Shethereforeconcludedthatthesharingoftheserecordswasnotforadirectcarepurposeandthereforeitwasnotinthereasonableexpectationsofpatientsthatthistypeofsharingwouldtakeplace.Consentcouldthereforenotbeimplied[115].
	Thelegalrequirementsofallorganisationstoensuretransparencyaredescribedinthenextsection,andfromaUKGDPRperspectivearearequirementofallorganisationsprocessingpersonaldatabutareofparticularuseininformingexplicitconsent.
	3.2.3Knowledgeandexplicitconsent
	3.2.3.1Preamble
	Whereauseofinformationisnotwithinthereasonableexpectationsofapatient,explicitconsentcanbeobtainedasevidenceofthatconsent.Onlytheelementsofconsentthatrelatetoinformingthepatientareincludedinthissection.Otherinformationisexplainedinmoredetailthroughoutthecourseofthechapter.
	3.2.3.2Informingthepatient
	Wheretheexplicitconsentofapatientistobereliedupontodiscloseconﬁdentialinformation,theymusthaveknowledgeofwhattheyareconsentingtopriortosignifyingtheirconsent[116].Informingindividualsaftertheyhavesigniﬁedconsentwillmeanthattheconsentisnotvalid[116].Insuchcircumstances,unlessanotherlawfulexcuseatcommonlawcanbeidentiﬁed,thepatientwouldneedtosignifytheirconsentagain[116].
	ProvidinginformationtoadatasubjectincompliancewiththefairprocessingrequirementsundertheUKGDPR[9]maybeusefulindemonstratingthatindividualshaveknowledgeoftheuseofinformation.Thereisarequirementthatinformationisprovidedtoadatasubjectwheredataiscollectedfromanindividual[117],orwherethedatahasnotbeenobtainedfromanindividual[118]regardlessofthelawfulbasis.
	3.2.3.3Informationonhigherriskactivities
	Wheretheuseofinformationcarriesanyrisk,itcouldbearguedthattherisksmustbeexplainedforconsenttobevalid[105].Thereisnocaselawthatsetsoutthisapproachinrelationtothecommonlawdutyofconﬁdence,howeversimilarprinciplesareadoptedinotherareasofthecommonlaw,includinginthelawoftort.
	InChattertonv.Gerson[105]apatientsignedaconsentformtoundergoamedicalprocedure.Thegeneralnatureoftheinjectionthatwasduetobeadministeredwasknowntoher,butthedoctorhadnotexplainedtoherthesigniﬁcantrisksassociatedwiththeinjection.Therefore,eventhoughtheclaimanthassignedtheclaimform,asshedidnothaveknowledgetothefullextentastowhatshewasconsentingto,theconsentwasnotvalid[119].
	Itcouldbesuggestedthattheexplicitconsentofindividualswouldusuallyberequiredgiventhatitcouldneverbewithinthereasonableexpectationsofanindividualthattheirdatabeusedforhigh-riskprocessing.Inthelawoftortthereisauthoritythatsuggeststhateveniftherewasknowledgeofariskandanindividualwastoparticipateanyway,thiswouldnotbeenoughtosatisfytherequirementsofvalidconsent.InNettleshipv.Weston,thedoctrineofvolentinonﬁtinjuriawasconsideredinrelationtothetortofnegligence.LordDenningMasteroftheRollsheldthat:
	‘Knowledgeoftheriskofinjuryisnotenough.Norisawillingnesstotaketheriskofinjury.Nothingwillsuceshortofanagreementtowaiveanyclaimfornegligence.Theplaintimustagree,expresslyorimpliedly,towaiveanyclaimforanyinjurythatmaybefallhimduetothelackofreasonablecarebythedefendant:ormoreaccurately,duetothefailureofthedefendanttomeasureuptothestandardofcarethatthelawrequiresofhim[114].’
	Inotherwords,thereneedstobeanexpressorimpliedacceptanceofthatrisk.Itthereforeseemsclearthatevenanimpliedwaivermusthaveknowledgeandevidenceofacceptingthatrisk[114],otherwise,consentwouldbeinvalid.
	Wheretheextentofariskisproperlyexplainedtoindividuals[120],andtheindividualisfullyawareoftheconsequencesofanydisclosure[121],theycannotthenallegethatthereisabreachofconﬁdenceonthebasisthattheydidnothaveknowledge[121].Theoperationofthisisillustratedbytwocases.InMorrisv.Murray[121]theplaintiandhisfriendhadbeendrinkingallafternoon.Theydecidedtogoonaﬂightinthefriend’saircraft,andtheplaintidrovethemtotheairﬁeld.Theplaintihelpedrefuelandstarttheaircraft.Earlyintotheﬂight,theaircraftcrashed,killingtheplainti’sfrie
	IntheCourtofAppeal,StockerL.J.statedthat:
	‘…onthebasisthattheplaintihimselfwascapableofappreciatingthefullnatureandextentoftheriskandvoluntarilyacceptedit,Iwouldhavenodoubtwhateverthatthismaximwouldhaveappliedtodefeathisclaim[122].’
	Therefore,whereanindividualismadeawareofarisk,orshouldreasonablyhaveknownabouttheriskbuthasexpresslyorimpliedlyagreedtothatrisk,theknowledgeelementofconsentwillbesatisﬁed[123].Whereanindividualismadeawareofarisk,orshouldreasonablyhaveknownabouttherisk,butcouldnotreasonablyhaveknownabouttheextentoftheriskandwasn’tmadeawareofit,theconsentdefencewillfail[123].Itisdiculttoconceiveexamplesofthishappeninginthe
	Therefore,whereanindividualismadeawareofarisk,orshouldreasonablyhaveknownabouttheriskbuthasexpresslyorimpliedlyagreedtothatrisk,theknowledgeelementofconsentwillbesatisﬁed[123].Whereanindividualismadeawareofarisk,orshouldreasonablyhaveknownabouttherisk,butcouldnotreasonablyhaveknownabouttheextentoftheriskandwasn’tmadeawareofit,theconsentdefencewillfail[123].Itisdiculttoconceiveexamplesofthishappeninginthe
	contextofhealthservices,butinsofarashealthinformationisusedinacontextunrelatedtohealthcare,itispossiblethatthisconsiderationcouldproverelevantwhereinformationhasbeendisclosed.Itisneverthelessimportanttooutlinethisprinciple,asthisisrelevanttothebodyoflawbeingexamined.

	3.2.4Misrepresentationandknowledge
	Misrepresentationcouldapplyaseasilytothemisrepresentationofrisks,particularlywheretheextentoftheriskisunderstated[123].Misrepresentationastoanyoftheinformationaroundtheuseofdatawillmeanconsentisinvalid[116].
	Whenprovidingapatientwithinformationonwhichtobasetheirconsent,thatinformationmustbehonestandfactual[116].Asstatedabove,itisimportantthatanyrisksshouldbeproperlyexplained[119]andnomisrepresentationsshouldbemadeabouttheuseorbeneﬁtsoftheobtainingordisclosingofdata,oranyoftheusesofthedatabywhichthatdataistobeused[116].Insomecases,itmaybenecessarytoexplaintothepatientinsuchawaythatthepatientunderstandswhattheyareconsentingto[124].
	InFreemanv.theHomeOce(No2)[125],SirJohnDonaldsonMRstatedthat:
	‘Consentwouldnotberealifprocuredbyfraudormisrepresentationbut,subjecttothisandsubjecttothepatienthavingbeeninformedinbroadtermsofthenatureofthetreatment,consentinfactamountstoconsentinlaw[116].’
	Whereconsentissoughtfromanindividualandroleorqualiﬁcationsofthepersonseekingtheconsenthasbeenmisrepresentedtothepatient,orhasbeenusedinawaytofraudulentlyensurethatconsentissecured,theconsentwillnotbevalid[126].
	InRv.Tabassum[126]thedefendantwascreatingadatabaserelatingtobreastcancertoselltodoctors.Hehadsomemedicalknowledgeandexperienceinrelationtobreastcancer;however,histrainingwasnotformal,andhehadnomedicalqualiﬁcations.Heconvincedthreewomentoallowhimtoexaminetheirbreastsforthepurposeofcreatingthedatabase.Whiletherewasnoevidenceofsexualmotive,hisconductinferredhewasadoctorandthereforetheconsentwasnotavalidconsent[126].
	Fromaninformationlawperspective,thesamecouldbesaidforthoseobtainingconsentforpurposesnotconnectedtotheirtreatment.Forexample,ifaresearcherimpersonatedadoctorinordertoencourageapersontosignuptoastudyforthebeneﬁtofpeoplewiththeircondition,theymaynotonlybemisrepresentingthebeneﬁtsofthesignup,butcouldmeanthatconsentwasinvalidonthebasisthatthepatienthadmadethatconsentonthebasisoftheirprofessionalintegrityandqualiﬁcations.
	3.2.5Knowledgeandcapacity
	Atcommonlaw,apersoncanonlyconsentiftheyhavethecapacitytodoso[101].Itfollowsthattoimplytheirconsent;anindividualwouldalsoneedtohavecapacity.Capacitycanapplytothosewholackmentalcapacityorthosethatareincapacitated.
	Thequestionofmentalcapacityisadevelopedarea;however,asummaryofthemainlegalprinciplesisincludedforcompleteness.
	3.2.5.1TheMentalCapacityAct2005
	Section2(1)oftheMentalCapacityAct2005statesthat:
	‘Apersonlackscapacityinrelationtoamatterifatthematerialtimeheisunabletomakeadecisionforhimselfinrelationtothe
	matterbecauseofanimpairmentof,oradisturbanceinthefunctioningof,themindorbrain[127].’
	Thedeﬁnitionmakesclearthatthelackofcapacityisrelevantatthatmaterialtimethattheyneedtomakethedecision.Thelackofcapacitymaybeofapermanentortemporarynature[128].
	Apersoncanonlybesaidnottohavecapacityunderthestatutoryregimewhereonthebalanceofprobabilities[129]:
	‘...heisunableto:
	(a)
	(a)
	(a)
	tounderstandtheinformationrelevanttothedecision[130],

	(b)
	(b)
	toretainthatinformation[131],

	(c)
	(c)
	touseorweighthatinformationaspartoftheprocessofmakingthedecision[132],or

	(d)
	(d)
	tocommunicatehisdecision(whetherbytalking,usingsignlanguageoranyothermeans[133].’


	Unlessitcanbedemonstratedthatapersondoesnothavecapacity,individualsovertheageof16[134]areassumedtohavecapacity[135].Capacityorlackofcapacitycannotbeassessedonthebasisofaperson’sageorappearance[136];oranyconditionoranyaspectoftheirbehaviourthatcouldleadtounjustiﬁedassumptionsaboutcapacity[137].
	Itshouldbereiteratedthatwheresomeonehaspresumedcapacity,informationmustbeexplainedtotheminawaythattheyunderstandtoensuretheyknowwhattheyareconsentingto[124].
	3.2.5.1.1Understandinginformationrelevanttothedecision
	Anindividualmustbeabletounderstandtheinformationrelevanttothedecision[130]tohavecompetencetomakethatdecision.Ifitispossibletoexplaintoanindividualinawaythattheycanunderstandsuchasusingsimplelanguage,visualaidsoranyothermeans[138]thenanindividualwillnotlackcapacity.Itisimportanttonotethatanindividualmustnotbetreatedasbeingunabletomakeadecisionunlessallpracticalstepsthatcanbemadehavebeentakentoassistthem[139].
	3.2.5.1.2Retainingtheinformation
	AnindividualwhoisonlyabletorememberinformationrelevanttothedecisionthattheyneedtomakeforaveryshorttimemaystillhavementalcapacityundertheAct[140].
	3.2.5.1.3Usingorweighingthatinformationaspartoftheprocessofmakingthedecision
	‘Decidingonewayoranother[141]’,or‘failingtomakethedecision[142]’arebothfactorsdemonstratingcapacity.Itisimportanttonotethatapersonmustnotbetreatedasunabletomakeadecisionbecausethedecisiontheytakeis‘unwise[143]’.
	3.2.5.1.4Communicatinghisdecision
	Apersonmustbeabletocommunicatetheirdecisiontodemonstratethatadecisionhasbeentakeneitherway.Thecommunicationmaybebyanymeanstodemonstratethattheirdecisionhasbeenmade(whetherbytalking,usingsignlanguageoranyothermeans[144]).
	3.2.5.2Lackofcapacityandcompetenceinadultsatcommonlaw
	WhereapersonisdeemedtohavecapacityundertheMentalCapacityAct[145],theymaystillnotbecompetenttomakeadecision.InthecaseofInReL(VulnerableAdults:Court’sJurisdiction)(No2)(CA)[146],thecourtheldthatthecommonlawdeﬁnitionofcapacityexistednotwithstandingthepassingofthe2005Actandthereforeevenwheretherewasnotan‘impairmentof,ordisturbanceinthefunctioningof,themindorbrain’theymayneverthelesslackcapacityatcommonlaw[147].
	Outsideofthelegislationthepictureastowhetheranadulthascapacityisacomplexoneandhasnotbeentestedinthecourts.Thereishowever
	someguidanceofthecharacteristicsthatcapacitymaypossess,however.TheHouseofLordsinGillickv.WestNorfolkandWisbechAreaHealthAuthority[1986][148]forexampleidentiﬁesachildashavingmentalcapacitywhere:
	‘Hereachesasucientunderstandingandintelligencetobecapableofmakinguphisownmindonthematterrequiringdecision[149].’
	Similarlyinthecaseofcapacitytomakeawill,inthemuchearliercaseofBanksv.Goodfellow[150]itwasheldthat:
	‘Itisessentialtotheexerciseofsuchapowerthatatestatorshallunderstandthenatureoftheactanditseects;shallunderstandtheextentofthepropertyofwhichheisdisposing;shallbeabletocomprehendendappreciatetheclaimstowhichheoughttogiveeect;andwithaviewtothelatterobjectthatnodisorderofthemindshallpoisonhisaections,perverthissenseofright,orpreventtheexerciseofhisnaturalfaculties;thatnoinsanedelusionshallinﬂuencehiswillondisposingofhisproperty,andbringaboutadisposalofitwhichwouldnothavebeenmadeotherwise[150].’
	Inassessingcapacityatcommonlawtherefore,inorderforconsenttobevalid,itisnecessarythatthepersonconsentinghassucientintelligenceandunderstandingofmakingdecisions[149]soastoproperlyunderstandtheeectofsuchconsent[150].
	3.2.5.3PowersofAttorneyandtheCourtofProtection
	PowersofAttorneyandtheroleoftheCourtofProtectionisoutofscopeofthisthesis.
	3.2.5.4Childrenaged16and18
	TheChildren’sAct1989[151]Actdeﬁnesachildasbeinganindividualundertheageofeighteen[152]yearsofage.TheFamilyLawReformAct1969[153]furtherconﬁrmsthatachildovertheageofsixteencan
	TheChildren’sAct1989[151]Actdeﬁnesachildasbeinganindividualundertheageofeighteen[152]yearsofage.TheFamilyLawReformAct1969[153]furtherconﬁrmsthatachildovertheageofsixteencan
	consenttoreceivingsurgical,medicalordentaltreatmentandthereforedoesnotneedtohaveparentalconsent[154].Ifachildhasnotreachedtheageofsixteenhowever,thisdoesnotmeanthattheycannotconsent[155].

	Itistheacceptedpositionthatachildofaveryyoungagedoesnothavetheintelligenceorunderstandingtogiveconsent[56].Insofarasachildwithoutcompetenceisconcerned,theparentshaveparentalrightsinmakingadecisionforthechild[148].AsLordFraseridentiﬁedinthekeycaseofGillickv.WestNorfolkandWisbechAreaHealthAuthority[1986]:
	‘Ihold,thatparentalrightstocontrolachilddonotexistforthebeneﬁtoftheparent.Theyexistforthebeneﬁtofthechild,andtheyarejustiﬁedonlyinsofarastheyenabletheparenttoperformhisdutiestowardsthechild,andtowardsotherchildreninthefamily[156].’
	Asthechildgetsolderhowever,theirintelligenceandunderstandingmatures,andsotoodoestheinﬂuenceoftheoftheparentoverthechild[157].Thecourtsrecognisethatindependenceoccursgraduallyasthechildgainsmorematurityandunderstanding[158].Thisisa‘dwindlingright[157]’thatiseventuallyextinguishedatchild’seighteenthbirthday
	[157]thatstartswithcontrolatayoungageandendswiththeparentpresentinganadvisoryrole[157].Thereisthereforenoﬁxedageatwhichachildmaybedeemedcompetenttoconsent[159].AsLordScarmansaidinGillickv.WestNorfolkandWisbechAreaHealthAuthority[1986][148]:
	‘Parentalrightyieldstothechild’srighttomakehisowndecisionswhenhereachesasucientunderstandingandintelligencetobecapableofmakinguphisownmindonthematterrequiringdecision[159].’
	Consentmustbefreelygiven
	3.3.1Thebasicprinciple
	Thebasicprincipleisthatforconsenttobevalid,itmustbefreelygiven.Inotherwords,forthedefenceofconsenttobeusedforadisclosureofinformationthatissubjecttothedutyofconﬁdence,theconsentmusthavebeensigniﬁedbyavoluntaryact[40].
	3.3.2Freedomofchoice
	Anindicationthattheactofconsenthasbeenmadevoluntarilycanbeindicatedbythefreedomofchoice.Ifsomeonedoesnothavefreedomofchoice,thenconsentwillbeinvalid[160].
	3.3.3Perceivedobligations
	Thecourtshaverecognisedthatwhereconsentisonlyprovidedbecauseoftheperceptionthattheyhavenoalternativetoconsentbecauseofagivensetofcircumstancesorperformactionsconsistentwithanimpliedconsentbecausetheyfeeltheyhavenochoiceinthematter,theconsentwillnotbevoluntaryandthereforecannotbevalid.ThisisillustratedbythecaseofBowaterv.RowleyRegisCorp[160],wheretheclaimantwasemployedasaroadsweeper.Heundertookhisworkwithahorsedrawncart,howeverhadprotestedthataparticularhorsethathehadbeenprovidedwithwasknowntomisbehave,Hisma
	Theprinciplesofperceivedobligationsinrelationtoconsenthavebeenconsideredinotherareasofinformationlaw.WhiletheUKGDPRprovisionsaroundthelawfulbasisofconsent[161]areoutofscopeofthisthesis,itisinterestingtonotethatArticle7oftheUKGDPRprovidesthat:
	‘Whenassessingwhetherconsentisfreelygiven,utmostaccountshallbetakenofwhether,interalia,theperformanceofacontract,includingtheprovisionofaservice,isconditionalonconsenttotheprocessingofpersonaldatathatisnotnecessaryfortheperformanceofthatcontract[162].’
	Inapplyingconsentasalawfulbasisasapublicauthorityorotherorganisationwhereanindividualmayfeelthattheprovisionofaserviceisdependentonthatconsent,theInformationCommissionersOceadvises:
	‘Ifyoumakeconsentapreconditionofaservice,itisunlikelytobethemostappropriatelawfulbasis.
	Publicauthorities,employersandotherorganisationsinapositionofpoweroverindividualsshouldavoidrelyingonconsentunlesstheyareconﬁdent,theycandemonstrateitisfreelygiven[163].’
	Whilethisguidancedoesnotrelatetoconsentwithinthemeaningofthecommonlawdutyofconﬁdence,itisusefulinsettingouttheprincipleexplainedinBowaterv.RowleyRegisCorp[160]canoperate.
	3.3.4Undueinﬂuenceanddecisions
	Whereconsenthasbeenmadeunderduressorobtainedbypersuasion,itcanbesaidthattheconsentwasobtainedbyundueinﬂuenceandthereforewillbeinvalid[164].Animportantobservationwithanyundueinﬂuenceisthatthereisnorequirementfortheretobeanybadintentioninthepersuadingorpressurisinganindividualtoconsent[165].Itcouldsimplybethattheindividualundulyinﬂuencinganotherpersonbelievesthatitisintheirbestintereststoconsentincertaincircumstances.Forexample,apersonmaybepersuadedtoconsenttoafamilymembersuch
	Whereconsenthasbeenmadeunderduressorobtainedbypersuasion,itcanbesaidthattheconsentwasobtainedbyundueinﬂuenceandthereforewillbeinvalid[164].Animportantobservationwithanyundueinﬂuenceisthatthereisnorequirementfortheretobeanybadintentioninthepersuadingorpressurisinganindividualtoconsent[165].Itcouldsimplybethattheindividualundulyinﬂuencinganotherpersonbelievesthatitisintheirbestintereststoconsentincertaincircumstances.Forexample,apersonmaybepersuadedtoconsenttoafamilymembersuch
	asaspouseorparenthavingaccesstomedicalrecordsasthefamilymemberperceivesthattheyneedtobeguidedinhealthcaredecisions.

	FormsofunacceptableconductthatwouldamounttoundueinﬂuencewereidentiﬁedinRoyalBankofScotlandplcv.Etridge[166].Itwasexplainedthereweretwotypesofundueinﬂuencethatcouldarise:
	‘Theﬁrstcomprisesovertactsofimproperpressureorcoercionsuchasunlawfulthreats.Todaythereismuchoverlapwiththeprincipleofduressasthisprinciplehassubsequentlydeveloped.Thesecondformarisesoutofarelationshipbetweentwopersonswhereonehasacquiredoveranotherameasureofinﬂuence,orascendancy,ofwhichtheascendantpersonthentakesunfairadvantage[164].’
	Itcouldbearguedthatthesecondexampleistoorestrictive.Thereisarealpossibilitythatmorethantwopeoplecouldbeinvolvedinpersuadingorinﬂuencingsomeonetoconsentinasustainedway.Thatsaid,thestatementisnotincompatiblewiththatpossibility.
	3.3.4.1Undueinﬂuenceandhealth
	Wherethereisalesserdegreeofdiscussiononthesubjectofconsent,thatwouldnotappeartoamounttopersuasionwithapersonwhoiswell,whereapatientisunwell,itcouldbeperceivedthatconsentwasonlymadesothattheycouldhavepeacewhiletheywerefeelingunwell[167].Whereconsentisobtainedfromanyonewhoisunwelltherefore,thisshouldbetreatedwithcaution[167].InReT(Adult:refusalofmedicaltreatment)[168]thesusceptibilityofaclaimanttobeundulyinﬂuencedbybeingpersuadedtoconsentwasparticularlyemphasised:
	'Doesthepatientreallymeanwhathesaysorishemerelysayingitforaquietlife,tosatisfysomeoneelseorbecausetheadviceandpersuasiontowhichhehasbeensubjectedissuchthathecannolongerthinkanddecideforhimself?[167]'
	Furtherintohisjudgement,onthecaseLordDonaldsonofLymington,theMasteroftheRollsexplainedthatthestrengthofthepatientwasoneofthekeyfactorsthatcouldleadtoanundueinﬂuence.Heexplained:
	‘Onewhoisverytired,inpainordepressedwillbemuchlessabletoresisthavinghiswilloverbornethanonewhoisrested,freefrompainandcheerful[167].’
	Itissuggestedthatthisstandstoreason.Wheresomeoneisunwell,tohaveabreakfromanyrepeatedrequestsforpermission,oreventoavoidbeingaskedagain,anagreementtoconsentcouldbemadethatisonethatwouldnototherwisehavebeenmade.Thiscouldcauserealconcernwhereconsentissoughtfrompatientsonwardstoobtaininformationformedicalresearch,andresearchersshouldbeacutelyawareofthis,particularlywheresomeoneisveryweakorinpain.
	3.3.4.2Undueinﬂuenceandrelationships
	ThecaseofReT(Adult:refusalofmedicaltreatment)[168]alsoidentiﬁedanothersituationinwhichundueinﬂuencecouldbemoreobvious,thatoftherelationshipofthepersonseekinginﬂuencetheconsenttothepersongivingtheconsent.Itwassaidthat:
	‘...therelationshipofthe'persuader'tothepatientmaybeofcrucialimportance.Theinﬂuenceofparentsontheirchildrenorofonespouseontheothercanbe,butisbynomeansnecessarily,muchstrongerthanwouldbethecaseinotherrelationships[167].’
	Itissubmittedthatthismakessense.Astrangermayhavelittleinﬂuenceinpersuadingsomeonetoconsent.Individualsmayfeellesspressureinwalkingawayfromapositionwherethereisnorelationship.Theclosertheindividualistoapersonhowever,themoreopportunitytheyhavetotryandinﬂuencesomeone,andthemoreinﬂuencetheymayhave.Theageofthepartiesinanyrelationshipmaybeafactorininﬂuenceaswell[169].Thisisdescribedunderthenextheading.
	3.3.4.3UndueinﬂuenceandAge
	Theageofthepartiesinvolvedmayimpactundueinﬂuence.Whereapersonisolderandmoremature,thereislesslikelihoodofaninﬂuencebeinginferred[169].Ayoungerpersonhowevermayfeelmoreatpressuretoobligeandgivetheirconsent[169].ThiswashighlightedquitesuccinctlyinPowellv.Powel[170].Itwasobservedthat:
	‘AmanofmatureageandexperiencecanmakeagifttohisfatherormotherbecausehestandsfreeofalloverridinginﬂuenceexceptsuchasmayspringfromwhatImaycallﬁlialpiety;butayoungperson(maleorfemale)justofagerequirestheinterventionofanindependentmindandwill,actingonhisorherbehalfandinterestsolely,inordertoputhimorheronanequalitywiththematurerdonorwhoiscapableoftakingcareofhimself[169].’
	Therecouldbeanynumberofreasonsanolderpersoncouldwanttoinﬂuenceandaccesstherecordofayoungerperson,suchasachildwhoiscompetent.Thesuggestionisthatinterventionisimportanttoensurethatconsentisvalid[169].Inapracticalscenario,thiscouldinvolveadiscussionwithindividual,awayfromthepartyinﬂuencingtheparty.Theappropriatemethodologyisnotinscopeofthisthesis.
	3.3.4.3UndueinﬂuenceandReligion
	Thelawhasalsorecognisedsituationswhereundueinﬂuencehasoccurredthatrelatetoreligiousbelief,particularlywheresomeoneisofthesamefaith.InReT(Adult:refusalofmedicaltreatment)[168]itwasstatedthat:
	‘Persuasionbaseduponreligiousbeliefcanalsobemuchmorecompellingandthefactthatargumentsbaseduponreligiousbeliefsarebeingdeployedbysomeoneinaverycloserelationshipwiththepatientwillgivethemaddedforceandshouldalertthedoctorstothepossibility—nomore—thatthepatient'scapacityorwilltodecidehasbeenoverborne.Inotherwords,thepatientmaynotmeanwhathesays[167].’
	Itispossiblethatthetypeofscenariowhereareligiousorganisationmayinﬂuenceconsenttoviewhealthinformation,wouldbewhereareligiousorganisation,orafamilymemberwithstrongbeliefssoughttoensurethatamedicalinterventionthatconﬂictedwiththereligionhasnotoccurred.Examplesinclude,toﬁndevidenceofcertainprescribedmedications,toﬁndevidenceofanabortion,ortoﬁndevidenceofamedicalproceduresuchasabloodtransfusion.Thesecouldbethekindsofthingsthatareinﬂuencedforotherreasonsofcourse,suchaswhereaparentwantstocheckifachildisonbirthcon
	3.3.4.4Undueinﬂuencebutfreechoice
	Manyofthecircumstancesexplainedintheaboveheadingsindicatethetypesofinﬂuencethatmaybemoreobviouswhensomeonegivesconsent,anditmaybethatanundueinﬂuencecanbeprovenincertaincircumstances,Thefactthatsomeonehasbeentryingtoundulyinﬂuencingsomeoneisnotnecessarilyconclusivewhereadecisionissubsequentlymadeoftheindividualsownfreewill[171].Insuchcircumstances,consentwillbevalid[171].
	Indicationofconsent
	3.4.1Thebasicposition
	Forconsenttobevalid,theconsentmustbesigniﬁedbythepersongivingthatconsent.Inotherwords,theiractionsmustindicateconsent.InBellv.AlfredFranksandBartlettCoLtdandanother[172]MegawLJstatedthat:
	‘’consent’involvessomearmativeacceptance,notmerelyastandingbyandabsenceofobjection.Thearmativeacceptancemaybeinwriting,whichisobviouslytheclearest;itmaybeoral;itmayconceivablyevenbebyconduct,suchasnoddingtheheadinaspeciﬁcwayinresponsetoanexpressrequestforconsent.Butit
	‘’consent’involvessomearmativeacceptance,notmerelyastandingbyandabsenceofobjection.Thearmativeacceptancemaybeinwriting,whichisobviouslytheclearest;itmaybeoral;itmayconceivablyevenbebyconduct,suchasnoddingtheheadinaspeciﬁcwayinresponsetoanexpressrequestforconsent.Butit
	mustbesomethingmorethanmerelystandingbyandnotobjecting[103].’

	Asnotedpreviouslyinthischapter,anyindicationofconsentdoesnotnecessarilyamounttoavalidconsent[119].Thepersonconsentingmusthaveknowledgeandcapacity[119].
	3.4.2Expressconsent
	3.4.2.1Consentinwriting
	Itisacceptedthatwrittenconsentistheclearestformofconsent[103].
	Atcommonlaw,writtenconsentisnotarequirement,andtheabsenceofaconsentformdoesnotinvalidateconsent[173].InTaylorv.ShropshireHealthAuthority[173]therefore,whereapatientwithcapacitywasprovidedsucientinformationonwhichtoconsent,andthenhadvoluntarilysigniﬁedconsent,theconsentwasheldtobevalid.
	Mr.JusticePopplewellheld:
	‘FormypartIregardtheconsentformimmediatelybeforeoperationaspurewindowdressinginthiscaseanddesignedsimplytoavoidthesuggestionthatapatienthasnotbeentold.Idonotregardthefailuretohaveaspecialisedconsentformatthetimetobeanyindicationofnegligence[174].’
	Whileaconsentformisnotrequiredtodemonstratethatconsenttoanytort,includingbreachofconﬁdencehasbeengiven,itprovidesclearevidenceoftheactofconsent[103].Thisdoesnothoweverremovetherequirementthatthepatientmustknowwhattheyareconsentingtoforconsenttobevalid[175].
	3.4.2.2Oralconsent
	Consentcanbecommunicatedorally[103].
	3.4.2.3Consentbysilenceisnotconsent
	Wheresomeoneisinformedaboutwhatthenatureofsomethingthattheyarebeingaskedtoconsentto,suchassharingmedicalrecords,theirsilenceonthematterdoesnotsignifyconsent[103].
	Asstatedabove,inthecaseofBellv.AlfredFranksandBartlettCoLtdandanother[172]MegawLJstatedthat:
	‘’consent’involvessomearmativeacceptance,notmerelyastandingbyandabsenceofobjection……butitmustbesomethingmorethanmerelystandingbyandnotobjecting[103].’
	Thatsaid,ifthereisnowrittenconsent,andthepersonhasnotspokentoconﬁrmtheirconsent,thisdoesnotmeanthattheindividualhasbeensilentaboutsignifyingconsent.Consentmaybeimplied.
	3.4.3Impliedconsent
	3.4.3.1‘Expresslyimplied’consent
	Thetypeofconsentdescribedinthissectioniswhereconsentissigniﬁedbypositiveactionsthatcanbeimpliedtoamounttoconsent.Theseincludethemoreobviousactionsfromwhichconsentmaybeimplied,suchaswhereindividualshavegivenapositivegesturesuchasgivingagesturesuchasnoddingtheirheadorbygivinga‘thumbsup’[103].Insomecircumstancestheremaybenospeciﬁcgesturetosignifyconsent,buttheconductofapersonwillsignifythatconsent.
	InSunderlandv.BarclaysBankLtd[176]whereabankmanagertelephonedMrsSunderlandaboutachequethatthebankhadrefusedtohonour,andMrsSunderlandhandedthephonetoherhusband,itwasheldthattheBankManagerwasentitledtoconsiderthatshehadimpliedconsenttospeaktoherhusband.Itcouldthereforebesuggestedthatthisobjectiveviewisrelevantinsuchcircumstances.
	TheSunderlandcasealsoidentiﬁesoneotherelementofrelevanceinformingsuchaview–therelationshipoftheparties.ParqueL.J.statedthat:
	‘Thereweremanythingswhichadoctor,forexample,wouldnotrepeattoanyoneelse,butwouldnothesitatetorepeattoahusbandabouthiswifeorviceversa[176].’
	Whileattitudescouldbeconsideredashavingchangedsincethe1930swhentheSunderlandcasewasheard,thisisneverthelessrelatable.Spouses,orevenotherrelativesareoftenaskedtoattendappointmentsandwillbepresenttoprovidesupport.Itwouldnotthereforebeunusualforamedicalprofessionaltoopenlydescribethenatureofanymedicalconditionwhileapartnerorotherindividualisintheconsultingroom.Obviouslythesamewouldnotapplytoanysupportapersonmayhaveinthedoctorswaitingroom.Itwouldalsobewisetoseekconsenttodiscusswhereapatientisonawardandhasvisito
	3.4.3.2Consentimpliedbyparticipation
	Theheadingisaninventionoftheauthor,asthereisnostandarddeﬁnitionofthisconceptasrelatestothecommonlaw.IntheNHSandotherhealthcareservices,themorefamiliartermssuchas‘directcare’and‘indirectcare’.wouldfallunderthisheading,althoughformany
	Theheadingisaninventionoftheauthor,asthereisnostandarddeﬁnitionofthisconceptasrelatestothecommonlaw.IntheNHSandotherhealthcareservices,themorefamiliartermssuchas‘directcare’and‘indirectcare’.wouldfallunderthisheading,althoughformany
	organisationstheprovisionofhealthcareorotherservicesformspartoftheirstatutoryfunctions.Therequirementforconsentinconnectionwiththeundertakingofamedicalprocedureshouldnotbeconfusedwithconsenttoshareinformation.
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	Whereanorganisationisnotsubjecttoastatutoryfunction,theargumentcouldbemadethatinattendingahealthcareenvironmentforaconsultationortreatment,thatthereisanexpectationthatcertainusesofinformationwillbeinevitablefromanyconsultation[106].Itinevitablethatinformationwillberequiredforseveralpurposes,bothinconnectionwiththeircare,andtoeectivelymanageNHSservices[106].Inanycase,forthepurposeofthefunctionandoperationoftheNHS,impliedconsentismorereadilyappliedtothevarioustransfersofinformationthanitistotransfersoutsideof
	3.4.3.3Impliedconsentwithoutcapacity
	Forcompleteness,itisusefultoobserve,thatwhereapatientisunconsciousandinformationneedstobesharedinrelationtothatpatient,therecanbenoconsent[177],andconsentcannotbesaidtobeimpliedinanycircumstances[178].Insuchcircumstances,theprovisionsoftheMentalCapacityAct2005apply[178]..Fromaninformationlawperspective,aswithconsentwhereindividualshavecapacity,itcouldbesuggestedthatastheinformationhasbeenlawfullydisclosedorcollected,thereisnoreasonwhytheNHSorganisationcannotusethatinformationforanyotherpurpose,providingthey
	Seechapter6formoreinformationastohowstatutoryfunctionsoperateinWales
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	Consent:acommonlawandUKGDPRcomparison
	3.5.1ThebasicdeﬁnitionintheGDPR
	TheUKGDPRdeﬁnesconsentas:
	‘…anyfreelygiven,speciﬁc,informedandunambiguousindicationofthedatasubject’swishesbywhichheorshe,byastatementorbyacleararmativeaction,signiﬁesagreementtotheprocessingofpersonaldatarelatingtohimorher[179].’
	Particularlywheretheexpressconsentofanindividualissoughttoobtainordisclosedata,itcouldbetemptingtoassumethatthesamelawfulbasisandconditionofprocessingshouldbeusedwhenprocessinghealthinformationintheUKGDPRandtheDataProtectionAct2018.Thefollowingsectionexploresthedataprotectiondeﬁnitionsofconsentandexplainswhyconsentmaynotalwaysbethemostappropriatelawfulbasistouseforthepurposesofthedataprotectionlegislation.
	3.5.2TheUKGDPR:Establishingalawfulbasisforprocessingandaconditionofprocessing.
	ForpersonaldatawithinthemeaningoftheUKGDPR[23]tobeprocessedlawfully,atleastonelawfulbasisunderArticle6mustbeidentiﬁed.TherearesixprovisionsunderArticle6,eachpresentingadierentlawfulbasis.Informationthatissubjecttothecommonlawdutyofconﬁdence,whereitmeetsthedeﬁnitionofadatasubject,willalsobesubjecttotheUKGDPR.Oneoftheselawfulbasesisconsent[161].TheUKGDPRprovidesthatpersonaldatamaybeprocessedlawfullyif:
	‘Thedatasubjecthasgivenconsenttotheprocessingofhisorherpersonaldataforoneormorespeciﬁcpurposes[161].’
	Article9oftheUKGDPRprohibitstheprocessingofspecialcategorydatabydefault[180].specialcategorydataisdeﬁnedasthose:
	‘..personaldatarevealingracialorethnicorigin,politicalopinions,religiousorphilosophicalbeliefs,ortradeunionmembership,andtheprocessingofgeneticdata,biometricdataforthepurposeofuniquelyidentifyinganaturalperson,dataconcerninghealthordataconcerninganaturalperson'ssexlifeorsexualorientation...[180].’
	Article9(2)oftheUKGDPRprovidesthattheprohibitiononprocessingSpecialCategorydoesnotapplywhereoneoftenconditionsofprocessingthisdatacanbemet[181].Oneoftheseconditionsofprocessingisexplicitconsent[182].Article9(1)(a)providesthatspecialcategorydatacanbelawfullyprocessedwhere:
	‘Thedatasubjecthasgivenexplicitconsenttotheprocessingofthosepersonaldataforoneormorespeciﬁedpurposes,exceptwheredomesticlawprovidesthattheprohibitionreferredtoinparagraph1maynotbeliftedbythedatasubject[182].’
	Thedeﬁnitionofconsentandcompatibilitywiththecommonlawdutyofconﬁdenceisexploredinmoredetailbelow.
	3.5.3Anoteonpersonaldata,specialcategorydata,andthedutyofconﬁdence.
	Itshouldbenotedthatnotallinformationthatispersonaldataorspecialcategorydatawillbedatathatissubjecttothedutyofconﬁdence.Forexample,ethnicorigin,politicalopinions,religiousorphilosophicalbeliefs,andtradeunionmembershipareunlikelytobeconsideredsubjecttothedutyofconﬁdence.Also,notallinformationsubjecttothedutyofconﬁdencewillbepersonaldataorspecialcategorydata;forexampleinthecaseofhealthdata,onthedeathofadatasubject,theUKGDPRwillnolongerapply[183],howeverthedutyofconﬁdencewillpersist[63].
	3.5.4ComparisonbetweenthecommonlawandUKGDPRdeﬁnitions
	3.5.4.1Knowledge
	Intermsofthecommonlawdutyofconﬁdence,knowledgealsofeaturesasanimportantpartofestablishingavalidconsent[100],andalackofknowledgeclearlymeansthatconsentwillnotbevalid.Thissaid,whatconsentmayberequiredasacceptableincommonlawwillverymuchdependonwhatthesituationis.Forexample,ifthereisariskattached
	[105]orthereasonableexpectationoftheuseofdataismoreremote
	[106]moreexplanationmayberequired.[119]anditmaybenecessarytopresentconsentinawaythepatientunderstands[124].However,whereapatientvisitsaNHSGeneralPractitioner,orhastreatmentinaNHShospitaltheknowledgeoftheconsenttheyimpliedlyprovideisbasedonwhatisreasonablyexpectedinthecircumstances[106].Thereasonableexpectationcouldbesaidtoincludeabroadnumberofactivities[106].
	TheUKGDPRrequiresasigniﬁcantamountofdetailtobeprovidedtodatasubjectsinordertorelyonconsentasalawfulbasistoprocesspersonaldata[161],andconsentasaconditionofprocessingspecialcategorydata[182].
	Detailsofwhattheconsentspeciﬁcallyrelatestomustbeclearlydescribedanddistinguishablefromanyotherinformationthatmaybeprovided[184].Thelanguageusedmustbeplainandclear,andpresentedinawaythatisaccessibletothedatasubjects[184].Itcouldbesuggestedthatthiswillincludecommunicationmethodsbywhichspeciﬁcdatasubjectsmayrelyonsuchasbraille,orwhererelevant,translatedintoalanguagebestunderstoodbythedatasubject.
	Whenaskingindividualsforconsent,theidentityofalltherelevantcontrollersmustbemadeknowntothedatasubject[185],fulldetailsofeachprocessingactivitymustbeidentiﬁed,anditmaybenecessaryto
	Whenaskingindividualsforconsent,theidentityofalltherelevantcontrollersmustbemadeknowntothedatasubject[185],fulldetailsofeachprocessingactivitymustbeidentiﬁed,anditmaybenecessaryto
	identifyadierentconsentforeachtypeofprocessing[186].Itcouldbesuggestedthatinapproachingtheissueofconsentinthisway,individualswouldhaveabetterchoiceastowhattheyareconsentingto,andwhattheyarenotconsentingto,andconsentcanbetakentobebetterinformed.

	Onaskingthedatasubjectfortheirconsent,adatasubjectmustbeinformedthattheycanwithdrawtheirconsent[187].Withdrawalofconsentmustbeasstraightforwardasgivingconsent[187].Therearenosuchinformationrequirementsforaconsentatcommonlaw.
	Whereconsentisexplicit,thismustbehonestandfactual[116],withrisksexplained[119]andnomisrepresentationastotheextentoftheuseofdata[116].
	TheconsentprocessintheGDPRrelatestoprocessingwhichencompassesallusesofpersonaldataincluding‘collection,recording,organisation,structuring,storage,adaptationoralteration,retrieval,consultation,use,disclosurebytransmission,disseminationorotherwisemakingavailable,alignmentorcombination,restriction,erasureordestruction[24]’,whereaswithinthemeaningofthecommonlaw,itstandstoreasonthatoncedisclosed,datacannotbeundisclosed.
	IntheeventconsentwasappropriatetocoverbothcommonlawandGDPRuses,themodelofconsentsetoutintheUKGDPRwouldclearlybethemodelthatshouldbefollowed,astherequirementsaremorerobust.
	3.5.4.2Freelygivenconsent.
	Thecommonlawrecognisesthatinorderforconsenttobevalidtheconsentmustbeavoluntaryact[40]bywhichthepersongivingconsentisexercisingfreedomofchoice[160].Whereconsentissigniﬁed,buttheyareonlyconsentingbecausetheyhavenochoiceinthematter,this
	Thecommonlawrecognisesthatinorderforconsenttobevalidtheconsentmustbeavoluntaryact[40]bywhichthepersongivingconsentisexercisingfreedomofchoice[160].Whereconsentissigniﬁed,buttheyareonlyconsentingbecausetheyhavenochoiceinthematter,this
	cannotamounttoavalidconsent[160].TheUKGDPRtakesasimilarapproachinrequiringthatconsentmustbefreelygiven[179].

	Thereishoweveracleardistinctionbetweenhowthecommonlawoperates,andtheexpectationsoftheUKGDPR.Whileperceivedobligations[58]evidencedfromthecircumstancesoftheconsent[6],orlackofchoicewouldinvalidateconsentinbothsituation,aswouldanyundueinﬂuence[160]itisclearthatwherethereisacontractoraparticularserviceconsentmaybeinvalidifitreliantonthatservicetakingplace[162].
	Article7providesthatwhenassessingwhetherconsentisfreelygiven‘utmostaccount[162]’shouldbetakenofwhether:
	‘...theperformanceofacontract,includingtheprovisionofaservice,isconditionalonconsenttotheprocessingofpersonaldatathatisnotnecessaryfortheperformanceofthatcontract[162].’
	ThedeﬁnitionisfurtherclariﬁedintherecitalstotheUKGDPRwhichstatethat:
	‘Inordertoensurethatconsentisfreelygiven,consentshouldnotprovideavalidlegalgroundfortheprocessingofpersonaldatainaspeciﬁccasewherethereisaclearimbalancebetweenthedatasubjectandthecontroller,inparticularwherethecontrollerisapublicauthorityanditisthereforeunlikelythatconsentwasfreelygiveninallthecircumstancesofthatspeciﬁcsituation[186].’
	InthecaseoftheNHStherefore,theconceptoffreelygivenconsentasdescribedbytheUKGDPR[162]andtheRecitalstotheUKGDPR[186]wouldbediculttoapplyinthegeneralconceptoftheservicetheyprovide.Itcouldbesuggestedthatifeverasituationarosethatexplicitconsentneededtoberelieduponforthepurposesofanyactivity,itwouldneedtobemadeclearthatthoseservicestheywouldbereceivingareunaectedbytheconsent.Suchascenarioisunlikelygiventheotherprovisionsthatcanbereliedontolawfullyprocesspersonaldata[188]
	InthecaseoftheNHStherefore,theconceptoffreelygivenconsentasdescribedbytheUKGDPR[162]andtheRecitalstotheUKGDPR[186]wouldbediculttoapplyinthegeneralconceptoftheservicetheyprovide.Itcouldbesuggestedthatifeverasituationarosethatexplicitconsentneededtoberelieduponforthepurposesofanyactivity,itwouldneedtobemadeclearthatthoseservicestheywouldbereceivingareunaectedbytheconsent.Suchascenarioisunlikelygiventheotherprovisionsthatcanbereliedontolawfullyprocesspersonaldata[188]
	andthoseconditionsofprocessingthatcanbereliedontoprocessspecialcategorydata[181]intheUKGDPR.

	3.5.4.3Indicationofconsent
	InordertobevalidconsentforthepurposesoftheUKGDPR,consentmustbemadebyastatementorbyacleararmativeactionthatsigniﬁesagreementtotheprocessingofpersonaldatarelatingtohimorherforspeciﬁcpurposes[179].Recital32providessomeguidanceastowhatconsistsofanarmativeact.Itstates:
	‘Consentshouldbegivenbyacleararmativeactestablishingafreelygiven,speciﬁc,informedandunambiguousindicationofthedatasubject’sagreementtotheprocessingofpersonaldatarelatingtohimorher,suchasbyawrittenstatement,includingbyelectronicmeans,oranoralstatement.Thiscouldincludetickingaboxwhenvisitinganinternetwebsite,choosingtechnicalsettingsforinformationsocietyservicesoranotherstatementorconductwhichclearlyindicatesinthiscontextthedatasubject’sacceptanceoftheproposedprocessingofhisorherpersonaldata.Silence,pre-ticke
	TheUKGDPRplacesanobligationontheControllertobeabletoproveconsent[190].Ifthecontrollerisunabletoproveconsent,theconsentwillbeinvalid[190].ItcouldbesuggestedthatanyuseofconsentundertheUKGDPRmustbesupportedbysucientrecordsprovingthatconsenthastakenplace.
	Thecommonlawdutyofconﬁdencehassimilarconsiderations.AsstatedinBellv.AlfredFranksandBartlettCoLtdandanother[172]byMr.LordJusticeMegawLJ:
	‘’consent’involvessomearmativeacceptance,notmerelyastandingbyandabsenceofobjection.Thearmativeacceptancemaybeinwriting,whichisobviouslytheclearest;itmaybeoral;itmayconceivablyevenbebyconduct,suchasnoddingtheheadinaspeciﬁcwayinresponsetoanexpressrequestforconsent.Butitmustbesomethingmorethanmerelystandingbyandnotobjecting[103].’

	Atcommonlaw,writtenconsentistheclearestformofconsent[103],howeverconsentcanbecommunicatedorally.LiketheUKGDPR,consentmustbeapositiveaction[103].WherethecommonlawandUKGDPRdierhowever,isthatthecommonlawismoreacceptingoftheprincipleofimpliedconsentsuchasgesturesuchasnodding,orgivinga‘thumbsup’[103],orthatwhichisimpliedfromactions[176].ItwouldbedicultforpublicservicestorelyonexplicitconsentwithinthemeaningoftheUKGDPRasmanyﬂowsofdatawillbeinevitableinconnectionwiththeeectiveoperationofthoseservices[106].
	Atcommonlaw,writtenconsentistheclearestformofconsent[103],howeverconsentcanbecommunicatedorally.LiketheUKGDPR,consentmustbeapositiveaction[103].WherethecommonlawandUKGDPRdierhowever,isthatthecommonlawismoreacceptingoftheprincipleofimpliedconsentsuchasgesturesuchasnodding,orgivinga‘thumbsup’[103],orthatwhichisimpliedfromactions[176].ItwouldbedicultforpublicservicestorelyonexplicitconsentwithinthemeaningoftheUKGDPRasmanyﬂowsofdatawillbeinevitableinconnectionwiththeeectiveoperationofthoseservices[106].
	3.5.4.4GDPRandcommonlawconsent:generalcomments
	ThepurposeoftheaboveanalysisofconsentasdeﬁnedintheUKGDPRincomparisonwiththedutyofconﬁdencewastoillustratetheincreasedexpectationsoftheUKGDPR.TherearecleardierencesinthestandardsrequiredineachareaofthecommonlawandtheUKGDPR.WhileitcouldbesuggestedthatsomeoftheexpectationsoftheUKGDPRwithregardtospeciﬁcoptinforeverydatausewouldbeimpracticaltouseinthehealthcareenvironment,itwouldbediculttoobtainconsentonthebasisthatconsentisnotconsideredfreelygivenwhereaparticularserviceisbeingprovided,anditisperceivedthatthecon
	Consentisnot,however,theonlylawfulbasisforprocessingpersonaldata.Itisalsonottheonlyconditionofprocessingspecialcategorydata.
	3.5.4.5EstablishinganotherlawfulbasisunderGDPR.
	Inadditiontoconsent,thereareothertypesoflawfulbasisthatcanberelieduponwhenprocessingpersonaldata.Forexample,inthecaseofapublicauthoritythatisundertakingresponsibilitiesrelatingtotheir
	Inadditiontoconsent,thereareothertypesoflawfulbasisthatcanberelieduponwhenprocessingpersonaldata.Forexample,inthecaseofapublicauthoritythatisundertakingresponsibilitiesrelatingtotheir
	functions,theymaybeabletorelyonArticle6(1)(e)oftheUKGDPR.Thisprovidesthatpersonaldatamaybeprocessedwherethe:

	‘Processingisnecessaryfortheperformanceofataskcarriedoutinthepublicinterestorintheexerciseofocialauthorityvestedinthecontroller[191].’
	WhereaPublicBodyisrequiredbylawtocollectpersonaldata,forexampleDigitalHealthandCareWalesmayhavereceivedaDirectionunderSection23(1)oftheNationalHealthService(Wales)Act2006toundertakeaspeciﬁcexercisethatrequirestheprocessingofpersonaldata,theycanrelyonthelegalbasisunderprocessingunderArticle6(1)(c)oftheUKGDPR,whichprovidesthat:
	‘...processingisnecessaryforcompliancewithalegalobligationtowhichthecontrollerissubject[192].’
	Inadditiontotheconsent[161],PublicTask[191],andtheLegalObligation
	[192]lawfulbasisforprocessing,thereareafurtherthreelawfulbasisthatcanbereliedupon.FurtherdiscussiononthelawfulbasisintheUKGDPRisoutofscopeofthispaper.
	3.5.4.6Otherconditionsofprocessingspecialcategorydata
	Therearealsootherconditionsforprocessingspecialcategorydata.InsofarastheNHSisconcerned,whereitrelatestohealthandsocialcaretreatmentorservices,organisationscanrelyonArticle9(2)(h)oftheUKGDPRwhichdisappliestheprohibitionontheprocessingofspecialcategorydatawhere:
	‘..processingisnecessaryforthepurposesofpreventiveoroccupationalmedicine,fortheassessmentoftheworkingcapacityoftheemployee,medicaldiagnosis,theprovisionofhealthorsocialcareortreatmentorthemanagementofhealthorsocialcaresystemsandservicesonthebasisof6domesticlaworpursuanttocontractwithahealthprofessionalandsubjecttotheconditionsandsafeguardsreferredtoinparagraph[193].’
	Incertaincircumstancesrelatingtotheuseofspecialcategorydataforthepurposeofpublichealth,medicalproducts,ormedicaldeviceswhereitisthepublicinterest,theconditionofprocessingcontainedinArticle9(2)mayalsobeappropriatewherethe:
	‘Processingisnecessaryforreasonsofpublicinterestintheareaofpublichealth,suchasprotectingagainstseriouscross-borderthreatstohealthorensuringhighstandardsofqualityandsafetyofhealthcareandofmedicinalproductsormedicaldevices,onthebasisofdomesticlawwhichprovidesforsuitableandspeciﬁcmeasurestosafeguardtherightsandfreedomsofthedatasubject,inparticularprofessionalsecrecy[194].’
	Inadditiontotheconsent[182],healthcarepurposes[193],andthepublichealth[194]conditionsofprocessingtherearesevenotherconditionsofprocessing.FurtherdiscussionontheconditionsofprocessingcontainedintheUKGDPRisoutofscopeofthispaper.
	3.6SummaryofChapter3:Consent
	Thechapterprovidesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothedefenceofconsentasrelatestothedutyofconﬁdenceinthehealthcarecontext.Table4(below)summarisestheelementsofavalidconsent:
	Thepersonconsentingmustbefullyinformed
	Consentwillbevalidwherethepersonisinformed:
	 
	 
	 
	Inanhonestandfactualway[116]

	 
	 
	Inawaythatthepersonconsentingwillunderstand[124].

	 
	 
	Ofanyrisks[120]andanypotentialconsequencesofthemgivingthatconsent[121]


	Consentmustbesigniﬁedbyapositiveact
	Consentmustbesigniﬁedinsomeway,suchas:
	 
	 
	 
	Inwriting[103](aconsentformisnotnecessary[174].)

	 
	 
	Byagesture(e.g.anodoftheheadora‘thumbsup’[103].

	 
	 
	Someotherconductsignifyingconsent(e.g.handingthephonetosomeone[176]).


	Table4:Elementsindicatingvalidconsent
	Whereapersonreceivesaservice(e.g.healthcaretreatment),disclosuresofinformationwithinthereasonableexpectationsofapersonreceivingtheservicearelawful[106].Insuchcircumstancesconsentisimplied[106].
	Thenextchapterrelatestothepublicinterestdefence,andhowinformationsubjecttothedutyofconﬁdencecanbedisclosedincircumstanceswhereitisinthepublicinteresttodoso.
	4.Defences-publicinterest
	4.1Introduction
	Conﬁdentialinformationmaysometimesbedisclosedwhereitisthepublicinteresttodoso.InAttorneyGeneralv.Guardian(no2)[91],LordGostated:
	‘...althoughthebasisofthelaw'sprotectionofconﬁdenceisthatthereisapublicinterestthatconﬁdencesshouldbepreservedandprotectedbythelaw,neverthelessthatpublicinterestmaybeoutweighedbysomeothercountervailingpublicinterestwhichfavoursdisclosure.Thislimitationmayapply,asthelearnedjudgepointedout,toalltypesofconﬁdentialinformation.Itisthislimitingprinciplewhichmayrequireacourttocarryoutabalancingoperation,weighingthepublicinterestinmaintainingconﬁdenceagainstacountervailingpublicinterestfavouringdisclosure[195].’
	Inotherwords,whereverthereisaquestionastowhetherthereisapublicinterestindisclosure,thestartingpointwillalwaysbemaintainingthedutyofconﬁdence.
	4.2Publicinterestdisclosures
	4.2.1Deﬁningwhethersomethingisinthepublicinterest
	Whatisconsideredinthepublicinteresthasnotbeenspeciﬁcallydeﬁnedinrelationtothecommonlawdutyofconﬁdence,buttherearesomecasesthatcanassistininterpretingwhenpublicinterestdisclosurescanbemade.Ocialpublications,suchthePublicInterestSupplementaryGuidanceproducedbytheDepartmentofHealth,recognisethesigniﬁcantlackofcaselawthatsetouttheextentthatpublicinterestdisclosureswillbeapplied[196].Thischaptersetsoutthelawasknown.
	Inidentifyingwhetheritisinthepublicinteresttodiscloseanything,thestartingpointistoestablishthereasonfortheproposeddisclosureandwhetheritisinthepublicinteresttodiscloseintheﬁrstplace.Thereisadistinctionbetweenwhatisconsideredinthepublicinterestandwhatpeoplemayﬁndinterestingtoknow[197].AsLordWilberforcestatedinBritishSteelCorporationv.GranadaTelevisionLtd[198]:
	‘Thereisawidedierencebetweenwhatisinterestingtothepublicandwhatitisinthepublicinteresttomakeknown[197].’
	InLionLaboratoriesLtdv.Evans[199]MrLordJusticeStephensonexplainedthisinfurtherdetailstating:
	‘Thepublicareinterestedinmanyprivatematterswhicharenorealconcernoftheirsandwhichthepublichavenopressingneedtoknow[200].’
	Whenassessingwhethersomethingisinthepublicinteresttherefore,itisimportanttoassesswhetherthereisapressingneedtodiscloseinformationtothepersonsthattheinformationisbeingdisclosedto,andeventhen,onlywhatisrelevanttothatpressingneedshouldbedisclosed[201].
	Publicinterestasadefence
	4.3.1Thebasics
	Thepublicinterestasrelatestothecommonlawdutyofconﬁdenceispredominantlyappliedwherethereiswrongdoingorthereisalikelihoodofharmoccurring.
	Thepublicinterestdefencewasoriginallyreferredtothe‘IniquityDefence’followingthecaseofGartsidev.Outram[202],andinparticularthejudgementofthethenViceChancellor,SirWilliamPageWood[203].Thecaseinvolvedthedisclosureofconﬁdentialinformationbyaformer
	Thepublicinterestdefencewasoriginallyreferredtothe‘IniquityDefence’followingthecaseofGartsidev.Outram[202],andinparticularthejudgementofthethenViceChancellor,SirWilliamPageWood[203].Thecaseinvolvedthedisclosureofconﬁdentialinformationbyaformer
	employeeofaﬁrmthatundertookbusinessaswoolbrokerstoexposethefraudulentpracticesofhisformeremployer,thePlainti,whowassuingforbreachofconﬁdence.TheViceChancellorfoundforthedefencethattheinformationhadbeendisclosedlawfully,rulingthat:

	‘Thetruedoctrineis,thatthereisnoconﬁdenceastothedisclosureofaniniquity.Youcannotmakemetheconﬁdentofacrimeorfraudandbeentitledtocloseupmylipsuponanysecretwhichyouhavetheaudacitytodisclosetomerelatingtoanyfraudulentintentiononyourpart:suchaconﬁdencecannotexist[203].’
	Overtimethedefencewidenedfurthertoincludesituationsthatdidnotinvolveacriminalactorafraud.InInitialServicesLtdv.Putterill[204],thedefencehadarguedthatasnocrimeorfraudhadbeencommittedthatthedefencecouldnotbereliedupon.LordDenning,MasteroftheRollsatthetime,notedthattheQueen’sCouncilforthePlaintiffhad:
	‘...suggestedthattheexceptionwasconﬁnedtocaseswherethemasterhasbeen‘guiltyofacrimeorfraud.’ButIdonotthinkthatitissolimited.Itextendstoanymisconductofsuchanaturethatitoughttobeinthepublicinteresttobedisclosedtoothers.WoodV.
	C.putitinavividphrase:‘Thereisnoconﬁdenceastothedisclosureofinequity’[205].’
	LordDenningcontinued,thattheQueensCouncilforthePlaintihad:
	‘…suggestedthattheexceptionislimitedtotheproposedorcontemplatedcommissionofacrimeoracivilwrong.ButIshouldhavethoughtthatwastoolimited.Theexceptionshouldextendtocrimes,fraudsandmisdeeds,boththoseactuallycommittedaswellasthoseincontemplation,providedalways—andthisisessential—thatthedisclosureisjustiﬁedinthepublicinterest.Thereasonisbecause"noprivateobligationscandispensewiththatuniversalonewhichliesoneverymemberofthesocietytodiscovereverydesignwhichmaybeformed,contrarytothelawsofthesociety,todestroythepublicw
	The‘misdeed’towhichLordDenningwasreferringwasthepracticeofpriceﬁxingthathadbeenundertakenbyanetworkoflocallaunderettestoinﬂatepricesforincreasedproﬁts.Whileanybusinessworkingin
	The‘misdeed’towhichLordDenningwasreferringwasthepracticeofpriceﬁxingthathadbeenundertakenbyanetworkoflocallaunderettestoinﬂatepricesforincreasedproﬁts.Whileanybusinessworkingin
	collaborationwithotherbusinessesinanyschemeshouldhavebeenregisteredwiththeBoardofTradeundertheRestrictiveTradePracticesAct1956,theyhadnotdoneso.Therefore,notonlydidMrPutterillexposeinformationthatshouldhavebeenpublichadthepracticebeenproperlyregistered,buthehadalsoexposedamisdeedtowhichthedutyofconﬁdencewouldnotbeupheld[205].

	Itisalsothereforeclearthatitisnotonlycrimes,fraudsormisdeedsthathavebeencommittedthatcanbedisclosed,butalso‘thoseincontemplation’ofbeingcommitted[205],butonlywhere‘thedisclosureisjustiﬁed’inthepublicinterest[205].
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	SoonafterInitialServicesLtdv.Putterill,LordDenningheardtheappealFraserv.Evans[206].LordDenning,MasteroftheRollsagainpresidedoverthecase,andruledthatinformationsubjecttothedutyofconfidencecouldbedisclosedwheretherewas‘justcauseandexcuse’inthepublicinterest,andspecifically:
	‘Itismerelyaninstanceofjustcauseorexcuseforbreakingconﬁdence.Therearesomethingswhichmayberequiredtobedisclosedinthepublicinterest,inwhicheventnoconﬁdencecanbeprayedinaidtokeepthemsecret[207].’
	Thecaseactsasamilestoneinthechangesthatweretofollowinthepublicinterestdefenceandwidensthescopeofwhatmaybeconsideredinthepublicinterest.
	ThecaseofMalonev.MetropolitanPoliceCommissioner[208]demonstratedthatamoreliberalapproachwaslikelytobeadoptedwhereitmaybeimportanttodiscloseinformationwhereitwasinthepublicinterest.MegarryVCstated:
	‘Theremaybecaseswherethereisnomisconductormisdeedbutyetthereisajustcauseorexcuseforbreakingconﬁdence.Theconﬁdentialinformationmayrelatetosomeapprehensionofan
	impendingchemicalorotherdisaster,arisingwithoutmisconduct,ofwhichtheauthoritiesarenotaware,butwhichoughtinthepublicinteresttobedisclosedtothem[209].’
	Todatetherehavebeenseveralcasesthatdemonstratethatinformationsubjecttothedutyofconﬁdencecanbedisclosedincircumstances.
	Ithasbeenfoundinthepublicinteresttoexposecasesofseriouscorruption[210].Wherethereisevidenceofmalpracticethatisidentiﬁed,itmayalsobeinthepublicinteresttodiscloseconﬁdentialinformationtoprofessionalbodies,whetherornotacriminaloencehastakenplace[211].
	4.3.2Exceptionstotherulesasrelatetowrongdoing
	Thecaselawindicatesthattheseriousnessofthewrongdoingisarelevantfactorwhendecidingonwhetherthedefencecanbereliedupon[212],andeventhen,anydisclosuremustbeproportionatetothepublicinterestthatitcreates[212].
	Thereforeincidentssuchasminorcriminalacts,suchthefactanindividualhassmokedcannabisintheirownhome[213]willnotdefeatabreachofconfidenceclaim,neitherwillprivateactsofconsensualsexualactivitybetweenadults,evenifthisconsistedofanoffenceofprostitution[214].Althoughminorcriminalactsthatcauseseriousharm,maypotentiallybeabletorelyonthisdefence[215].Thepublicinterestdefenceasrelatestopreventingharmisdiscussedundertheheadingbelow.
	4.3.3Safetyandhealth
	Thereissurprisinglyverylittlecaselawtoreﬂectanydisclosuresthathavebeenmadeonthegroundofsafetyhealth.Disclosuresinthisareaofthedefenceofpublicinterestarethosethatdonotnecessarilyneedtohaveanywrongdoingormisconductassociatedtothem.Theprimary
	Thereissurprisinglyverylittlecaselawtoreﬂectanydisclosuresthathavebeenmadeonthegroundofsafetyhealth.Disclosuresinthisareaofthedefenceofpublicinterestarethosethatdonotnecessarilyneedtohaveanywrongdoingormisconductassociatedtothem.Theprimary
	purposeistoprotectpeoplefromharm,evenwherenocrimehasbeencommitted[37].

	Itisimportanttonotethat,withregardpublichealth,therearecurrentlystatutorymechanismstomakedisclosuresinsomecircumstances.AnexampleofastatutoryprovisionasrelatestotheprocessingofinformationforcommunicablediseasesurveillanceisillustratedbytheprovisionsofRegulation3oftheHealthService(ControlofPatientInformation)Regulations2002[216].Theprovisionsrelatetoprocessingbytothoseemployedorengagedforthepurposesofthehealthservice[217],aGovernmentDepartmentorotherpublicauthorityincommunicablediseasesurveillance[218].Thisi
	AnextremeexampleofthepublicinterestthatmayapplytoprotectpublichealthandsafetyisillustratedinobiterdictuminthecaseofMalonev.MetropolitanPoliceCommissioner[208].Itwasstatedthatinformationmaybedisclosedin:
	‘...apprehensionofanimpendingchemicalorotherdisaster,arisingwithoutmisconduct,ofwhichtheauthoritiesarenotaware,butwhichoughtinthepublicinteresttobedisclosedtothem[209].’
	Thegravityofsucheventsdescribedinthisdescriptionareillustrativeofsituationswheretheremaybeacatastrophicdisastertoprotectthepublic,butitisillustrativeofthepublicinterestthatexiststoprotectthepublicfromharm[209].Itcouldbeeasilyappliedinsituationswheretheremaybearisktothepublicfromacommunicablediseaseandinformationneedstobedisclosedinrelationtoindividualswhohavethatdisease.
	Wherethereisathreattopublicadisclosureofhealthinformationsubjecttothedutyofconﬁdencemayalsobedisclosedtotheappropriateparties.InWv.Egdell[37],Whadbeendiagnosedasaparanoidschizophrenichavingshotseveralpeople,killingﬁve.Hehad
	Wherethereisathreattopublicadisclosureofhealthinformationsubjecttothedutyofconﬁdencemayalsobedisclosedtotheappropriateparties.InWv.Egdell[37],Whadbeendiagnosedasaparanoidschizophrenichavingshotseveralpeople,killingﬁve.Hehad
	beenconvictedofmanslaughterbydiminishedresponsibilityandtransferredtoasecurehospital.Someyearslater,hislawyerswerepreparinganapplicationfortransfertoalesssecureunitwithaviewtoseekeventuallydischarge.DrEgdellhadbeenappointedtoprovideanindependentpsychiatricreportwhichWhopedtousetodemonstratethathewassafetoberehabilitatedinthecommunity.Inﬁndingthatthepatientwasmoredangerousthanotherdoctorshadrealised,hehaddisclosedhisﬁndingstothehospital,andlatertheMentalHealthReviewTribunalonthegroundsthatWwasadangertothepub

	‘Aconsultantpsychiatristwhobecomesaware,eveninthecourseofaconﬁdentialrelationship,ofinformationwhichleadshim,intheexerciseofwhatthecourtconsidersasoundprofessionaljudgment,tofearthatsuchdecisionsmaybemadeonthebasisofinadequateinformationandwitharealriskofconsequentdangertothepublicisentitledtotakesuchstepsasarereasonableinallthecircumstancestocommunicatethegroundsofhisconcerntotheresponsibleauthorities[219].’
	4.3.4Otherareas
	Itisconceivablethatthedefencecouldapplyinothercircumstances,butthereisalackofcaselawtobeabletospeculateonthoseareas.InthehistoriccaseofABv.CD[220],inobiterdictum,LordFullertonstatedofthedutyofconﬁdence:
	‘Theobligationmaynotbeabsolute.Itmayandmustyieldtothedemandsofjustice,ifdisclosureisdemandedinacompetentCourt.Itmaybemodiﬁed,perhaps,inthecasealludedtointheargument,ofthedisclosurebeingconducivetotheendsofscience—thougheventhere,concealmentofindividualsisusual.’
	Relianceonthisconceptisuncertain.Asastatementinobiterdictum.itisnotbinding,andinanycase,giventhepassageoftime,andthe
	existingmechanismsavailableinEnglandandWaleslaw,suchasRegulation5oftheHealthService(ControlofPatientInformation)Regulations2002,itcouldbesuggestedthatrelianceonsuchadefencewouldbeunlikelytobeaccepted.
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	Thefullextenttowhichthecourtswillapplythepublicinterestdefenceisthereforeuncertain,withtheDepartmentofHealth(England)guidanceonpublicinterestdisclosurespublishedin2010recognisingthisbeinganobstacleinmakingdecisionsastowhetherotherdisclosureswouldbeinthepublicinterest[196].TheguidancerecommendedthatwheredisclosureswereproposedtobemadethatadviceoftheNationalInformationGovernanceBoardshouldbesought[196].TheNationalInformationGovernanceBoardwereabodythatonceundertookfunctionstoadvisetheSecretaryofStateforHealth
	4.3.5OtherpublicInterestsoutofscopeofthisthesis
	ThepublicinterestasrelatestotheAdministrationofJustice,andNationalSecurityareoutofscopeofthisthesis.Itcanbenotedthatthisdoesnothowevermeantheymayhavenorelevance.
	Thepublicinteresttest
	Indemonstratingthatdisclosureisinthepublicinterest,thepublicinterestindisclosuremustoutweighthedutytomaintainconﬁdentiality[212].Inmakingtheassessment,itisimportanttorecognisethatmaintainingthedutyofconﬁdenceshouldalwaysbeanoverridingconsideration[195],andtheargumentinfavourofdisclosuremustbe
	signiﬁcantenoughinordertooverridethedutyofconﬁdenceowedtoanindividual[212].Addingweighttotheargumentbasedonmultipleminorfactorsincludingminororirrelevantcriminaloences,orminorpublicinterestswillnotbesucienttooverridetheduty[212].
	4.5Timingofthedisclosure
	Thegeneralprincipleisthatthepublicinterestdefencecanonlyberelieduponwherethepublicinterestexistsatthetimethedisclosuretakesplace[221].Thiscanincludepastevents,currenteventsandeventsthatcouldhappeninthefuture[204]providingthepublicintereststillexistsinmakingthedisclosure.
	Wherethepublicinterestnolongerexists,thedefencecannotbereliedupon.ThecaseofScheringChemicalsLtd.v.FalkmanLtd[47]relatedtotheproductionofadrugthatallegedlycausedbirthdefects.Therehadbeensincebeennumerousscientiﬁcstudiesinrelationtothedrug.Giventhatthedrughadbeenwithdrawnfromthemarkethowever,therewasnolongerarisktosafety.AsMrLordJusticeShawstated:
	‘Theobligationofconﬁdentialitymayinsomecircumstancesbeoverborne.Ifthesubjectmatterissomethingwhichisinimicaltothepublicinterestorthreatensindividualsafety,apersoninpossessionofknowledgeofthatsubjectmattercannotbeobligedtoconcealitalthoughheacquiredthatknowledgeinconﬁdence.Insomesituations,itmaybehisdutytorevealwhatheknows.NosuchconsiderationhasexistedinthiscasesincethetimethatPrimodoswaswithdrawnfromthemarket.Neitherthepublicnoranyindividualstandsinneedofprotectionfromitsuseatthisstageinthehistory.Thereisno
	4.6Whatcanbedisclosedandtowho?
	Onlytheinformationthatthereisapressingsocialneedtodiscloseshouldbedisclosed[200].Anyothermattersthatarenotinthepublic
	interesttodiscloseshouldremainprotectedbythedutyofconﬁdence[200].Itisthereforeimportanttodistinguishbetweenwhatisinthepublicinteresttomakeknownandtowhom,andwhatthepublicmayﬁndinteresting[197].
	Whereitisinthepublicinteresttodiscloseinformationthatissubjecttothedutyofconfidence,thisdoesnotmeanthattheinformationcanbedisclosedtotheworldatlarge.Whenassessingthepublicinterest,itisimportanttoconsiderwhatinformationneedstobedisclosed,andthepartiestheinformationisbeingdisclosedtoinordertofulfilthatpublicinterest.InFrancomev.MirrorGroupNewspapersLtd[222]thePlaintiffswerespouses.Thehusbandwasachampionjockey.TheMirrorGrouphadobtainedtapesofprivatetelephonecallsmadebetweentheplaintiffsfromathirdpartywhohadunl
	‘Intheinstantcase,pendingatrial,itisimpossibletoseewhatpublicinterestwouldbeservedbypublishingthecontentsofthetapeswhichwouldnotequallybeservedbygivingthemtothepoliceortotheJockeyClub.AnywiderpublicationcouldonlyservetheinterestsoftheDailyMirror[223].’
	Laterinhisjudgementheadded:
	‘Assumingthatthetapesrevealevidenceofthecommissionofacriminaloenceorabreachoftherulesofracing,andIstressthatthisisanassumption,itmaywellbeinthepublicinterestthatthetapesandalltheinformationtobegleanedtherefrombemadeavailabletothepoliceandtotheJockeyClub[224].’
	Thislimitingprincipleiskeytotheoperationofthedefence.InReACompany’sApplication[225],acompanywasrefusedaninjunctionpreventingdisclosuretothefinancialregulatorandtheinlandrevenueonthebasisthatitwasinthepublicinteresttodisclosefinancialirregularities,butthatsuchdisclosurecouldonlybemadetothem[226].
	Itisthereforeimportanttoconsiderwherethepublicinterestlies,andtodistinguishwhetherinsteadthatinterestisonethattheproposedrecipientmayﬁndinterestingfortheirownpersonalgain.AsLordDenningexplainedinInitialServicesLtdv.Putterill[204]:
	‘Thedisclosuremust,Ishouldthink,betoonewhohasaproperinteresttoreceivetheinformation.Thus,itwouldbepropertodiscloseacrimetothepolice;orabreachoftheRestrictiveTradePracticesActtotheregistrar.Theremaybecaseswherethemisdeedisofsuchacharacterthatthepublicinterestmaydemand,oratleastexcuse,publicationonabroaderﬁeld,eventothepress[205].’
	Thisappearstomakeclearthatsometimestheactissoseriousthatthewiderpopulationmayhaveapublicinterestinknowingwhathastakenplace.
	Theburdenofproof
	Thebasicpositionisthat,torelyonthedefenceofpublicinterestindisclosinginformationthatissubjecttothedutyofconﬁdence,thepersonseekingtodisclosetheinformationmustbeabletodefendthepositiononthebasisthattheallegationhassomesubstance.AsLordKeithstatedintheSpycatchercase[91]
	‘Astojustcauseorexcuse,itisnotsucienttosetupthedefencemerelytoshowthatallegationsofwrongdoinghavebeenmade.Theremustbeatleastaprimafaciecasethattheallegationshavesubstance[195].’
	Inotherwords,whereinanycircumstancesanallegationismade,itisimportanttoavoidimpulseandestablishwhetherthereisanysubstancetoanysuspectedwrongdoing.
	Theexceptiontothisruleiswherebythepersontowhomtheinformationisbeingcommunicatedtoisaregulatorybody,andtheconﬁdentialinformationisevidenceofasuspectedbreach[226]
	ApplicationininformationintheNationalHealthService
	IntheNationalHealthService,theremaybemanysituationsbywhichhealthinformationmayneedtobedisclosedtocertainindividualsororganisationsdependingonthesituationinhand.
	Forexample,wheretheindividualposesaseriousthreattothepublicbecausetheyhaveamentalhealthcondition,itlikelythattheywillneedtofurnishthepoliceorotherauthoritieswithsucientinformationtoexplaintherisk[37].Obviously,onlytherelevanthealthinformationshouldbeconsideredfordisclosureandbesubjecttothepublicinteresttest.
	Itisconceivablethatapublicinterestdefencecouldbeusedtodiscloseinformationtotherelevantauthoritieswhereinjurieshavebeenincurredbyapatientwhohasbeenthevictimofaseriouscrime,orwheretheyaretheperpetratorofaseriouscrime[203].Wherethevictimisconsciousandcompetent,itcouldbesuggestedthattheirconsentbesoughtinsuchcircumstancesintheﬁrstinstance,especiallyconsideringthathealthinformationmayneedtobedisclosedaspartofanyreporttothepolice.
	Thepublicinterestdefencecouldalsoberelieduponwherethereisadangerofapublichealthorsafetyincident[209],althoughRegulationmayprovideasucientlawfulbasistodiscloseinformationacrossmultipleagenciesininstancesofcommunicablediseasesandotherriskstopublichealth[227],particularlywherethereisnostatutoryfunction.
	7

	4.9ThepublicinterestintheUKGDPR
	Itshouldbenotedthattheapplicationofthepublicinterestdefenceatcommonlawbaresnorelevancetothelawfulbasisofprocessingof‘publicinterest’undertheUKGDPR,althoughapplicationofthislawfulbasisforprocessingmaybeappropriatedependingonthecircumstances.
	4.10Freedomofinformationandtheexemptionasappliestoinformationheldinconﬁdence
	WhiletheauthorisalsoasubjectmatterexpertinthesubjectoftheoperationoftheFreedomofInformationAct2000,onlytheimpactofthepublicinterestdefencetotheinformationprovidedinconﬁdenceexemptioniswithinthescopeofthisthesis.
	4.10.1RequestsforinformationundertheFreedomofInformationAct2000:thebasics
	TheFreedomofInformationAct2000enablesapersontomakeavalidrequestforinformationasdeﬁnedbytheAct[228],toapublicauthoritywithinthemeaningoftheAct[229].WherearequestismadetheActprovidesageneralrightfortherequestortobeinformedwhetherinformationisheldbythatPublicAuthority[230],knownas‘thedutytoconﬁrmordeny[231]’andifso,tohavetheinformationcommunicatedtothem[232].
	4.10.2Exemption:informationprovidedinconﬁdence
	Section41(1)oftheFreedomofInformationAct2000providesanexemptionforinformationwhere:
	‘(a)itwasobtainedbythepublicauthorityfromanyotherperson(includinganotherpublicauthority),and
	(b)thedisclosureoftheinformationtothepublic(otherwisethanunderthisAct)bythepublicauthorityholdingitwouldconstituteabreachofconﬁdenceactionablebythatoranyotherperson[233].’
	Thisexemptionisdescribedasan‘absoluteexemptionintheFreedomofInformationAct2000[234].Ifinformationwasobtainedbythepublicauthorityfromanyotherperson[235],anddisclosureoftheinformationtothepublic,otherwisethaninundertheFreedomofInformationAct2000,thepublicauthoritywouldconstituteanactionalbreachofconﬁdencetothepersonholdingit[236],therequirementtocommunicatetheinformationtothemdoesnotapply[237].
	Section41(2)oftheFreedomofInformationAct2000statesthat:
	‘Thedutytoconﬁrmordenydoesnotariseif,ortotheextentthat,theconﬁrmationordenialthatwouldhavetobegiventocomplywithsection1(1)(a)would(apartfromthisAct)constituteanactionablebreachofconﬁdence[238].’
	Thismeansthatthedutytoconﬁrmordenythatinformationishelddoesnotapplywherethiswouldconstituteandactionablebreachofconﬁdence[238].ThisisrearmedinrelationtotheeectoftheexemptionsassetoutinPart1oftheAct[239].
	4.10.3Therelevanceofthepublicinteresttestatcommonlawasmayapplytotheexemptionforinformationheldinconﬁdence
	Withexceptionofabsoluteexemptions,theFreedomofInformationAct2000containsprovisionthatinorderforthepublicauthoritytobereleasedfromtheobligationtodisclosetheinformation,thepublicinterestinmaintainingtheexemptionmustoutweighthepublicinterestindisclosingtheinformation[240].Similarly,withtheexceptionofabsoluteexemptions,inorderforthepublicauthoritytobeabletorefusetoconﬁrmordenythattheyholdinformation,thepublicinterestinupholdingtheexemptiononthedutytoconﬁrmordenymustoutweigh
	Withexceptionofabsoluteexemptions,theFreedomofInformationAct2000containsprovisionthatinorderforthepublicauthoritytobereleasedfromtheobligationtodisclosetheinformation,thepublicinterestinmaintainingtheexemptionmustoutweighthepublicinterestindisclosingtheinformation[240].Similarly,withtheexceptionofabsoluteexemptions,inorderforthepublicauthoritytobeabletorefusetoconﬁrmordenythattheyholdinformation,thepublicinterestinupholdingtheexemptiononthedutytoconﬁrmordenymustoutweigh
	thepublicinterestindisclosingwhetherinformationisheldbytheauthority[241].TheeectofanabsoluteexemptionthereforeisthatnootherconsiderationsrelatetotheexemptionundertheFreedomofInformationAct2000,theexemptionisabsolute.

	Separately,thepublicinteresttestatcommonlawasappliestoinformationsubjecttothedutyofconﬁdenceisrelevanttodecidingwhetherinformationshouldbedisclosed.InthecaseofDerryCityCouncilv.InformationCommissioner[242],theapplicationoftheSection41exemptioninrelationtoinformationprovidedinconﬁdencefailedonthebasisofthepublicinterestindisclosureasprovidedinthecommonlawasrelatestothedutyofconﬁdence[243].Thiscaseisillustrativeoftheimportanceofunderstandinghowdefencestoadisclosureunderthedutyofconﬁdence,mayberelevanttoothera
	4.11SummaryofChapter4:PublicInterest
	Thechapterprovidesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothepublicinterestdefenceasrelatestothedutyofconﬁdenceinthehealthcarecontext.
	Theextentofwhatcouldbeinthepublicinterestmaybequitewide[31],butthisconceptisuntested,anobstacleinmakingdecisionsastowhetherotherdisclosureswouldbeinthepublicinterest[32].
	Thefollowingaresomeexamplesofthingsthathavebeensaidtobeinthepublicinterest:
	 
	 
	 
	Seriouscrimeorfraud[19].

	 
	 
	Aminorcriminalactthatcausesseriousharm[28].

	 
	 
	Civilwrongs[20]

	 
	 
	Othermisconductormisdeedsthatarenotcriminalorcivil[20],includingreportingcasesofsuspectedmalpracticetoprofessionalbodies[24].

	 
	 
	Activitiescontrarytopublicsocietyandpublicwelfare[20].

	 
	 
	Casesofseriouscorruption[23].

	 
	 
	Noneedtoprovewrongdoingwherethedisclosureprotectsfromharmtosafetyofhealth[29].

	 
	 
	Itmaybepossibletorelyonthistoprotectpublichealth[22].’

	 
	 
	Disclosureofconﬁdentialhealthinformationmaybemadetotherelevantpartieswherethereisadangertopublicsafety(e.g.theresponsibleauthorities[30].)


	Thereisnopublicinterestwherethereisaminorcrimewherethereisnoseriousharm[25]suchassmokingcannabisinprivate[26],orprivateactsofconsensualsexualactivitybetweenadults,evenwherethisconsistsoftheoenceofprostitution[27].
	Table5(below)containsasummaryofthekeyelementsthatshouldbeconsideredwhenrelyingonthepublicinterestdefence:
	Isitinthepublicinteresttomakethedisclosureoftheinformation?
	Answer
	Itisnecessarytoensurethattheinformationistrulyinthepublicinteresttodisclose.Thereisadierenceinidentifyinginformationthatmaybeinterestingtothepublicandthatwhichisinthepublicinterest[197].
	Multipleminorpublicinterestargumentsdonotaddweighttotheargumenttooverridetheduty[25].Itmaybeinthepublicinteresttodiscloseactsthathavebeencommitted,orwhereanactmayhappeniftheinformationisnotdisclosed[20],butonlyinsofarasthedisclosureisjustiﬁed[20]andthereisapressingsocialneedtodisclose[17].
	Table5:PublicInterestDisclosures-KeyConsiderations
	Thenextchapterexplainshowconﬁdentialinformationcanbedisclosedwhereitispermittedorrequiredbystatute.Thechapterspeciﬁcallyconsiderstheprovisionsofsection251oftheNationalHealthServiceAct2006andthecurrentregulationsthatexistbyvirtueoftheseprovisions.
	5.Lawfuldisclosures–disclosurespermittedorrequiredbyStatute
	5.1Section251oftheNationalHealthServiceAct2006
	5.1.1Introductiontosection251
	Theprevioustwochaptersdescribetwodefencestoabreachofconﬁdenceatcommonlaw.ThischapterfocussedonastatutorymechanismtosetasidethedutyofconﬁdenceasrelatestoinformationgeneratedintheNationalHealthService.
	Section251oftheNationalHealthServiceAct2006providesamechanismbywhichpatientinformationcanberegulated.Itisoftenstatedthatthepurposeofsection251istoenablepatientinformationtobeusedwithoutconsent[244],WhileRegulationscreatedundersection251oftheNationalHealthServiceAct2006cancontainprovisionstosetasidethecommonlawduty[245],thisisoneofmanyoptionscontainedinthelegislation.TounderstandhowSection251operateshowever,itisnecessarytolookattheprovisionstotheextentthattheycanapplytoanyinformationtounderstandthetypesofReg
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	Therearenoacademictextsthatdiscusstheapplicationofsection251inanydetail;therefore,itisproposedtodiscusstheseprovisionsinthewaythattheseapplytoWales.FurtherstudiesmayberequiredinrelationtotheseprovisionsandtheiroperationinEngland,particularlywherefutureamendmentsaremadethatapplyonlytoEngland.
	ThehistoricalcontextoftheseprovisionswillbeexplainedinmoredetailwhendiscussingtheextantRegulations,whichpredatethecurrentprovisionsunderwhichtheyoperate.
	5.1.2ScopeofRegulationsissuedunderSection251
	ItwouldappearthatacourtwouldlikelyconcludethattheRegulationscanonlyapplytoinformationcreatedwithintheNHS.InLewisv.SecretaryofStateforHealthandanother[64],MrJusticeFoskettcommentedinobiterdictumonthisissueasfollows:
	‘IrespectfullyagreethatthereisnothingexplicitintheActandorRegulationsconﬁningtheinformationconcernedtoNHS-generatedinformationbut,asIhavesaid,thewholecontextwouldseemtosuggestthis.Hadthematterbeenfundamental,IwoulddoubtlesshavebeeninvitedtolookmorecloselyatthewholeAct,and,perhaps,itslegislativehistoryandbackground.Inthecourseoftherelativelyshortargument,Ihavenotbeensoinvitedand,accordingly,canexpressnoviewotherthanthatwhichIhaveexpressed[246].’
	Thisobservationwasstatedinobiterdictumandnotastheratiodecidendiofthecase.Itisthereforenotabindingprecedentandthereforeneednotbefollowedbyanyothercourt.AsperthejudgementofMrJusticeFoskett,suchaviewwouldrequireamoredetailedexaminationbythecourtwherethiswasfundamentaltoacase[246].
	MrJusticeFoskettmadeanotherstatementinobiterdictuminclarifyingwhetherRegulationscouldauthoriseuseoutsideoftheNHSinLewisv.SecretaryofStateforHealthandanother[64].Hestated:
	‘IfIwasforcedtoconclude,ontheargumentsIhaveheard,whethertheproceduresaordedbytheActandtheRegulationsareavailablefortheauthorisationoftheuseofconﬁdentialpatientinformationgeneratedoutsidetheNHS,Iwouldhavetoconcludethatitdidnot[247].’
	Again,thisisnotaratiodecidendi,butmoreclearlyindicativeofthescopeoftheRegulations.
	5.1.3Amendmentsanddevolution
	5.1.3.1CitiesandLocalGovernmentDevolutionAct2016
	FollowingtheassentoftheCitiesandLocalGovernmentDevolutionAct2016[248]provisionsexisttocreateRegulationinrelationtosocialcareinformation.Theseamendmentsarereﬂectedinthebelowtext.
	5.1.3.2DevolutionandtheroleoftheWelshMinisters
	Functionsundersection251weretransferredbyOrdertotheWelshMinistersbyTheWelshMinisters(TransferofFunctions)Order2018[249].ThetextinSection251oftheNationalHealthServiceActwasnotamendedbylegislation,howevertheimplicationofthetransferofanyfunctionsisthatthereferencetotheSecretaryofStateshouldbereadasifitdirectlyreferstotheWelshMinisterstocorrectlyreﬂecttheoperationofthelegislation.
	Article1(5)ofTheWelshMinisters(TransferofFunctions)Order2018provides:
	‘AnyreferenceinthisOrdertoafunctionofaMinisteroftheCrownunderanenactmentincludesareferencetoanyfunctionsofthatMinisterwhichareincludedinanyscheme,Regulations,rules,Order,bye-lawsorotherinstrumenthavingeectunderorinrelationtothatenactment,andthepowertoconferfunctionsonthatMinisterbyanysuchscheme,Regulations,rules,Order,bye-lawsorotherinstrumenthaseectasapowertoconfersuchfunctionsontheWelshMinisters[250].’
	ThismeansthatanyRegulationinexistenceundersection251oftheNationalHealthServiceAct2006isalsodevolvedtotheWelshMinisters[250].
	5.1.4PowerstocreateRegulationsunderSection251
	Section251(1)oftheNationalHealthServiceActcreatesaHenryVIIIpowerthatenablestheWelshMinisterstomakeRegulations.Thissectionprovidesthatthe:
	‘SecretaryofStatemaybyRegulationsmakesuchprovisionforandinconnectionwithrequiringorregulatingtheprocessingofprescribedpatientinformationformedicalpurposesasheconsidersnecessaryorexpedient—
	(a)
	(a)
	(a)
	intheinterestsofimprovingpatientcare,or

	(b)
	(b)
	inthepublicinterest[251].’


	ThisgeneralprovisioncontainswidepowerstocreateRegulationsthatmayrequireorregulatetheprocessingofsuchpatientinformationasmaybeprescribedformedicalpurposes.ThetestappearssubjectiveinthattheWelshMinisterssimplyneedtoconsiderRegulations‘necessaryorexpedient’inachievingthesepurposes.Thewording‘asheconsidersnecessary[251]’suggeststhattheonlythesubjectiveviewoftheWelshMinistersisrequiredandthereisnorequirementtodemonstratethisobjectively.
	5.1.5Relevantdeﬁnitions
	5.1.5.1Medicalpurposes
	Thedeﬁnitionofwhatisconsidered‘medicalpurposes’issetoutexplicitlyinSection251(12)oftheNationalHealthServiceAct2006.Itprovidesthat‘medicalpurposes’arethosepurposesof:
	‘(a)preventativemedicine,medicaldiagnosis,medicalresearch,theprovisionofcareandtreatmentandthemanagementofhealthandsocialcareservices,and
	(b)informingindividualsabouttheirphysicalormentalhealthorcondition,thediagnosisoftheirconditionortheircareandtreatment[252].’
	Thedeﬁnitionofmedicalpurposesthereforehasawidescopeofservices.Itisnotonlylimitedtothecareofanindividualbutextendstoactivitiessuchashealthresearch.
	TheprovisioncontainedinSection251(12)encompassesmanydirectcareactivities,whereasSection251(4)providesthat:
	‘Regulationsundersubsection(1)maynotmakeprovisionrequiringtheprocessingofconﬁdentialpatientinformationforanypurposeifitwouldbereasonablypracticabletoachievethatpurposeotherwisethanpursuanttosuchRegulations,havingregardtothecostofandthetechnologyavailableforachievingthatpurpose[253].’
	Clearly,medicalresearchcannotbeachievedwithoutconsentoranalternativelawfulexcuse,thelikesofsuchwhichmayincludeRegulationscreatedundersection251,asitcouldbearguedthatthisisnotwithinthereasonableexpectationsofthepatient.Withregardtomostotheractivitiesrelatingtotheprescribingoradministeringofpreventativemedicine,medicaldiagnosis,theprovisionofcareandtreatmentandthemanagementofhealthandsocialcareservices,itcouldbearguedthatmostoftheseactivitieswouldbeintheremitofthedirectcarerelationshipanyway,andthereforecould
	Anotherpointofnoteisthat,inordertoinformindividualsabouttheirphysicalormentalhealthorcondition,thediagnosisoftheirconditionortheircareandtreatment,thereusuallymustbearelationshipbetweenthemedicalpractitionerandthepatientduringthenormalcarerelationship.Thisiswherethetechnologicalaspectmaybeofrelevance,asthecostofachievingeectivecommunications,particularlyifthisisachievedonamassscale,maybecostprohibitive,ortechnologicallydicultifachievedwithoutinvolvingotherbodiesoragencies,andin
	Anotherpointofnoteisthat,inordertoinformindividualsabouttheirphysicalormentalhealthorcondition,thediagnosisoftheirconditionortheircareandtreatment,thereusuallymustbearelationshipbetweenthemedicalpractitionerandthepatientduringthenormalcarerelationship.Thisiswherethetechnologicalaspectmaybeofrelevance,asthecostofachievingeectivecommunications,particularlyifthisisachievedonamassscale,maybecostprohibitive,ortechnologicallydicultifachievedwithoutinvolvingotherbodiesoragencies,andin
	thesecircumstances,speciﬁcRegulationsmaybeputinplacetoovercometheseissues.

	Section251(6)explicitlyexcludesthecreationofanyRegulationforthesoleprovisionofcare.Section251(6)says:
	‘Regulationsundersubsection(1)maynotmakeprovisionforrequiringtheprocessingofconﬁdentialpatientinformationsolelyorprincipallyforthepurposeofdeterminingthecareandtreatmenttobegiventoparticularindividuals[255].’
	ThisnarrowsthescopeofanyRegulationsthatcanbecreated.TheuseofInformationinmedicaldiagnosisandtheprovisionofcareandtreatmentcanbejustiﬁedunderthecommonlawasthisisauseinthereasonableexpectationsofthepatient.Itcouldbesuggestedthattheprovisionprotectsanyinterferenceincreatingregulationthatgovernsinformationexchangeindirectcaresituationsonanindividualbasis.Thissaid,regulationscouldincludesituationswhereoutsideofthedirectcarerelationshipdataistobeanalysedforavarietyofpurposesincludingtocreateregistries,tomonitorme
	Forillustrativepurposes,agoodexampleexistsinthecurrentRegulationsinforceunderSection251(1).TheHealthService(ControlofPatientInformation)Regulations2002,whichpermitstheprocessingofConﬁdentialPatientInformationforthe:
	‘…thedelivery,ecacyandsafetyofimmunisationprogrammes[256].’
	TheRegulationenablesinformationtobedisclosedtoanotherpersonoutsidethedirectcarerelationshiptocompileimmunisationpriorityliststoaectthemostvulnerablewithoutbeinginbreachofconﬁdence.
	5.1.5.2Patientinformation”
	Section251(10)providesthat,forthepurposeofsection251,“patientinformation”means:
	‘(a)information(howeverrecorded)whichrelatestothephysicalormentalhealthorconditionofanindividual,tothediagnosisofhisconditionortohiscareortreatment,and
	(b)information(howeverrecorded)whichistoanyextentderived,directlyorindirectly,fromsuchinformation,whetherornottheidentityoftheindividualinquestionisascertainablefromtheinformation[257].’
	Regulationsundersection251maythereforeincludeinformationthatisanonymisedandisthereforenotsubjecttothecommonlawdutyofconﬁdence.ItisdiculttoimaginehowsuchRegulationscouldapplytodatathatistrulyanonymised,speciﬁcallyasitcouldbeobtainedlegitimatelyfromanyPublicBodyintheNHSbymakingarequestpursuanttoSection1oftheFreedomofInformationAct2000.TheeectofHenryVIIIpowersishoweveroutofthescopeofthisthesis.
	5.1.5.3Conﬁdentialpatientinformation
	Interestingly,Section251oftheNationalHealthServiceAct2006providesadeﬁnitionofconﬁdentialpatientinformation[258].Section251(11)statesthat:
	‘Forthepurposesofthissection,patientinformationis“conﬁdentialpatientinformation”where—(a)theidentityoftheindividualinquestionisascertainable—(i)fromthatinformation,or(ii)fromthatinformationandotherinformation,whichisinthepossessionof,orislikelytocomeintothepossessionof,thepersonprocessingthatinformation,and(b)thatinformationwasobtainedorgeneratedbyapersonwho,inthecircumstances,owedanobligationofconﬁdencetothatindividual[258].’
	Thedeﬁnitionisofinterest.Informationmaybegeneratedorobtainedbyapersonwhoowesanobligationofconﬁdencetoanindividual,buttheinformationthatcouldbecollectedbythatindividualmayincludeinformationthatisnotsubjecttothecommonlawdutyofconﬁdence.Thedeﬁnitionofconﬁdentialinformationinthiscontextappearstoapplytoanyinformationthatiscollectedfromanyserviceuser.
	Thedeﬁnitionsonlyapplytosection251oftheNationalHealthServiceAct2006andthereforedonotinﬂuencetheCommonLawdeﬁnitions[258].
	5.1.5.4OtherdeﬁnitionscontainedinSection251
	Otherdeﬁnitionsarenotrelevanttothediscussionscontainedinthischapter.
	5.1.6Speciﬁcprovisions
	5.1.6.1Communications
	Section251(2)providesspeciﬁcusesofthetypesofRegulationsthatmaybemadeunderSection251(1).Thereisastipulationthatthesemayrequire[259]’andthereforethesearespeciﬁcclausesthatmaybeincluded,theyarepermissive,theyarenotrestrictive,norexhaustive.Section251(2)(a)providesthatRegulationsmaymakeprovision[260],:
	‘Prescribedcommunicationsofanynaturewhichcontainpatientinformationtobedisclosedbyhealthservicebodiesorrelevantsocialcarebodiesinprescribedcircumstances—
	(i)
	(i)
	(i)
	tothepersontowhomtheinformationrelates,

	(ii)
	(ii)
	(whereitrelatestomorethanoneperson)tothepersontowhomitprincipallyrelates,or(iii)toaprescribedpersononbehalfofanysuchpersonasismentionedinsub-paragraph(i)or(ii),insuchmannerasmaybeprescribed[259].’


	Thisspeciﬁcallyreferringtocommunications.ItisnecessarytoexplainthisinmoredetailtounderstandtheimplicationsofsuchaprovisiononprospectiveRegulations.
	TheprovisionthatenablesRegulationtobeputinplacetousepatientinformationtoenableprescribedcommunicationswiththepersontowhomitrelates[261]describescircumstancesthat,evenwhereinformationsubjecttothedutyofconﬁdencewastobedisclosedtothoseindividuals,wouldprimafacienotbeinbreachofconﬁdence.Theinformationrelatestothatperson,andevenifthisinformationwasconﬁdential,therewouldbenodisclosure.GiventhewiderscopeofRegulationsthatmaybecreatedhowever,thismaycomplimentanendto-endprocessbywhichRegulationsmaydetermineacquisitio
	-

	Whensendinginformationtomorethanoneperson,butprincipallytheinformationprincipallyrelatestooneindividual[262],theremaybeadutyofconﬁdenceowed.Theinformationcouldpotentiallybeconﬁdential.Anexampleofsuchaninstancemaybewhereapersoninahouseholdhasacommunicabledisease,andtheothersmayneedtogettested,gettreatment,orisolate.Withsomeconditions,thepublicinterestargumentatcommonlawmaybediculttodemonstrate,andthereforeRegulationmaybeputinplacetodeterminehowthiscanbeachieved.
	5.1.6.2Disclosuresorotherprocessing
	Section251(2)(b)oftheNationalHealthServiceActrelatestodisclosuresorotherprocessingthatmayberegulated.Again,thereisastipulationthatRegulations‘...mayinparticular,makeprovision[260]’andthereforethesearespeciﬁcclausesthatarespeciﬁcalpermissive,butarenotrestrictive,norexhaustive.
	Aswiththeprovisionsrelatingtocommunications,itisnecessarytoexplainthisinmoredetailtounderstandtheimplicationsofsuchaprovisiononprospectiveRegulations.
	Section251(2)(b)providesthatRegulationsmayrequireorauthorise:
	‘Thedisclosureorotherprocessingofprescribedpatientinformationtoorbypersonsofanyprescribeddescriptionsubjecttocompliancewithanyprescribedconditions(includingconditionsrequiringprescribedundertakingstobeobtainedfromsuchpersonsastotheprocessingofsuchinformation)[263].’
	5.1.6.3Provisionstosetasidethedutyofconﬁdence
	TheActprovidesastatutoryprovisionthatenablestheWelshMinisterstosetasidethedutyofconﬁdence.Again,thereisastipulationthatRegulationsmay,‘inparticular,makeprovision[260]’andthereforethesearespeciﬁcclausesthatarespeciﬁcallypermissive,butarenotrestrictive,norexhaustive.ThismeansthattheRegulationsneednotspeciﬁcallysetasideadutyofconﬁdence.
	Section251(2)(c)that:
	‘WhereprescribedpatientinformationisprocessedbyapersoninaccordancewiththeRegulations,anythingdonebyhiminsoprocessingtheinformationmustbetakentobelawfullydonedespiteanyobligationofconﬁdenceowedbyhiminrespectofit[245].’
	Thisgeneralprovisioncreatesaspeciﬁcrighttosetasidethedutyofconﬁdence.ThecurrentRegulations,theHealthService(ControlofPatientInformation)Regulations[264]makesuseofthisclauseinsettingasideanydutyofconﬁdenceowedbystating:
	‘AnythingdonebyapersonthatisnecessaryforthepurposeofprocessingconﬁdentialpatientinformationinaccordancewiththeseRegulationsshallbetakentobelawfullydonedespiteanyobligationofconﬁdenceowedbythatpersoninrespectofit[265].’
	5.1.6.4Sanctions
	Section251(2)(d)makesprovisionthatenablestheWelshMinisterstocreatesanctionsfornon-compliancewithRegulations.Withregardsanctions,thewordingstatesthatRegulationsmay,‘inparticular,makeprovision[260]’forsuchsanctions,andthereforeagain,thisclausepermitssanctionstobeincluded.
	Section251(2)(d)statesthatRegulationsmayprovidefor:
	‘...creatingoencespunishableonsummaryconvictionbyaﬁnenotexceedinglevel5onthestandardscaleorsuchotherlevelasisprescribedorforcreatingotherproceduresforenforcinganyprovisionsoftheRegulations[266].’
	Interestingly,thecurrentRegulationsimposeacivilpenaltyof£5000onanyonewhodoesnotcomplywiththeRegulations[267],andthismustberecoveredbytheWelshMinistersasacivildebt[268].ThiswouldbeenforcedbytheWelshMinistersbasedontheirsubjectiveviewastotheseriousnessofabreach[269].TheRegulationsarediscussedinmoredetailinthischapter.
	5.1.6.5RequirementtoreviewRegulations
	Section251(5)providesthatwhereRegulationsprovidefortheprocessingofconﬁdentialpatientinformation.TheSecretaryofState:
	‘(a)must,atanytimewithintheperiodofonemonthbeginningoneachanniversaryofthemakingofsuchRegulations,considerwhetheranysuchprovisioncouldbeincludedinRegulationsmadeatthattimewithoutcontraveningsubsection(4),and
	(b)ifhedeterminesthatanysuchprovisioncouldnotbesoincluded,mustmakefurtherRegulationsvaryingorrevokingtheRegulationsmadeundersubsection(1)tosuchextentasheconsidersnecessaryinorderfortheRegulationstocomplywiththatsubsection.[270].’
	ThisisaprovisionthatpositivelyrequiresRegulationstobereviewedwithaviewincludingadditionalprovisionsasmaybenecessary.Asnotedabove,suchprovisionscannotcontraveneSection251(4)inthattheymustnotcreateanprovisionthatrequirestheprocessingofconﬁdentialpatientinformation,withinthemeaningoftheAct,foranypurposeifitwouldbereasonablypracticabletoachievethatpurposeotherwisethanpursuanttosuchRegulations,havingregardtothecostofandthetechnologyavailableforachievingthatpurpose.
	ItisdiculttoknowwhetherthecurrentRegulations,theHealthService(ControlofPatientInformation)Regulations2002,havebeenreviewedasrequiredbythissection.ThereisnorequirementtopublishthisintheRegulations,andnosetreviewprocessisinplace.ThisneverthelessisastatutoryrequirementoftheSecretaryofStateinEngland,andtheWelshMinistersinWales.
	5.1.6.6Dataprotectionimplications
	Section251(7)providesthatRegulationsarenotpermittedtomake:
	‘...provisionfororinconnectionwiththeprocessingofprescribedpatientinformationinamannerinconsistentwithanyprovisionofthedataprotectionlegislation[271].’
	Thisisself-explanatory.Intermsofthedutyofconﬁdencehowever,section251(8)makesclearthat:
	‘Subsection(7)doesnotaecttheoperationofprovisionsmadeundersubsection(2)(c)[272].’
	ThiseectivelymeansthatevenifprovisionsintheRegulationswerecontrarytotheUKGDPRand/orDataProtectionAct2018,thattherewouldbenobreachofconﬁdencebyanyonerelyingonthoseprovisions.
	5.1.6.7Therequirementtoconsult
	Asasupplementarymatter,Section251(9)providesthat:
	‘BeforemakinganyRegulationsunderthissectiontheSecretaryofStatemust,tosuchextentasheconsidersappropriateinthelightoftherequirementsofsection252,consultsuchbodiesappearingtohimtorepresenttheinterestsofthoselikelytobeaectedbytheRegulationsasheconsidersappropriate[273].’
	Therequirementtoconsultisagainasubjectivematter,thatcanbeassessedbytheWelshMinisters.Thereisnoobjectivetestrequiredtoensurethatcertainbodiesareconsulted.ThisisunfortunateconsideringthatRegulationmaybemadewithoutfullconsultationofthosebodieswithinterestsinsuchRegulations,includingprofessionalbodies.
	CurrentRegulationsundersection251
	5.2.1Basicinformation
	TodatetherearecurrentlyonlyonesetofRegulationsthatexistundersection251(1)oftheNationalHealthServiceAct2006.ThesearetheHealthService(ControlofPatientInformation)Regulations2002.Astheyearofcreationsuggests,theRegulationsthemselvesprecedethecurrentParentAct.
	TheRegulationswereoriginallycreatedundersection60(1)oftheHealthandSocialCareAct2001.ManyprovisionsintheHealthandSocialCareAct2001,includingSection60,wereconsolidatedintoboththeNationalHealthServiceAct2006andtheNationalHealthService(Wales)Act2006.SimilarprovisionstoSection60oftheHealthandSocialCareActhadbeenconsolidatedintoSection251oftheNationalHealthServiceAct2006.TheeectoftherepealofSection60bytheNationalHealthService(ConsequentialProvisions)Act2006[273],didnotaecttheoperationoftheRegulationsinthenewlegis
	TheRegulationswereoriginallycreatedundersection60(1)oftheHealthandSocialCareAct2001.ManyprovisionsintheHealthandSocialCareAct2001,includingSection60,wereconsolidatedintoboththeNationalHealthServiceAct2006andtheNationalHealthService(Wales)Act2006.SimilarprovisionstoSection60oftheHealthandSocialCareActhadbeenconsolidatedintoSection251oftheNationalHealthServiceAct2006.TheeectoftherepealofSection60bytheNationalHealthService(ConsequentialProvisions)Act2006[273],didnotaecttheoperationoftheRegulationsinthenewlegis
	TheHealthService(ControlofPatientInformation)RegulationsconsistsofeightRegulationsandascheduleofgeneralprovisions.

	AstheprocessforRegulation5approvalsiswelldocumented,withaprocedureforapplicationsbeingavailableontheHealthResearchAuthoritywebsite[275],thiswillnotbediscussedindetailinthisthesis.
	WiththeexceptionofRegulation5approvals,however,notmuchacademicdiscussionhastakenplaceonthelegalprovisionscontainedwithintheRegulations,orhowtheRegulationscouldbeapplied.ThebelowparagraphsintendtobeanindicationofthewayinwhichtheRegulationswork.MoreindepthstudiescouldaddtothisworkinfutureandlookatboththelegalandsocialaspectsoftheRegulationsinmoredetail.
	5.2.2InterpretationoftheRegulations
	BasicprinciplesofstatutoryinterpretationasstatedinlawwillbeappliedininterpretingtheRegulationsinthischaptersoastoexplorethemeaning.
	5.2.3ScopeoftheRegulations
	Asstatedabove,whilethereisnothingintheActortheRegulationsthatspeciﬁesthattheinformationisrestrictedtoinformationgeneratedbytheNHS,inLewisv.SecretaryofStateforHealthandanother[64],MrJusticeFoskettsuggestedthatthisappearedtobethecase[246].Thisstatementwasmadeinobiterdictumandnotpartoftheratiodecidendiandthereforedidnotcreateabindingprecedent.Abindingprecedentwouldonlybecreatedwheretheissuewascentraltothefactsofthecase,andtheissuewouldbesubjecttoamoredetailedexaminationbythecourt[246].Itdoeshoweverprovideanind
	Asstatedabove,whilethereisnothingintheActortheRegulationsthatspeciﬁesthattheinformationisrestrictedtoinformationgeneratedbytheNHS,inLewisv.SecretaryofStateforHealthandanother[64],MrJusticeFoskettsuggestedthatthisappearedtobethecase[246].Thisstatementwasmadeinobiterdictumandnotpartoftheratiodecidendiandthereforedidnotcreateabindingprecedent.Abindingprecedentwouldonlybecreatedwheretheissuewascentraltothefactsofthecase,andtheissuewouldbesubjecttoamoredetailedexaminationbythecourt[246].Itdoeshoweverprovideanind
	pursuanttothatsectioncannotapplytoanyinformationgeneratedoutsideoftheNHS[247].

	Regulation7(2)restrictstheprocessingofconﬁdentialpatientinformationundertheRegulationstothosepersonswhoareeitherhealthprofessionals,orsomeonewhoowesanequivalentdutyofconﬁdentiality[276].Thereferenceto‘healthprofessional’inthisprovisioncouldbemisleading.Whileitcouldbesuggestedthatprofessionalshaveaprofessionaldutytotheirpatient’sconﬁdentiality.Whereitcomestoassessingthedutyofconﬁdence,theveryformorevenformatoftheinformationdeterminesitssensitivity[33],andanactionablebreachofconﬁdenceisnotrestrictedtotheproce
	5.2.4Overarchingprovisions
	5.2.4.1Settingasidethedutyofconﬁdence
	TheHealthService(ControlofPatientInformation)Regulationsenablethesettingasideofthedutyofconﬁdencebyanyonerelyingonanyspeciﬁcprovisioncontainedtherein,asenabledbytheNationalHealthServiceAct[245].Regulation4oftheHealthService(ControlofPatientInformation)Regulations[264]provides:
	‘AnythingdonebyapersonthatisnecessaryforthepurposeofprocessingconﬁdentialpatientinformationinaccordancewiththeseRegulationsshallbetakentobelawfullydonedespiteanyobligationofconﬁdenceowedbythatpersoninrespectofit[265].’
	TheeectisclearfromthewordingoftheRegulation,informationdoesnotceasetobeconﬁdential,butwhateverisdoneincompliancewiththeRegulationsislawful.
	TherearethreeRegulationsthatenabletheprocessingofpersonalinformationthatmaybesubjecttothedutyofconﬁdence,withotherRegulationsbeingapplicabletothoseuses.
	 
	 
	 
	Regulation2relatestotheprocessingofconﬁdentialpatientinformationformedicalpurposesforthediagnosisandtreatmentofneoplasiainprescribedcircumstances.

	 
	 
	Regulation3relatestotheprocessingofconﬁdentialpatientinformationrelatingtocommunicablediseaseandotherriskstopublichealthinprescribedcircumstances.

	 
	 
	Regulation5relatestotheprocessingofconﬁdentialpatientinformationinprescribedcircumstances.


	5.2.4.2Regulation7:restrictionsandexclusions
	Regulation7appliesanumberofconditionsonanyinformationprocessedinaccordancewiththeRegulations.
	Regulation7(1)providesanoverarchingrequirementthatwhereinformationisprocessedundertheRegulations:
	‘HeshallnotprocessthatinformationmorethanisnecessarytoachievethepurposesforwhichheispermittedtoprocessthatinformationundertheseRegulations[277].’
	Tothosewhoareawareofotheraspectsofinformationlaw,thisgeneralprinciplemayseemfamiliar.AtthetimetheRegulationswerecreated,theDataProtectionAct1998wasinforce.ThethirdprincipleofthatActprovidesthat:
	‘Personaldatashallbeadequate,relevantandnotexcessiveinrelationtothepurposeorpurposesforwhichtheyareprocessed[278].’
	TheUKGDPR,whichprovidesanequivalentprincipleprovidesthat,theprocessingofpersonaldatamustbe
	‘…adequate,relevantandlimitedtowhatisnecessaryinrelationtothepurposesforwhichtheyareprocessed(‘dataminimisation)[279].’
	SimilartotheprovisionintheDataProtectionAct1998,theUKGDPRprincipleeectivelystatesthatinformationshouldbeadequateforitspurpose,relevanttotherequirementsoftheprocess,andnotbemorethanisnecessaryfortheprocessinginhand.Inotherwords,whiletheinformationusedmustbeadequatetothepurpose,nomoreinformationthanisnecessarytoachievethepurposesoftheprocessingshouldbeprocessedtoachievethatpurpose.
	Removingidentiﬁers
	Regulation7(1)(a)statesthat:
	‘Sofarasitispracticaltodoso,removefromtheinformationanyparticularswhichidentifythepersontowhomitrelateswhicharenotrequiredforthepurposesforwhichitis,oristobe,processed[280].’
	Thissuggeststhatparticularsthatmayidentifythepersonareremovedwherepractical.Itisconceivablethereforethatthemoreobviousidentiﬁersthatidentifyapersonsuchasnameandaddresscouldberemoved,whereasotheridentiﬁerssuchasNHSnumbercouldremaintoundertakeexercisessuchasdatalinkage.
	ThethemeofreducingtheamountofconﬁdentialinformationprocessedisalsoemphasisedinRegulation7(1)(d).ItprovidesthatwhenrelyingontheRegulations,thepersonrelyingontheRegulationsmust:
	‘...reviewatintervalsnotexceeding12monthstheneedtoprocessconﬁdentialpatientinformationandtheextenttowhichitispracticabletoreducetheconﬁdentialpatientinformationwhichisbeingprocessed[281].’
	Interestingly,theseprovisionsarecomplimentedbyanotherprincipleintheUKGDPR,thatinformationbekeptinanidentiﬁableformfornolongerthanisnecessary[282].Regulation7doesnothoweversaythattheinformationmustbeanonymised.
	Security
	TwooftheprovisionsunderArticle7(1)aresecurityfocused.Regulation7(1)(b)stipulatesthatwhenprocessingdataundertheRegulationsapersonrelyingontheRegulationsmust:
	‘Notallowanypersonaccesstothatinformationotherthanapersonwho,byvirtueofhiscontractofemploymentorotherwise,isinvolvedinprocessingtheinformationforoneormoreofthosepurposesandisawareofthepurposeorpurposesforwhichtheinformationmaybeprocessed[283].’
	Ofnoteinthisprovisionistherequirementtoensurethatindividualsengagedintheprocessingareawareofthepurposeforwhichtheinformationmaybeprocessed.Whilethisappearstomakeitclearthatwhenprocessinginformationthatindividualsmustunderstandtheprecisenatureofanyprocessing,andanylimitations,itcouldbesuggestedthattheRegulationslackclarityinthisregard.Regulation7(1)(c)providesthatinformationmust:
	‘...ensurethatappropriatetechnicalandorganisationalmeasuresaretakentopreventunauthorisedprocessingofthatinformation[284].‘
	Again,thisisconsistentwiththoseprovisionsinthedataprotectionlegislation.AtthetimetheRegulationswereintroduced,theseventhdataprotectionprincipleoftheDataProtectionAct1998,providedthat:
	‘Appropriatetechnicalandorganisationalmeasuresshallbetakenagainstunauthorisedorunlawfulprocessingofpersonaldataandagainstaccidentallossordestructionof,ordamageto,personaldata[285].’
	ThesixthprincipleoftheUKGDPRprovidesasimilarnarrative.Itprovidesthatpersonaldatamustbe:
	.‘...processedinamannerthatensuresappropriatesecurityofthepersonaldata,includingprotectionagainstunauthorisedorunlawfulprocessingandagainstaccidentalloss,destructionordamage,usingappropriatetechnicalororganisationalmeasures(‘integrityandconﬁdentiality’)[286].’
	Otherprovisions
	Regulation7(1)(e)createsarequirementinrelationtobeingabletodemonstratecompliance.Itprovidesthat:
	‘Onrequestbyanypersonorbody,makeavailableinformationonthestepstakentocomplywiththeseRegulations[287]’.
	ItwouldappearfromthisprovisionthatanyonecanaskanorganisationrelyingontheRegulationstodemonstratestepstocomplywiththeRegulations.WhilethefullsetofprovisionsofTheFreedomofInformationAct2000didnotcomeforceuntil2005[288],thisappearstohavecreatedarightofaccesstoinformationrelatingtocompliancewithrelianceontheHealthService(ControlofPatientInformation)Regulations2002.WhilesuchinformationmaynowbesubjecttoarequestundertheSection1oftheFreedomofInformationAct2000,therequirementundertheRegulationsprovidesnoprocessandno
	5.2.5Regulation2:medicalpurposesrelatedtothediagnosisortreatmentofneoplasia
	5.2.5.1Purpose
	Regulation2relatesspeciﬁcallytotheprocessingofconﬁdentialpatientinformationrelatingtopatientsreferredfordiagnosisorthetreatmentofneoplasia[289],formedicalpurposes,despiteanydutyofconﬁdenceowedinrespectofthatinformation[265].Itcanbenotedthatgivenitreferstoneoplasia,thisincludesnon-cancerousneoplasia.GiventheRegulationreferstoreferralfordiagnosis,obviouslywhethertheneoplasiaiscancerousornotwillnotbeknownatthisstage,
	Regulation2(1)providesthat:
	‘…conﬁdentialpatientinformationrelatingtopatientsreferredforthediagnosisortreatmentofneoplasiamaybeprocessedformedicalpurposeswhichcompriseorinclude—
	(a)
	(a)
	(a)
	thesurveillanceandanalysisofhealthanddisease.

	(b)
	(b)
	themonitoringandauditofhealthandhealthrelatedcareprovisionandoutcomeswheresuchprovisionhasbeenmade.

	(c)
	(c)
	theplanningandadministrationoftheprovisionmadeforhealthandhealthrelatedcare.

	(d)
	(d)
	medicalresearchapprovedbyresearchethicscommittees.

	(e)
	(e)
	theprovisionofinformationaboutindividualswhohavesueredfromaparticulardiseaseorconditionwhere—

	(i)
	(i)
	thatinformationsupportsananalysisoftheriskofdevelopingthatdiseaseorcondition;and

	(ii)
	(ii)
	itisrequiredforthecounsellingandsupportofapersonwhoisconcernedabouttheriskofdevelopingthatdiseaseorcondition[289].’


	GiventheobservationthatthisRegulationhasbeenlargelyunusedwithinthecurrentNHS,asidentiﬁedbelow,itisnotproposedtoexaminetheprovisionsinRegulation2(1)inanygreatdetail.Theprovisionsthemselvesarerelativelyself-explanatoryintheirregulatoryform.Itishoweverproposedthatforcompleteness,someofthekeyfeaturesoftheRegulationasawholeareidentiﬁed,
	GiventheobservationthatthisRegulationhasbeenlargelyunusedwithinthecurrentNHS,asidentiﬁedbelow,itisnotproposedtoexaminetheprovisionsinRegulation2(1)inanygreatdetail.Theprovisionsthemselvesarerelativelyself-explanatoryintheirregulatoryform.Itishoweverproposedthatforcompleteness,someofthekeyfeaturesoftheRegulationasawholeareidentiﬁed,
	Thegeneralityofthisprovisionisofinterest.Whiletheconﬁdentialpatientinformationmustrelatetocohortofpatientsreferredforthediagnosisortreatmentofneoplasia,theprovisiondoesnotspecifythattheconﬁdentialpatientinformationmustrelatetotheneoplasiaitself.ThissuggeststhattheanalysisofseotherhealthconditionsthatthesepatientsmayhavewouldbelawfulunderthisRegulation.Forexample,itmaybeusefultomonitorthemortalityofpatientsonchemotherapywheretheycontractcertainconditions.Theexampleisillustrativeanddoesnotintendtoclaimanyauth

	5.2.5.2Deﬁnitionof‘processing’inRegulation2
	Regulation2(2)providesadeﬁnitionforprocessing.Itstatesthat:
	‘ForthepurposesofthisRegulation,“processing”includes(inadditiontotheuse,disclosureorobtainingofinformation)anyoperations,orsetofoperations,whichareundertakeninordertoestablishormaintaindatabasesforthepurposessetoutinparagraph(1),including—
	(a)therecordingandholdingofinformation.(b)theretrieval,alignmentandcombinationofinformation.(c)theorganisation,adaptionoralterationofinformation.(d)theblocking,erasureanddestructionofinformation[290].’
	Theterm‘processing’exceedstheboundariesofwhatwouldbeconsideredabreachofconﬁdenceinthatitincludesthosedataactivitiesbywhichabreachofconﬁdencewouldoccur.Therewouldonlybeapotentialbreachwheretherewasapotentialdisclosureofinformation,asdescribedpreviouslyinthisthesis.Thisdoesnotmeanthatthedescriptionofsuchprocessingactivitiesisobsolete.ItissuggestedthattheveryfactthatRegulation2isreliedoninordertohavealawfulbasistodiscloseinformationbyonepartytoanother,willengagethedierentprocessingactivitiessetoutinRegulation2
	Theterm‘processing’exceedstheboundariesofwhatwouldbeconsideredabreachofconﬁdenceinthatitincludesthosedataactivitiesbywhichabreachofconﬁdencewouldoccur.Therewouldonlybeapotentialbreachwheretherewasapotentialdisclosureofinformation,asdescribedpreviouslyinthisthesis.Thisdoesnotmeanthatthedescriptionofsuchprocessingactivitiesisobsolete.ItissuggestedthattheveryfactthatRegulation2isreliedoninordertohavealawfulbasistodiscloseinformationbyonepartytoanother,willengagethedierentprocessingactivitiessetoutinRegulation2
	lawdoesnotapply,oneuseofsuchaprovisionintheuseofinformationistoenableorganisationstobeabletodemonstrateaclearerbasistousethedataindemonstratingcompliancewiththedataprotectionlegislation.

	5.2.5.3Permissionstoprocess
	Regulation2(3)providesthatinordertoprocessinformationrelatingtoWelshresidents,individualsorclassesofindividualsdoingtheprocessingmusthavetheapprovaloftheWelshMinisters[291]andhavetheauthorisationothepersonwhoholdsthatinformation[292].TherequirementthatauthorisationissoughtfromthepersonsholdingtheinformationraisesanissueinthepracticaloperationoftheRegulation.Wherebodiessuchascancerregistriesareformed,withouttherebeingarequirementthatNHSbodiessubmitdatatotheregistry,itcouldbethecasethatsomeorganisationsdecide
	5.2.5.4SecretaryofStateNotices
	Regulation2(4)providesamechanismbywhichtheWelshMinisterscanrequireinformationtobeprocessedunderRegulation2(1).Itstates:
	’WheretheSecretaryofStateconsidersthatitisnecessaryinthepublicinterestthatconﬁdentialpatientinformationisprocessedforapurposespeciﬁedinparagraph(1),hemaygivenoticetoanypersonwhoisapprovedandauthorizedunderparagraph(3)torequirethatpersontoprocessthatinformationforthatpurposeandanysuchnoticemayrequirethattheinformationisprocessedforthwithorwithinsuchperiodasisspeciﬁedinthenotice[293].’
	Asdescribedabove,Regulation2(3)providesthatintheabsenceofanoticeofthetypedescribedinRegulation2(4),inordertoprocessinformationrelatingtoWelshresidents,individualsorclassesofindividualsdoingtheprocessingmusthavetheapprovaloftheWelshMinisters[291]andhavetheauthorisationothepersonwhoholdsthatinformation[292].WheretheWelshMinistersconsider‘thatitisnecessaryinthepublicinterestthatconﬁdentialpatientinformationisprocessed’underthisRegulation,thesepartywhoholdsthedatamayberequiredtomakedataavailabletoanotherperson.
	5.2.5.5Reportingandaudit
	Regulation2(5)createsanobligationforbodiesthathavebeenapprovedtoprocessdataundertheRegulation,toprovidetheWelshMinisterswithinformationtoassistintheinvestigationandauditoftheprocessingthathastakenplace,andanyannualreviewoftheRegulations[296].
	5.2.5.6Regulation7:applicationtoRegulation2
	Forcompleteness,itisimportanttoreferencetheprovisionsofRegulation7,asdescribedabove,asthereisarequirementthatthesafeguardscontainedthereincomplywiththisRegulation.
	5.2.5.7GeneralcommentaryonRegulation2
	ManycancerregistriesintheUnitedKingdomcollectdataaspartofacollaborativeexercisebetweeneachoftheparticipatinghomenations,withcertainstatutorybodiestakingthelead.
	InWales,cancerregistrationandsurveillanceformspartofthestatutoryfunctionsofPublicHealthWales,withsomeadditionalactivityrelyingonapprovalsunderRegulation5[80].TheauthorisawarethatsimilararrangementsexistintheNHSinEngland,butthecomplexitiesoftheNHSinEnglandareoutsideofthescopeofthisthesis.
	WhileRegulation2isnolongerrelieduponbyanycancerregistrythatcurrentlyoperates,theprovisionsremaininforceandcouldtechnicallybereliedupon.
	5.2.6Regulation3:communicablediseaseandotherriskstopublichealth
	5.2.6.1Purpose
	Regulation3speciﬁcallyrelatestotheprocessingofconﬁdentialpatientinformationthatrelatestocommunicablediseasesandotherriskstopublichealth[297]despiteanydutyofconﬁdenceowedinrespectofthatinformation[265].
	Regulation3(1)providesthat:
	‘...conﬁdentialpatientinformationmaybeprocessedwithaviewto—
	(a)
	(a)
	(a)
	diagnosingcommunicablediseasesandotherriskstopublichealth.

	(b)
	(b)
	recognisingtrendsinsuchdiseasesandrisks.

	(c)
	(c)
	controllingandpreventingthespreadofsuchdiseasesandrisks.

	(d)
	(d)
	monitoringandmanaging—

	(i)
	(i)
	outbreaksofcommunicabledisease.

	(ii)
	(ii)
	incidentsofexposuretocommunicabledisease.


	(iii)thedelivery,ecacyandsafetyofimmunisationprogrammes.
	(iv)
	(iv)
	(iv)
	adversereactionstovaccinesandmedicines.

	(v)
	(v)
	risksofinfectionacquiredfromfoodortheenvironment(includingwatersupplies).

	(vi)
	(vi)
	thegivingofinformationtopersonsaboutthediagnosisofcommunicablediseaseandrisksofacquiringsuchdisease[298]’


	5.2.6.2Deﬁnitionofprocessing
	Withregardthedeﬁnitionof‘processing’Regulation3(2)provides:
	‘ForthepurposesofthisRegulation,“processing”includesanyoperations,orsetofoperationssetoutinRegulation2(2)whichareundertakenforthepurposessetoutinparagraph(1)[299].’
	ThedeﬁnitionofprocessingasappliestoRegulation2(1)inrelationtoneoplasiathereforeappliestoprocessingunderRegulation3(1).
	Inotherwords,theuseofthewordprocessinginRegulation3(2)means:
	‘…(inadditiontotheuse,disclosureorobtainingofinformation)anyoperations,orsetofoperations,whichareundertakeninordertoestablishormaintaindatabasesforthepurposessetoutinparagraph(1),including—(a)therecordingandholdingofinformation.(b)theretrieval,alignmentandcombinationofinformation.(c)theorganisation,adaptionoralterationofinformation.(d)theblocking,erasureanddestructionofinformation[290].’
	Asthesamedeﬁnitionofprocessingappliestothisparagraph,thesameobservationscanbemadeinrelationtoitsapplications.Forexample,thedeﬁnitionof‘processing’ismuchwiderthanthoseactivitieswhichwouldotherwisebeconsideredabreachofconﬁdencetoincludeactivitieswherenodisclosureismade,andtheinformationisusedinternally.Asstatedabove,itcouldbesuggestedthatsuchprovisionscouldenableorganisationstohaveclearerbasistousethedataindemonstratingcompliancewiththedataprotectionlegislation,buttheprinciplesofthecommonlawdutyofconﬁdencemay
	Wherethecommonlawdoesnotapply,oneuseofsuchaprovisionintheuseofinformationistoenableorganisationstobeabletodemonstrateaclearerbasistousethedataindemonstratingcompliancewiththedataprotectionlegislation.
	5.2.6.3BodieswhocanrelyonRegulation3
	UnlikeRegulation2(3)whichspeciﬁesthatinformationrelatingtoneoplasiacanonlybeprocessedbypersonsapprovedbytheWelshMinisters[291]andhavetheauthorisationothepersonwhoholdsthatinformation[292],Regulation3(4)providesthatprocessingcanbecarriedoutby‘personsemployedorengagedforthepurposesofthehealthservice[217]and‘otherpersonsemployedorengagedbyaGovernmentDepartmentorotherpublicauthorityincommunicablediseasesurveillance[218]’.Thisprovidesautonomyinusinginformation.
	ItshouldbenotedatthispointthatSection251(4)oftheNationalHealthService(Wales)Actprovidesthat:
	‘Regulationsundersubsection(1)maynotmakeprovisionrequiringtheprocessingofconﬁdentialpatientinformationforanypurposeifitwouldbereasonablypracticabletoachievethatpurposeotherwisethanpursuanttosuchRegulations,havingregardtothecostofandthetechnologyavailableforachievingthatpurpose[253].’
	Giventhisclause,withintheprinciplesofstatutoryinterpretation,itshouldbeassumedthattheapplicationoftheRegulationsshouldbeinterpretedwiththislimitationinmind[300].InotherwordsthattheRegulationsapplytoenableprocessingbecarriedoutby‘personsemployedorengagedforthepurposesofthehealthservice[217]’and‘otherpersonsemployedorengagedbyaGovernmentDepartmentorotherpublicauthorityincommunicablediseasesurveillance[218]’,unlessitis‘reasonablypracticabletoachievethatpurposeotherwisethanpursuanttosuchRegulations,havingregard
	Giventhisclause,withintheprinciplesofstatutoryinterpretation,itshouldbeassumedthattheapplicationoftheRegulationsshouldbeinterpretedwiththislimitationinmind[300].InotherwordsthattheRegulationsapplytoenableprocessingbecarriedoutby‘personsemployedorengagedforthepurposesofthehealthservice[217]’and‘otherpersonsemployedorengagedbyaGovernmentDepartmentorotherpublicauthorityincommunicablediseasesurveillance[218]’,unlessitis‘reasonablypracticabletoachievethatpurposeotherwisethanpursuanttosuchRegulations,havingregard
	technologyavailableforachievingthatpurpose[253]inwhichcasethatlawfulbasisshouldapply.

	5.2.6.4Theprovisions
	5.2.6.4.1Diagnosingcommunicablediseasesandotherriskstopublichealth
	Thisincludesanyactivitythatrelatestothediagnosisofcommunicablediseases.Thiscouldincludethecommunicationofinformationtootherbodieswherecommunicableidentifyingfactorsthatcouldidentifypossibleinfections.Theterm‘otherriskstopublichealth’indicatesthattheprovisionrelatestootherdiseases,infectionsoranythingthatcouldriskthespreadofdiseases,althoughthereisnofurtherguidanceprovidedbytheRegulations.
	Akeyobservationistheuseoftheword‘diagnosing’,Thereisnodeﬁnitiontotheword‘diagnosing’intheRegulations.TheParentActprovidesthatRegulationcannotsolelyapplytothehealthcareofapatient[255].Asaprincipleofstatutoryinterpretation,anyRegulationproducedpursuanttoanActofParliamentwillusuallybeinterpretedinlightofprovisionsexpresslyexcludedwithinthescopeoftheActofParliament[301].WheresuchRegulationsareexpresslyinconsistentwiththeParentActthataRegulationwillbeultravires[302].Inthesecircumstanceshowever,itcouldbesaidthats
	5.2.6.4.2Recognisingtrendsinsuchdiseasesandrisks
	Thesectioncontainedinthisprovisionisclear.Thisinvolvestheuseofinformationtoidentifypatternsindisease,orinanyrisk.Theuseoftheword‘risk’,orhowitcanbeappliedisagainnotdeﬁned,anditcouldbeinterpretedasmeaninganyriskthatrelatestocommunicablediseasesortopublichealth.Thiscouldincludethedirectriskofspreadingthedisease,therisktohowtheservicecouldbeimpactedbythespreadofdisease,orevenamortalityriskpresentedbyexposuretoaspeciﬁcpublichealthsituation.Again,noguidanceorcaselawexiststoprovideanyguidanceontheimplementationof
	5.2.6.4.3Controllingandpreventingthespreadofsuchdiseasesandrisks
	Itcouldbeassumedthatthisheadingcontainsauthoritytoprocessconﬁdentialpatientinformationforawidevarietyofpurposesthatrelatetocontrollingthespreadofdiseases,preventingthespreadofdisease,anddealingwithanyrisksassociatedwiththeseactivities.Thedeﬁnitionofwhatismeantbytheword‘risk’isnotdeﬁnedanditcouldbeassumedinthewidestdeﬁnitionofthewordthatthiscouldrelatetomanaginganyrisksthatmaypresentthemselveswhencontrollingorpreventingthespreadofdisease.Again,noguidanceorcaselawexiststoprovideanyguidanceontheimplementationo
	5.3.6.4.4Monitoringandmanagingspeciﬁcpublichealthrelatedactivities
	Article3(1)(d)containsprovisionsthatenableconﬁdentialpatientinformationtobeusedtomonitorandmanageanumberofactivitiessetoutintheRegulations.
	Forclarity,theseare:
	‘(i)outbreaksofcommunicabledisease.
	(ii)incidentsofexposuretocommunicabledisease.
	(iii)thedelivery,ecacyandsafetyofimmunisationprogrammes.
	(iv)
	(iv)
	(iv)
	adversereactionstovaccinesandmedicines.

	(v)
	(v)
	risksofinfectionacquiredfromfoodortheenvironment(includingwatersupplies).

	(vi)
	(vi)
	thegivingofinformationtopersonsaboutthediagnosisofcommunicablediseaseandrisksofacquiringsuchdisease[303]’


	Therearenumerousinformationexchangesthatcouldcomeundertheseheadingsorganisationally.Giventhereisnodeﬁnitionofmanagingandmonitoring,theinterpretationofsuchaprovisioncouldbearguesasbestdeﬁnedwithawideinterpretationofthetypesofactivities,asarestrictiveinterpretationwoulddefeattheobjectoftheRegulations[304].
	InformationsharingmechanismsbetweenthosebodiesprovidedinRegulation3wouldbelawfulatcommonlawwheretheyaresetuptomonitorormanageoutbreaksofcommunicabledisease[305]andthoseincidentswhereindividualshavebeenexposedtocommunicabledisease[306].Itisconceivablethatthiswillincludediagnosticactivity,suchusingdetailsfromtestsforthosediseases,andactivitiestoidentifythosewhomayhavebeenincontactwithsomeonewhohasbeenfoundtohaveacommunicabledisease.Anexampleofthelatterrelatestocontacttracingaswaswidelyknowntohavebeenutilisedd
	Informationsharingforthepurposeofmonitoringandmanagingthedelivery,ecacyandsafetyofimmunisationprogrammes[307]wouldalsobelawfulatcommonlawundertheRegulations.SuchactivitiesthatcouldbeincludedundertheseRegulationsincludethetypeofinformationthatmayberequiredtocomplywithgoodpractice,Forexample,‘TheGreenBook’[308]asrelatestoimmunisations,providesanumberofstipulationsrelatingtothewayimmunisationsaredelivered,
	Informationsharingforthepurposeofmonitoringandmanagingthedelivery,ecacyandsafetyofimmunisationprogrammes[307]wouldalsobelawfulatcommonlawundertheRegulations.SuchactivitiesthatcouldbeincludedundertheseRegulationsincludethetypeofinformationthatmayberequiredtocomplywithgoodpractice,Forexample,‘TheGreenBook’[308]asrelatestoimmunisations,providesanumberofstipulationsrelatingtothewayimmunisationsaredelivered,
	includingtheprioritylevelsbywhichimmunisationsaredeliveredintheeventofavaccinationcampaign.Itmaybenecessarytoobtainordiscloseinformationonawidevarietyofhealthconditionsinordertoidentifythosepersons.

	TheRegulationsenablebodiestolawfullydiscloseinformationforthepurposeofmonitoringandmanagingadversereactionstovaccinesandmedicines[309].MoreinformationunderthisheadiscurrentlyprovidedinChapter9of‘TheGreenBook’,butthisessentiallymeansthatwhereabodyisincludedinthescopeoftheRegulations,informationcanlawfullybeobtainedordisclosedforthispurpose.
	TheRegulationsalsoincludeprovisionforthelawfulsharingofconﬁdentialpatientinformationforthepurposesofmonitoringandmanagingrisksofinfectionacquiredfromfoodortheenvironment(includingwatersupplies)[310].ItisconceivablethatcertainbodiesoragencieswithinthescopeoftheRegulationsmaypossessdatainrelationtopersonswhohavehadoraresuspectedtohaveaninfectionfromfoodorwaterthattheyhaveconsumed,orasanexample,fumestheymayhaveinhaled.
	Asanexampleofwatercontaminationbylegionella,certaintypesofpoisoningfromfoodorwatersourcescouldneedtobemonitored,andwheretheremaybelongtermcases,thosecasesmayneedtobesupportedbeforetheirconditionworsens.
	Theﬁnalsituationbywhichconﬁdentialpatientinformationmaybedisclosedrelatestothemonitoringandmanagingthegivingofinformationtopersonsaboutthediagnosisofcommunicablediseaseandrisksofacquiringsuchdisease[311].Itcouldbesuggestedthatthismorespeciﬁcallycouldbethetypeofcommunicationthatistargetedtocertainpeopleinsocietywhomaybemoreatriskfromseverehealthissuesiftheycontractedacommunicabledisease.Arguablytherecouldbeasituationwhereabodyengagedinthehealthserviceforexampleis
	Theﬁnalsituationbywhichconﬁdentialpatientinformationmaybedisclosedrelatestothemonitoringandmanagingthegivingofinformationtopersonsaboutthediagnosisofcommunicablediseaseandrisksofacquiringsuchdisease[311].Itcouldbesuggestedthatthismorespeciﬁcallycouldbethetypeofcommunicationthatistargetedtocertainpeopleinsocietywhomaybemoreatriskfromseverehealthissuesiftheycontractedacommunicabledisease.Arguablytherecouldbeasituationwhereabodyengagedinthehealthserviceforexampleis
	responsibleformakingsuchacommunicationseparatelyfromanyactivitycoveredbyanyoftheotherRegulations.Intheabsenceofanotherlawfulbasis,thisRegulationcouldbeusedtoutiliselawfuldisclosureofanyinformationtheyneedtosatisfytheirpurposeassetoutbyotherhealthbodies,orguidancesuchas‘TheGreenBook’,

	5.2.6.5SecretaryofStateNotices
	SimilarlytoRegulation2(4),Regulation3(4)providesamechanismbywhichtheWelshMinisterscanrequireinformationtobeprocessedunderRegulation3(1).Itstates:
	‘WheretheSecretaryofStateconsidersthatitisnecessarytoprocesspatientinformationforapurposespeciﬁedinparagraph(1),hemaygivenoticetoanybodyorpersonspeciﬁedinparagraph
	(2)torequirethatpersonorbodytoprocessthatinformationforthatpurposeandanysuchnoticemayrequirethattheinformationisprocessedforthwithorwithinsuchperiodasisspeciﬁedinthenotice[312].’
	ThisRegulationcontainsanerrorthathasnotbeenrectiﬁed.The‘personsorbodies’arespeciﬁedinRegulation3(3)andnot‘Paragraph2’.Asaprincipleofstatutoryinterpretation,regardlessoftheerror,thecourtsarepreparedtocorrectobviousmistakesinanyinstrumentwhereobviousastothecorrectmeaning[313],andthereforethisRegulationwillbetreatedascorrectforthepurposeofthisthesis.
	ItissuggestedthatthetestisasubjectivetestinthattheWelshMinistersmustconsiderthattheprocessingofpatientinformationisnecessaryforanyoftheprocessingsetoutinRegulation3(1)[312].ThiscouldincludeoneormorepurposesastheWelshMinistersdecideinthecircumstances.
	Itisimportanttonotethatonlythose‘personsemployedorengagedforthepurposesofthehealthservice’[217]and‘otherpersonsemployedorengagedbyaGovernmentDepartmentorotherpublicauthorityincommunicablediseasesurveillance’[218]canbeservedanoticeunderthisRegulation[312].
	Itcanbenotedthattimeperiodscanalsobestipulatedinthenotice.Withtheexceptionofcertaineventsthatmayrequirecohortsofdatatobecollected,asobservedinrelationtoRegulation2,itisdiculttoseethattheWelshMinisterscouldeverjustifythatthereisanongoingpublicinteresttoprovidedata.Itcouldbesuggestedthatwhereregistriesexistthattheyshouldhaveastatutoryfooting,orbodiesaredirectedinsomeotherway.InWales,itiswithinthegiftoftheWelshMinisterstodirectHealthBoards[294]andNHSTrusts[295]toexercisefunctionstocontributetowardsucharegistry
	5.2.6.6Reportingandaudit
	AsinthecaseofRegulation2[296],Regulation3(5)createsanobligationforbodiesthathavebeenapprovedtoprocessdataunderRegulation,toprovidetheWelshMinisterswithinformationtoassistintheinvestigationandauditoftheprocessingthathastakenplace,andanyannualreviewoftheRegulations[296].
	5.2.6.7Regulation7:applicationtoRegulation3
	Forcompleteness,itisimportanttoreferencetheprovisionsofRegulation7,asdescribedabove,asthereisarequirementthatthesafeguardscontainedthereincomplywiththisRegulation.
	5.2.7Regulation5:
	Regulation5providesthat:
	‘(1)SubjecttoRegulation7,conﬁdentialpatientinformationmaybeprocessedformedicalpurposesinthecircumstancessetoutintheScheduletotheseRegulationsprovidedthattheprocessinghasbeenapproved—
	(a)
	(a)
	(a)
	inthecaseofmedicalresearch,by[theHealthResearchAuthority],and

	(b)
	(b)
	inanyothercase,bytheSecretaryofState.

	(2)
	(2)
	TheHealthResearchAuthoritymaynotgiveanapprovalunderparagraph(1)(a)unlessaresearchethicscommitteehasapprovedthemedicalresearchconcerned.

	(3)
	(3)
	TheHealthResearchAuthorityshallputinplaceandoperateasystemforreviewingdecisionsitmakesunderparagraph(1)(a)[80].’


	Asstatedabove,theprocessdescribedbyRegulation5isawell-establishedprocess.TheScheduletotheRegulationsdeﬁnes‘medicalpurposes’forthepurposesofRegulation5[315].WhileitisnotproposedtodiscussRegulation5ortheScheduletotheRegulationsinanydetailinthisthesis,itisinterestingtonotethattheeectoftheParentActmeansthatitsapplicationisneverthelesslimited.Section251(4)oftheNationalHealthService(Wales)Actprovidesthat:
	‘Regulationsundersubsection(1)maynotmakeprovisionrequiringtheprocessingofconﬁdentialpatientinformationforanypurposeifitwouldbereasonablypracticabletoachievethatpurposeotherwisethanpursuanttosuchRegulations,havingregardtothecostofandthetechnologyavailableforachievingthatpurpose[253].’
	Asestablishedbytheprincipleofstatutoryinterpretation,theRegulationsshouldbeinterpretedwiththislimitationinmind[300].OperationallythismeansthatRegulationsunderSection251(4)cannotmakeprovisionwhereitisreasonablypracticabletodosowithouttheRegulationunlesscostandtechnologicalreasonspreventthis[253].Therefore,whereispracticaltoachievethepurposewithouttheRegulations,theRegulationswillnotapply[300].
	In2014,TheLawCommissionlaidareporttitled‘TheLawCommission:DataSharingbetweenPublicBodies,AScopingReport’[15]beforeparliament.Thereportidentiﬁedthatorganisationsofteninterpretedstatutoryfunctionsinthenarrowestway,inhibitingeectivedatasharing
	[316]andthatinformationsharingwasimpededbecauseorganisationswhoheldthedataquestionedtheirstatutorypowerandsoughtamoreprescriptivelegalgateway[317].Aresearcheratsomepointinthefuturemaybeinterestedinexploringwhetheranyoftheapprovalsmadeunder
	[316]andthatinformationsharingwasimpededbecauseorganisationswhoheldthedataquestionedtheirstatutorypowerandsoughtamoreprescriptivelegalgateway[317].Aresearcheratsomepointinthefuturemaybeinterestedinexploringwhetheranyoftheapprovalsmadeunder
	Regulation5weregrantedincircumstanceswheretherequestingbodyhadalawfulbasistousethedataanyway,suchasinlinewithastatutoryfunction.Insuchcircumstances,despiteanyapprovalmadebytheSecretaryofState,Regulation5couldnotapplyinthecircumstances[253].Giventheexistinglawfulbasis,therewouldbenobreacheither.

	Legalgateways,includingstatutoryfunctionsareexplainedinmoredetailinthenextchapter.
	5.3SummaryofChapter5
	ThischapterrepresentstheﬁrstcomprehensiveacademictextofthepowerstotheSecretaryofStateforHealthinEnglandandtheWelshMinistersundersection251oftheNationalHealthServicesAct2006.TheChapteralsodescribesinfulltheregulationscurrentlyinforce.
	Section251(1)oftheNationalHealthServicesAct2006allowsforthecreationofRegulationsrequiringorregulatingtheprocessingofprescribedpatientinformationformedicalpurposesintheinterestsofimprovingpatientcare,orinthepublicinterest[251].’
	Table6(below)summarisedthedeﬁnitionsof‘MedicalPurposes’,‘PatientInformation’and‘ConﬁdentialPatientInformation’asappliestoSection251oftheNationalHealthServicesAct2006
	Table6:DeﬁnitionscontainedinSection251oftheNHSAct2006
	FunctionsunderSection251inrelationtoWalesweretransferredtotheWelshMinisters[249]alongwiththeextantregulations[250].SuchRegulationscanonlyapplytoinformationcreatedwithintheNHS[247]’andinsocialcare[248]
	Table7(below)summarisesthescopeoftheprovisionsintheregulations.
	Table7:RegulationsUnders.251-ScopeofProvisions
	TheWelshMinistersmust:
	 
	 
	 
	ConsultpartiesaectedwhencreatingoramendingRegulations[109].

	 
	 
	ReviewtheRegulationswithinamonthoftheanniversaryoftheregulationstoestablishwhetheradditionalprovisionsneedtobemade[270]unlessthisispracticaltodosobymeans[253].

	 
	 
	VaryorrevoketheRegulationstotheextenttheyconsidernecessary[270].


	WhileRegulationmustnotprovideforprocessingthatisinconsistentwiththedataprotectionlegislation[271],intheeventthatinformationwastobesharedinlinewithregulations,therewouldbenobreachofconﬁdence[272].
	6.Lawfuldisclosures-statutoryfunctions
	6.1Legalgateways–generalinformation
	6.1.1Introduction
	InthepreviouschaptermechanismsforcreatingregulationundertheprovisionsofSection251oftheNationalHealthServicesAct2006wasdiscussed.Thischapterlooksattheroleoflawfuldisclosureswherethereisalegalgateway,includingwhereanorganisationneedstheinformationtoundertakeastatutoryfunction.
	Theﬁrstpartofthischapterconsidersthevariousstatutorygatewaysbywhichinformationsubjecttothedutyofconﬁdencecanbedisclosedlawfully.Thisisanoverviewofthegeneraltypesofpowerthatcanbeusedinthesecircumstances,andamorein-depthanalysisofhowstatutorygatewaysforthelawfuluseofinformationinWalesfollows.Forcompleteness,non-statutorypowersasrelatetotheroyalprerogative,andothercrownpowersaredescribed,buttheseareoutofscopeofthisthesis.Itisconceivablethatthiscouldbeconsideredinmoredetailinanotherscholarlyresearchprojectasthe
	6.1.2Statutorygateways
	6.1.2.1Expressstatutorygateways
	Anexpressstatutoryfunctioncaneitherexpresslystatethatanorganisationundertakesspeciﬁcfunctionsorexistintheformofpowersthatenablethatorganisationtorequirethatanotherpersonsupplyitwithdata.
	OrganisationssuchasDigitalHealthandCareWaleshaveexpressstatutoryfunctionsrelatingtoinformationsystemsanddata[450]andcanthereforelawfullyhavedatadisclosedtofulﬁlthosefunctions.
	IntheNationalHealthServiceinWales,organisationscreatedbytheWelshMinistersdonothaveanyexpressstatutorypowerstorequirethatconﬁdentialpatientdataisshared.IntheEnglandandWaleslegaljurisdiction,however.NHSEnglandwhohaveresponsibilitiesfordataanddigitalfunctionsinEnglandhavespeciﬁcprovisionsinlegislationthatprovidemechanismsforanumberofactivities,includingprovisionsfortheSecretaryofStatetodirectitspeciﬁcallytoestablishinformationsystems[319],andpowerstorequireandrequestprovisionofinformation[320].
	6.1.2.2Impliedstatutorygateways
	Thesecondtypeofstatutorygatewayarethoseinformationexchangesthatarenecessaryinorderfororganisationstoundertakebroadstatutoryfunctions.Section12(1)oftheInterpretationAct1978provides:
	‘(1)WhereanActconfersapowerorimposesadutyitisimplied,unlessthecontraryintentionappears,thatthepowermaybeexercised,orthedutyistobeperformed,fromtimetotimeasoccasionrequires[321].’
	Thisprovisionrelatestostatutoryprovisions.Thisprovisionclariﬁesthat,unlessrestrictedbyotherprovisions,powersmaybeimpliedbasedontheoccasioninperformingthatduty.Thissuggestsabroadapproachtoimplyingpowers,andthecourtstakeaviewthatsuchpowersareinterpretedinthebroadestsense,totheextentthattheydonotconﬂictwithanyexpresspower[113]
	Thisprovisionrelatestostatutoryprovisions.Thisprovisionclariﬁesthat,unlessrestrictedbyotherprovisions,powersmaybeimpliedbasedontheoccasioninperformingthatduty.Thissuggestsabroadapproachtoimplyingpowers,andthecourtstakeaviewthatsuchpowersareinterpretedinthebroadestsense,totheextentthattheydonotconﬂictwithanyexpresspower[113]
	Section12(2)oftheInterpretationAct1978provides:

	‘(2)WhereanActconfersapowerorimposesadutyontheholderofanoceassuch,itisimplied,unlessthecontraryintentionappears,thatthepowermaybeexercised,orthedutyistobeperformed,bytheholderforthetimebeingoftheoce[322].’
	ThisissimilartothepowerscontainedinSection12(1)oftheInterpretationAct1978,withtheexceptionthatthisprovisionappliestoindividualswhileperformingfunctionsinoceasrelatestoanActofParliament.AnexampleofsuchapoweristheWelshMinisterspowerstoissuedirectionstoaSpecialHealthAuthorityunderSection23(1)oftheNationalHealthServices(Wales)Act2006.
	Itisapparentthatthecommonlawalsotakesthisapproachintheinterpretationofbroaderfunctions[323].ThecaseofWoolgarv.ChiefConstableoftheSussexPoliceandanother[323]relatedtothedeathofapatientinanursinghome.Thematronhadbeenarrestedandinterviewedbythepolice,buttheywerenotchargedwithanyoence.WhentheCentralCouncilforNursing,MidwiferyandHealthVisiting(theUKCC),thenursingregulatorybodyinvestigatedtheincident,thematronrefusedtoconsenttothedisclosureofinformation.Thepolicethereforeindicatedthatitwouldreviewthetape-recorded
	AnexampleastohowimpliedstatutorygatewayscanoperateisillustratedbythecaseofR(ontheapplicationofWandothers)v.SecretaryofStateforHealth(BritishMedicalAssociationintervening)[106].ThecaserelatedtothechargingofoverseasvisitorsforNHShealthcare.Whiletheinformationwasnotconﬁdentialinformation,the
	AnexampleastohowimpliedstatutorygatewayscanoperateisillustratedbythecaseofR(ontheapplicationofWandothers)v.SecretaryofStateforHealth(BritishMedicalAssociationintervening)[106].ThecaserelatedtothechargingofoverseasvisitorsforNHShealthcare.Whiletheinformationwasnotconﬁdentialinformation,the
	principalofallowinginformationonimpliedstatutoryauthorityisthesame.IthadbeenarguedthattherewasnoexpressstatutoryauthoritytoallowforthetransferofinformationfromNHSorganisationsontheinstructionoftheSecretaryofStateforHealth(England)totheHomeOce.ItwasheldhoweverthattheSecretaryofStatehadimpliedpowersundertheNationalHealthServiceAct2006,suchasthosethatwereinaccordancewithhisgeneralobligationundersection1(1)“tocontinuethepromotioninEnglandofacomprehensivehealthservicedesignedtosecureimprovement(a)inthephysicalan

	EquivalentlegislationinWalesandhowthiscanoperateisdiscussedinthenextpartofthischapter.
	6.1.2.3Expressgatewaysandimpliedterms
	WherethereareexpressclausesinStatutespermittingofrequiringusesofinformationthecourtsarereluctanttoapplyanyimpliedusesofinformation[325].Asageneralprinciplethereforestatutorypowerthatcouldbeinferredinbroadtermscannotbeusedtooverrideanyexpressstatutoryprovisions[106].
	InthecaseoftheexpressstatutoryprovisionsandprocessesintheHealthandSocialCareAct2012suchasthepowertorequireandrequesttheprovisionofinformation[320],whilenonconﬂictingactsmaybe
	InthecaseoftheexpressstatutoryprovisionsandprocessesintheHealthandSocialCareAct2012suchasthepowertorequireandrequesttheprovisionofinformation[320],whilenonconﬂictingactsmaybe
	acceptablewhereexpressedelsewhereinStatute,anyactivitythatconﬂictswiththoseprovisionscannotbeusedtotrumptheprovisions[106].

	Anotherpointofnoteisthatastatutorybodycannotarguethatthereisanimpliedstatutorygatewaywherethereisanexpressprohibitionofdisclosure[326].Interestinglymanyprohibitionsrelatetospeciﬁcdocumentsandnotnecessarilytheinformationthatiscreatedindependentofthem.Forexample,TheAbortionRegulations1991[327],ascreatedincompliancewiththeAbortionAct1967,prohibitdisclosureofthenoticeoranyinformationprovidedtotheChiefMedicalOcerexceptinprescribedcircumstances[328].Itstandstoreasonthatahealthcareorganisationthatcarriedouttheterm
	6.1.3PowersderivingfromGovernment
	Asdescribedabove,thepowersdescribedunderthisheadingarestatedforcompletenessandareoutofscopeofthisthesis.Crownpowerscouldbediscussedatlength;however,twopowersaredescribedinthissectionforawareness.ThesearetheRoyalPrerogativeandRAMPowers.
	6.1.3.1RoyalPrerogativePowers
	TheRoyalPrerogativecanbeconciselydeﬁnedas:
	‘TheremainingportionoftheCrown'soriginalauthority,andistherefore,asalreadypointedout,thenamefortheresidueofdiscretionarypowerleftatanymomentinthehandsoftheCrown,
	‘TheremainingportionoftheCrown'soriginalauthority,andistherefore,asalreadypointedout,thenamefortheresidueofdiscretionarypowerleftatanymomentinthehandsoftheCrown,
	whethersuchpowerbeinfactexercisedbytheKinghimselforbyhisMinisters[329].’

	Whileitisacommonlawpower[330]itcarriesauniquepositioninthattheRoyalPrerogativecannotbechallengedinthecourts[331]andthereforeiteectivelytrumpsthecommonlaw.TheCrowncannotbeboundbyStatuteunlessthespeciﬁcActofParliamentremovestheprerogativepowerwithoutambiguity[332],thereforeStatutewouldneedtoexpresslymakeprovisiontothataect.
	Ifconﬁdentialpatientinformationwasrequiredbyprerogativepower,itcouldnotbeobtainedinbreachofconﬁdence,andthiscouldnotbesubjecttoordinaryproceedingsforsuchaclaim[331].ExamplesoftheRoyalPrerogativewillincludethosethatrelatetothemakingoftreaties,thedefenceoftherealm,theprerogativeofmercy,thegrantofhonours,thedissolutionofParliamentandtheappointmentofministers[333].
	Whiletechnically,informationheldbyaNHSorganisationcouldbesubjecttoprerogativepowersinrarecircumstances,thisinunlikelygiventhetypesofpowerthattheseconsistof.PrerogativepowersareinanycaseoutofscopeofthisthesisbutmentionedforcompletenessastheremaybeauseofdatathatisrequiredthatfallswithinscopeoftheRoyalPrerogative.
	6.1.3.2TheRamDoctrine
	Thesuggestionthatsuchapowercouldexiststems2003whenlegaladvicereceivedin1945wasdisclosedtoparliamentinanswertoaParliamentaryquestion[334].TheeectofthedoctrineisthatanyMinisterfortheCrownmay,asanagenttotheCrown,exercisepowersthattheCrownhasunlessStatuteprohibitshimorherfromdoingso[334].Whetherornotthedoctrinehasanyeectinlawhoweverisuntested,withtheHouseofLords’ConstitutionCommitteedoubtingtheeectoftheadviceandexpressingtheopinionthatthedoctrineisnotasourceoflaw[335]anddoesnotaccuratelyreﬂectthecurrentlaw[336]
	Thishoweverremainsuntestedtoitsfullextent.Itcouldbethatgovernmentmayattempttoutilisethedoctrinetojustifydisclosureofconﬁdentialinformation.Thisishoweveroutsidethescopeofthisthesis.
	6.1.3.3Informationsharinganduncertaintyofthelawinpractice
	Itisimportanttonoteatthisstagethatregardlessofstatutoryorothergateways,somepeopleareconcernedwithsharinginformation,evenwhentheycandosolawfully.
	In2013,DameFionaCaldicott,NationalDataGuardian,undertookareviewentitled‘Information:Toshareornottoshare?TheInformationGovernanceReview’[337].Recognisingissuesinthesharingofimportantinformation,sheformulatedaseventhCaldicottPrincipleasfollows:
	‘Thedutytoshareinformationcanbeasimportantasthedutytoprotectpatientconﬁdentiality[338].’
	Asdiscussedattheendofthepreviouschapter,In2014,TheLawCommission’sreportreportedtoparliament[15]thatorganisationsofteninterpretedstatutoryfunctionsinthenarrowestway,inhibitingeectivedatasharing[316].TheLawCommissionrecognisedthattherearealackofprovisionsrequiringorganisationstoshare[339]andthisoftenimpedeslegitimatedatasharingbecauseorganisationswhoheldthedataquestionedtheirstatutorypowerandsoughtamoreprescriptivelegalgateway[317].
	Therehavebeennolegaldevelopmentsinthisareatodate,andtheauthorofthisthesisisfamiliarwiththesameissuestothoserecognisedbytheLawCommissionatthetimeofwriting.InWales,noguidanceexistsonthestatutorygatewaysrelatingtoorganisationalfunctions,andthereisnootherlegalresearchinthisarea.Thefollowingparagraphswillthereforeexplorethisinsomedetail.
	TheNationalHealthServiceinWales
	6.2.1Introduction
	Todate,thereisnocomprehensivedescriptionastohowtheNHSinWalesinconstructed,orhowstatutoryresponsibilitiescanprovidealegalgatewayinordertoprocessdatathatissubjecttothecommonlawdutyofconﬁdenceinrelationtothesefunctions.ThissectionofthethesissetsoutthekeyconsiderationsasrelatestoNHSorganisations.
	6.2.2ThegeneraldutyandpowersofWelshMinisters
	TheWelshMinistersareresponsiblefortheNationalHealthServiceinWales.ThelegislationthatiscurrentlyapplicabletotheestablishmentoftheNationalHealthServiceinWalesistheNationalHealthService(Wales)Act2006.
	Section1oftheNationalHealthService(Wales)Act2006states:
	‘(1)TheWelshMinistersmustcontinuethepromotioninWalesofacomprehensivehealthservicedesignedtosecureimprovement—
	(a)
	(a)
	(a)
	inthephysicalandmentalhealthofthepeopleofWales,and

	(b)
	(b)
	intheprevention,diagnosisandtreatmentofillness.

	(2)
	(2)
	TheWelshMinistersmustforthatpurposeprovideorsecuretheprovisionofservicesinaccordancewiththisAct[340].’


	TheWelshMinistershaveageneralpowerinrelationtofulﬁllingitsfunctionsasstatedinSection2oftheActwhichprovides:
	‘(1)TheWelshMinistersmay—
	(a)
	(a)
	(a)
	providesuchservicesastheyconsiderappropriateforthepurposeofdischarginganydutyimposedonthembythisAct,and

	(b)
	(b)
	doanythingelsewhichiscalculatedtofacilitate,orisconduciveorincidentalto,thedischargeofsuchaduty.’


	WhilethereisnocaselawasrelatestothesesectionsoftheoperationoftheNationalHealthService(Wales)Act2006,thereiscaselawthat
	explainssimilarprovisionsintheNationalHealthServiceAct2006asrelatestoEngland,asdiscussedabove.
	InR(Wandothers)v.SecretaryofStateforHealth(BritishMedicalAssociationintervening)[106]itwasheldhoweverthattheSecretaryofStatehadimpliedpowerstoauthorisingthesharingofinformationundertheNationalHealthServiceAct2006,suchasthosethatwereinaccordancewithhisgeneralobligationundersection1(1)“tocontinuethepromotioninEnglandofacomprehensivehealthservicedesignedtosecureimprovement(a)inthephysicalandmentalhealthofthepeopleofEngland,and(b)intheprevention,diagnosisandtreatmentofillness”.Andinconnectionwithsection1(2):“to
	ItisthereforeclearthattheWelshMinisters,inanidenticalsetofprovisions,alsohaveimpliedpowerstoshareinformationundertheNationalHealthService(Wales)Act2006to“continuethepromotioninWalesofacomprehensivehealthservicedesignedtosecureimprovementinthephysicalandmentalhealthofthepeopleofWales,andintheprevention,diagnosisandtreatmentofillness”,andto“provideorsecuretheprovisionofservicesinaccordancewiththisAct[340].”Inaddition,TheWelshMinisterscansharesuchinformationthattheyseeﬁtinproviding“suchservicesastheyconsiderap
	ItisimportanttonotethatSection1(2)oftheseprovisionsintheNationalHealthService(Wales)Act2006statethattheWelshMinistersmustprovideorsecuretheprovisionofservicesinaccordancewiththeNationalHealthService(Wales)Act[343].ThissuggeststhatserviceswhicharesecuredoutsideoftheActcannotrelyontheimpliedpowerprovidedundersection1(2).
	Furthermore,ofthegeneralpowerunderSection2(1)inprovidingsuchservicesastheyconsiderappropriateindischargingadutyundertheAct,itcouldbesuggestedthatthegeneralpowerunderSection1(2)(b)willbelimitedtothosedutiesassetoutintheAct.
	6.2.3TheNHSstructureinWales:backgroundcontext
	Inordertofulﬁlitsfunctions,theWelshGovernmentcancreateanumberofNHSorganisationsundertheAct,namelyNationalHealthServiceTrusts[344],HealthBoards[345],andSpecialHealthAuthorities[346].AnEstablishmentOrdercancontainspeciﬁcfunctionsthatrelatetoorganisations,andthesecanconferfunctionsthatwillinevitablyinvolvetheuseand/ordisclosureofhealthinformation.
	ManyNHSorganisationsinNHSWalespredatetheNationalHealthServiceWalesAct2006andarethereforeformedunderdierentprimarylegislation.AnyneworganisationswouldbecreatedinlinewiththeNationalHealthServiceWalesAct2006.
	ForcontextualpurposesthestructureandorganisationoftheNationalHealthServiceinWalesisdeﬁnedbelow.Itshouldbenotedhowever,thatwiththeexceptionofthefunctionsofDigitalHealthandCareWales,whichshallbeusedasanexampleastohowlegislationcanpermitthedisclosureofconﬁdentialpersonaldatafromthosecreatingbodies,onlycertainkeylegislationiscitedinrelationtothosebodies.ThecomplexityofRegulationsurroundingthefunctionsofprovidedbyorganisationsisoutsideofthescopeofthisthesis.
	6.2.3.1LocalHealthBoards
	TheLocalHealthBoardsinWaleshaveanumberofdutiesrelatingtotheprovisionoffunctionsthatrelatetothedeliveryofhealthcareservicesintheirareaofWales.
	TounderstandthecurrentNHSorganisationstructure,itisusefultounderstandthehistoriccontextoftheorganisations.In2003,twenty-twoLocalHealthBoardswereestablishedbyOrder[347],pursuanttopowerscontainedintheNationalHealthServiceAct1977[348].TwentyoneofthoseLocalHealthBoardswereabolished[349]in2009[350],leavingjustPowysinitspreexistingform[349].Inplaceofthetwenty-oneLocalHealthBoards,sixnewLocalHealthBoardswerecreatedtodeliverhealthservicesintheseareas[278].
	In2019,aboundarychangeresultedintheprincipallocalgovernmentareaofBridgendtransferringfromAbertaweBroMorgannwgUniversityLocalHealthBoardtoCwmTafUniversityLocalHealthBoard[351].TheywererenamedCwmTafMorgannwgUniversityLocalHealthBoard[352],andSwanseaBayUniversityLocalHealthBoard[353]toaccountforthischange.
	TheLocalHealthBoardsinWalesasofthe30ofOctober2024aretherefore:
	th

	 
	 
	 
	AneurinBevanUniversityHealthBoard[354]

	 
	 
	BetsiCadwaladrUniversityHealthBoard[354]

	 
	 
	CardiandValeUniversityHealthBoard[354]

	 
	 
	CwmTafMorgannwgUniversityHealthBoard[354]

	 
	 
	HywelDdaUniversityHealthBoard[354]

	 
	 
	SwanseaBayUniversityHealthBoard[354]

	 
	 
	PowysLocalHealthBoard[347]


	Exceptwherereferredtointhecasestudy,thisinformationissuppliedtoprovideanunderstandingoftheorganisationalrolesandresponsibilitiesinWales,anditisnotproposedtoexaminethesepowersinanymoredepththatcurrentlyspeciﬁed.
	6.2.3.2NHSTrustsinWales
	TherearecurrentlythreeNationalHealthServiceTrustsinWales.
	TheVelindreUniversityNationalHealthServiceTrustwasestablishedbyOrderin1993[355]pursuanttopowersconferredbytheNationalHealthServiceandCommunityCareAct1990[356].TheVelindreUniversityNationalHealthServiceTrustperformsanumberoffunctions,includingtheoperationofVelindreHospital,ahospitalprimarilyoperatingforthemanagementofcancerservices[357],theoperationoftheWelshBloodServiceinWales[358],themanagementandprovisionofprescribinganddispensingservices[359],theNHSWalesSharedServicesPartnership
	[360]andmanagementoftheWalesInfectedBloodSupportSchemeinaccordancewithdirectionsissuedbytheWelshMinisters[361].
	TheWelshAmbulancesServicesNationalHealthServiceTrustwasestablishedbyOrderin1998[362]pursuanttopowersconferredbytheNationalHealthServiceandCommunityCareAct1990[356].Themainfunctionsoftheorganisationincludemanagingambulanceandassociatedtransportservices[363],andtomanageotherservicesinrelationtocareasarecarriedoutinrelationtothesefunctions[364].
	ThePublicHealthWalesNationalHealthServiceTrustwasestablishedbyOrderin2009[365]pursuanttopowersconferredbytheNationalHealthService(Wales)Act2006[366].PublicHealthWalesNationalHealthServiceTrustundertakeanumberoffunctionsincluding,butnotlimitedtohealthprotection,healthsurveillance,healthcareimprovement,
	ThePublicHealthWalesNationalHealthServiceTrustwasestablishedbyOrderin2009[365]pursuanttopowersconferredbytheNationalHealthService(Wales)Act2006[366].PublicHealthWalesNationalHealthServiceTrustundertakeanumberoffunctionsincluding,butnotlimitedtohealthprotection,healthsurveillance,healthcareimprovement,
	microbiologicallaboratoryservices[367],campaignsrelatingtohealthawarenessandimprovement[368],healthresearchincertaincircumstances[368],andcertainscreeningservices[369].ThePublicHealthWalesNationalHealthServiceTrusthasprovisioninitsEstablishmentOrdertocollect,analyseanddisseminateinformationrelatingtothehealthofpeopleofWales,particularincludingcancerincidence,mortalityandsurvival;andprevalenceofcongenitalanomalies[370].

	AswiththesectiononHealthBoards,exceptwherethesearereferredtointhecasestudy,thisinformationissuppliedtoprovideanunderstandingoftheorganisationalrolesandresponsibilitiesinWales,anditisnotproposedtoexaminethesepowersinanymoredepththatcurrentlyspeciﬁed.
	6.2.3.3SpecialHealthAuthorities
	TherearecurrentlytwoSpecialHealthAuthoritiesinWales,bothestablishedbyOrderpursuanttopowersconferredbytheNationalHealthServices(Wales)Act2006[81],theseare:
	HealthEducationandImprovementWales(HEIW)wasestablishedin2017
	[371]byOrder[372].ThefunctionsofHEIWrelatetotheplanning,commissioninganddeliveryofeducationandtrainingrelatedtotheprovisionofhealthservicestoboththosealreadyemployedinthehealthservice,orthosewhoareconsideringbecomingemployedinthehealthservice[373]
	DigitalHealthandCareWaleswasestablishedin2020[374]byOrder[375].ThefunctionsofDigitalHealthandCareWalesincludethedesign,management,developmentanddeliveryofdigitalplatforms(article3).
	ThefunctionsofDigitalHealthandCareWalesincludeareprovidedindirectionsrelatingto:
	‘(a)theprovision,design,management,developmentanddeliveryofdigitalplatforms,systemsandservices;[376]
	(b)
	(b)
	(b)
	thecollection,analysis,useanddisseminationofhealthservicedata;[377]

	(c)
	(c)
	theprovisionofadviceandguidancetotheWelshMinistersaboutimprovingdigitalplatforms,systemsandservices;[378]

	(d)
	(d)
	supportingbodiesandpersonsidentiﬁedindirectionsgivenbytheWelshMinisterstoDHCWinrelationtomattersrelevanttodigitalplatforms,systemsandservices;[379]

	(e)
	(e)
	anyothermattersoastosecuretheprovisionorpromotionofservicesundertheAct[380].’


	FurtherdetailontheoperationofDigitalHealthandCareWalesandhowdatasubjecttothedutyofconﬁdencecanbedisclosedtoitissetoutbelow.
	AswiththesectionasrelatestoHealthBoardsandNationalHealthServiceTrusts,exceptwherethesearereferredtointhecasestudy,thisinformationissuppliedtoprovideanunderstandingoftheorganisationalrolesandresponsibilitiesinWales,anditisnotproposedtoexaminethesepowersinanymoredepththatcurrentlyspeciﬁed.
	6.2.4TheNHSinWales,andtheuseofInformationsubjecttothedutyofconﬁdenceinrelationtostatutoryfunctions
	Whereanorganisationhasalawfulstatutoryfunctiontoundertakeaparticulartasksuchascollectingorreceivingdataordisclosingdatainitsownrightoronbehalfofanotherbody,thecollection,useordisclosureofdatainsatisfyingthosefunctionswillbelawfulatcommonlaw[381].
	InSmithKline&FrenchLaboratoriesLtdv.LicensingAuthority(Generics(UK)Ltdandanotherintervening)[381]therefore,itwasfoundthatwhenalicencingauthoritywasexercisingitsgeneralfunctions,theconﬁdentialinformationcouldbeusedforpurposesthatwereconsistentwiththoseduties.Thecaseparticularlyillustratesthatwhere
	InSmithKline&FrenchLaboratoriesLtdv.LicensingAuthority(Generics(UK)Ltdandanotherintervening)[381]therefore,itwasfoundthatwhenalicencingauthoritywasexercisingitsgeneralfunctions,theconﬁdentialinformationcouldbeusedforpurposesthatwereconsistentwiththoseduties.Thecaseparticularlyillustratesthatwhere
	organisationshaveresponsibilitiessetoutinlaw,thatawiderviewoftheuseofinformationistaken[381].

	Thegenericfunctionsoforganisationscanenableﬂexibilityinundertakingstatutoryduties,althoughasnotedattheendofthepreviouschapter,andearlierinthischapter,researchbytheLawCommissionfoundthatthenarrowinterpretationofstatutoryfunctionsinhibitseectivedatasharing[316].Inhavinggeneralfunctions,therecanbealackofprovisioninlegislationthatrequiresorganisationstoshare[339],resultingorganisationsbeingreluctanttoshareandseekingmorerobustlegalgateways[317].
	Itcouldbesuggestedthattherigidrulesthatarecontainedinguidancetoensurethatthehealthserviceisprotectedfrominadvertentunlawfuldisclosurescouldbepartlytoblamefortheinhibitioninsharing[10],withthecourtscommentingonthiswhereararecaseisputbeforethem[12].Itcouldfurtherbesuggestedthatmoreprescriptivestatutoryprovisionsastohowdataishandledinotherareasofthepublicservices,suchasthoseundertheHealthandSocialCareAct2012inrelationtoNHSEngland,furthercomplicateunderstandingofhowstatutoryfunctionsallowdatasharing,giventhemor
	6.2.5WelshMinisterspowerstodirectbodiesestablishedundertheAct
	6.2.5.1Thegeneralposition
	TheNationalHealthServiceWalesActprovidesamechanismforWelshMinisterstoDirectLocalHealthBoards[382],NationalHealthServiceTrusts[387],andSpecialHealthAuthorities[388][389]inrelationtoitsfunctions.OtherpowerstoissuedirectionsexistinthisAct,inrelationtospeciﬁcservices.
	Wheresuchadirectionhasbeenmade,andfunctionsareconferredononeormoreNHSbodies,thecollectingorreceivingdatainconnectionwiththisfunctionwillbelawfulatcommonlaw[381].ItfollowsthatspeciﬁcdataacquisitionscouldbeincludedinsuchadirectionwhereitisconsistentwiththegeneralpoweroftheWelshMinistersunderSection1and/orSection2oftheNationalHealthService(Wales)Act2006asappropriatetotheusecase.
	6.2.5.2DirectionsconferredonLocalHealthBoards
	TherearemanyprovisionsbywhichdirectionscanbegiventoLocalHealthBoardsintheNationalHealthServiceAct2006alone,andthefunctionsconferredbydoingsomayresultininformationbeingsharedtosatisfythosefunctions.ThisthesishoweverlooksatmoregeneralfunctionsthatmaybeconferredunderSection12and13oftheNationalHealthService(Wales)Act2006.
	Section12(1)oftheNationalHealthService(Wales)Act2006providesthat:
	‘(1)TheWelshMinistersmaydirectaLocalHealthBoardtoexerciseinrelationtoitsarea—
	(a)
	(a)
	(a)
	functionswhichweretransferredtotheNationalAssemblyforWalesbytheHealthAuthorities(TransferofFunctions,Sta,Property,RightsandLiabilitiesandAbolition)(Wales)Order2003(S.I.2003/813(W.98)),

	(b)
	(b)
	suchotheroftheirfunctionsrelatingtothehealthserviceasarespeciﬁedinthedirection[294].’


	TheHealthAuthorities(TransferofFunctions,Sta,Property,RightsandLiabilitiesandAbolition)(Wales)Order2003[383]abolishedtheHealthAuthoritiesinWales[384]andtransferredthefunctionstotheNationalAssemblytoWales[385].Theextentofsuchfunctionsisnotwithinthescopeofthisthesis,butitshouldbenotedthatgiventheincreasedpowersoftheWelshParliament,particularlysincetheintroductionof
	TheHealthAuthorities(TransferofFunctions,Sta,Property,RightsandLiabilitiesandAbolition)(Wales)Order2003[383]abolishedtheHealthAuthoritiesinWales[384]andtransferredthefunctionstotheNationalAssemblytoWales[385].Theextentofsuchfunctionsisnotwithinthescopeofthisthesis,butitshouldbenotedthatgiventheincreasedpowersoftheWelshParliament,particularlysincetheintroductionof
	legislationsuchastheWalesAct2017,therelianceonsuchaprovisionmayhavesuperseded.

	Inanycase,notwithstandingtheprovisioninSection12(1)(a)oftheNationalHealthService(Wales)Act2012,amorepermissiveclausecontainedinSection12(3)whichprovides:
	“TheWelshMinistersmaygivedirectionstoaLocalHealthBoardaboutitsexerciseofanyfunctions[386]”.
	Thiscouldapplytoanyfunction,includingtheWelshMinistersresponsibilityto‘continuethepromotioninWalesofacomprehensivehealthservicedesignedtosecureimprovementinthephysicalandmentalhealthofthepeopleofWales,andintheprevention,diagnosisandtreatmentofillness’,andto‘provideorsecuretheprovisionofservicesinaccordancewiththisAct’[340].Inaddition,giventheWelshMinisterscandoanythingthattheyseeﬁtinproviding‘suchservicesastheyconsiderappropriateforthepurposeofdischarginganydutyimposedonthembythisAct’[341],and‘doanythingels
	Section13oftheNationalHealthService(Wales)Act2006relatestodirectionsthatrelatetothefunctionsofLocalHealthBoards[387]andtheexerciseofthosefunctionsbyanotherbody.TheWelshMinistersmaydirectthatcertainLocalHealthBoardfunctionsareundertakenbyanotherLocalHealthBoard[388],aSpecialHealthAuthority[389],orjointlywith[390]NHSEngland[391],integratedcareboards[392],NHStrusts[393],andotherLocalHealthBoards[394].
	FurtherdiscussionondirectionsthatmaybeissuedtoLocalHealthBoardsareoutofscopeofthisthesis.
	6.2.5.3DirectionsconferredonNationalHealthServiceTrusts
	Section19oftheNationalHealthService(Wales)Act2006providesthat:
	‘(1)TheWelshMinistersmaygivedirectionstoanNHStrustaboutitsexerciseofanyfunctions.
	(2)
	(2)
	(2)
	TheWelshMinistersmaynotgivedirectionsunderthissectioninrespectofmattersconcerningxenotransplantation,surrogacyagreements,embryologyorhumangenetics.

	(3)
	(3)
	NothinginprovisionmadebyorunderthisoranyotherActaectsthegeneralityofsubsection(1)[395].’


	Theoperationofthissectionisstraightforward.TheWelshMinistersmayissueadirectionofaverygeneralnatureasavehicletodeliveringfunctions.DirectionscouldconferfunctionsunderSection1(1)asrelatestocontinuingthepromotionofacomprehensivehealthserviceandinconnectionwithsection1(2)inprovidingandsecuringtheprovisionofservicesinaccordancewiththeNationalHealthService(Wales)Act2006[324].Functionscouldalsobeconferredpursuanttosection2(1)inprovidingsuchservicesconsidersappropriateindischargingdutiesorisconduciveorincidentalto,
	6.2.5.4DirectionsconferredonSpecialHealthAuthorities
	Section23oftheNationalHealthService(Wales)Act2006providesthat:
	‘(1)TheWelshMinistersmaygivedirectionstoaSpecialHealthAuthorityaboutitsexerciseofanyfunctions.
	(2)
	(2)
	(2)
	TheWelshMinistersmaynotgivedirectionsunderthissectioninrespectofmattersconcerningxenotransplantation,surrogacyagreements,embryologyorhumangenetics.

	(3)
	(3)
	NothinginprovisionmadebyorunderthisoranyotherActaectsthegeneralityofsubsection(1)[396].’


	AswithNationalHealthServiceTrusts,theoperationofthissectionisstraightforward.TheWelshministerscanprovidedirectionstoaStatutoryHealthAuthoritywithoutneedingtocreateastatutoryprovision.AswithNationalHealthServiceTrusts,thesameprovisionasrelatetothegeneralityofprovisionsapplies.Again,adirectioncouldbeusedasavehicletodeliverfunctions,includingthosefunctionsunderSection1and2oftheNationalHealthService(Wales)Act2006[106].
	6.2.5.5UseofdirectionstodirectaSpecialHealthAuthoritytoexercisethefunctionsoftheWelshMinisters
	Section24oftheNationalHealthService(Wales)Act2006providesamechanismfortheWelshMinisterstodirectaSpecialHealthAuthoritytoundertakeanyofthefunctionsoftheWelshMinistersasrelatestotheHealthService.Itstatesthat:
	‘(1)TheWelshMinistersmaydirectaSpecialHealthAuthoritytoexerciseanyofthefunctionsoftheWelshMinistersrelatingtothehealthservicewhicharespeciﬁedinthedirections.
	(2)
	(2)
	(2)
	Subsection(1)doesnotapplytothefunctionsoftheWelshMinistersinrelationtopilotschemes.

	(3)
	(3)
	Thefunctionswhichmaybespeciﬁedindirectionsincludefunctionsunderenactmentsrelatingtomentalhealthandcarehomes[397].’


	Forcompleteness,itisimportanttonotethatthefunctionsoftheWelshMinistersinrelationtopilotschemesaremostlysetoutSchedule6oftheNationalHealthServiceAct2006andareinrelationtotheproceduralelementsinapprovingandformingpilotschemesandthisis,inanycaseoutofscopeofthisthesis.
	Sections24(1)arehoweverofinterest.InenablingtheWelshMinisterstodelegateresponsibilitytoaSpecialHealthAuthority,thiscouldpotentiallyenabletheWelshMinistersdirectthatSpecialHealthAuthoritiesissuedirectionswithinhispower.Alternatively,thiscouldmeanthatanyresponsibilitiesoftheWelshMinisterswithregardRegulationswithintheirpower,suchasinapprovingthedisclosureofpatientinformationunder
	Sections24(1)arehoweverofinterest.InenablingtheWelshMinisterstodelegateresponsibilitytoaSpecialHealthAuthority,thiscouldpotentiallyenabletheWelshMinistersdirectthatSpecialHealthAuthoritiesissuedirectionswithinhispower.Alternatively,thiscouldmeanthatanyresponsibilitiesoftheWelshMinisterswithregardRegulationswithintheirpower,suchasinapprovingthedisclosureofpatientinformationunder
	Regulation5oftheHealthService(ControlofPatientInformation)Regulations2002.Thereiscaselawthatreinforcesthisapproach.Whereageneralstatutorypowerexiststhatthiscanbepotentiallylimitless,providingthedelegationisinscopeoftheareatowhichtheprovisionrelates[398],whichinthecaseofSection24(1)isclearlythehealthservice.

	InDoryv.SheeldHealthAuthority[399]thisisreferredtoas‘devolution’ofthepower[400].Wherepowersareexplicitlygrantedinanappropriateinstrumenttofurtherdevolvepowers,thishasbeenreferredtoasa‘chainofdevolution[401]’.Theeectofdevolutionisthatapublicbodywilleectivelyactasagovernmentdepartmentinexercisingthosefunctions[402].
	Onlywherethereisdoubtastowhetheraministercandelegateauthoritywillthecourtsinterpretprovisionsnarrowly[403].Inothercircumstances,theywillacceptsuchprovisions,despitesometimesexpressingconcernatthebroadnatureofsuchclauses[403].
	6.2.5.6FormalityofdirectionsundertheNationalHealthService(Wales)Act2006
	TherearedierenttypesofdirectionsthatcanbeissuedundertheNationalHealthServiceAct2006.Thisdetailunderthisheadingis,however,onlyconcernedwithdirectionsdiscussedaboveinrelationto:
	 
	 
	 
	DirectionsissuedbytheWelshMinistersunderSection12asrelatetothefunctionsthatmaybeconferredonHealthBoards.

	 
	 
	DirectionsissuedbytheWelshMinistersunderSection13asrelatetofunctionsconferredontheHealthBoards

	 
	 
	DirectionsissuedbytheWelshMinistersunderSection19asrelatetofunctionsconferredontheNHSTrustsinWales

	 
	 
	DirectionsissuedbytheWelshMinistersunderSection23asrelatetofunctionsconferredonSpecialHealthAuthorities

	 
	 
	DirectionsissuedbytheWelshMinistersunderSection24asrelatetoSpecialHealthAuthoritiesexercisingthefunctionsoftheWelshMinisters.


	Section204(3)oftheNationalHealthService(Wales)Act2006providesthat:
	‘AdirectionunderthisActbytheWelshMinistersmustbegiven—
	(a)(subjecttoparagraphs(b)and(c)),byaninstrumentinwriting,(b)inthecaseofadirectionunder—(i)section12(1)(a),(ii)section24aboutafunctionundersection4,145or146,or(iii)section147(2),byRegulations,(c)inthecaseof—(i)anyotherdirectionundersection12,(ii)anyotherdirectionundersection24,or(iii)adirectionundersection13,19,23,45,52(4),60or66(4),byRegulationsoraninstrumentinwriting[404].’
	Thegeneralpositionthereforethat,subjecttotheotherprovisionslisted,thataDirectionmustbemadebyaninstrumentinwriting[405].Intheabsenceofmoreprescriptiverequirementsinthelegislation,thismayjustbealetterorotherdocumentfromtheWelshMinistersdirectingtheappropriateauthoritythattheyaredirectedtoperformcertaintasks.
	UnderSection204(3)(b)however,thereisarequirementthatsuchdirectionsneedtobeincludedinRegulationsincertaincases.Forcompleteness,thefullsetofprovisionsareexplained.Theseare:
	 
	 
	 
	DirectionsunderSection12(1)(a)asrelatetothosefunctionsthattransferredtothenationalAssemblyforWalesonabolitionoftheoldhealthauthorities[406].

	 
	 
	Directionsundersection24onSpecialHealthAuthoritieswheretheserelateto:


	 HighSecurityPsychiatricServiceswherethesearecreatedundersection4oftheNationalHealthService(Wales)Act2006[407]
	 HighSecurityPsychiatricServiceswherethesearecreatedundersection4oftheNationalHealthService(Wales)Act2006[407]
	 TherequirementthataNHSbody,statutoryhealthbody,serviceproviderorNHScontractorproducedocumentstotheWelshMinistersasperSection145and146oftheNationalHealthService(Wales)Act2006[407]

	 DirectingSpecialHealthAuthoritiesthatseniorocersoftheAuthorityexercisethedelegatedfunctionsonbehalfoftheSpecialHealthAuthorityinaccordancewithSection147(2)[407].
	Section204(3)(c)oftheNationalHealthService(Wales)Act2006providesthatallotherdirectionsunder12,and24,anddirectionsunderSections13,19,23maybemadebyRegulationsoraninstrumentinwriting.Arguably,whilemakingadirectionbyaninstrumentinwritingmayappeartheeasieroption,thissectionispermissiveoftheincorporationofadirectioninRegulationsifrequired,evenifthisisnotmandatory.ItcouldbesubmittedthatwhereanyRegulationsareproducedforparticularfunctions,thiscouldproveusefulinconsolidatingprovisionsintoonedocumenttoprovideclarityo
	6.2.5.7Amendingorrevokingdirections
	Section204(1)oftheNationalHealthService(Wales)Act2006provides:
	‘WhereunderorbyvirtueofanyprovisionofthisAct—(a)anOrdermaybemade,or(b)directionsmaybegiventhatprovisionincludespowertovaryorrevoketheOrderordirectionsbysubsequentOrderorbysubsequentdirections[408].’
	ThissectionoftheActthereforepermitsvariationorrevocationofanydirectionissuedundertheNationalHealthService(Wales)Act2006.Byavariation,suchaninstrumentmaychangethepurposescontainedwithinthedirection,orinthecaseofmoredetaileddirectionsthiscouldchangeaprocessbywhichanactivitytakesplace.Revokingdirectionswouldhavetheinevitableeectofceasingthosefunctionsthathavebeenconferredonorganisations.
	6.2.5.8Conferringfunctionsalreadyexercisedbyotherbodies
	Section31oftheNationalHealthService(Wales)Act2006providesthatwherefunctionssubjecttothedirectionsarecurrentlyexercisedbyanypersonorbody,theyshouldnotbeprecludedfromtheDirection,exceptwherespeciﬁcallyprescribed[409].Asanexampleofhowthiswouldoperate,itcouldbethataSpecialHealthAuthorityisbeingdirectedunderSection23oftheNationalHealthService(Wales)Act2006beingdirectedtoundertakeaLocalHealthBoardfunction,suchasmanagingappointmentsforimmunisations.TheLocalHealthBoardmustinsuchcircumstancesnotprecludedfromsuchadir
	6.2.6StatutorydisclosurestoNHSEnglandtoUndertakeafunctiononbehalfofWales
	6.2.6.1Scope
	Forthepurposeofthisthesis,themechanismsundertheHealthandSocialCareAct2012bywhichinformationsubjecttothedutyofconﬁdencecanbetransferredtoNHSEnglandinorderforservicestobeconductedbythemonbehalfofNHSWalesorganisationsisinscope.Theoperationofthearrangementsinpracticeisoutofscopeofthisthesis.
	6.2.6.2‘Section255requests’
	Section255(1)oftheHealthandSocialCareAct2012createsastatutorymechanismbywhichanyperson,includinganauthorityexercisingfunctionsdevolvedauthority,canrequestthatNHSEnglandestablishandoperateasystemforthecollectionoranalysisofinformationontheirbehalf[410].
	NHSbodiesinWalescanthereforerequestthatNHSEnglandoperatessuchaninformationsystem,providingthatitisnecessaryorexpedientfortheexerciseoffunctions,orcarryingoutofactivities,inconnectionwiththeprovisionofhealthcareoradultsocialcare[411].PriortosubmittingarequesttoNHSEngland,thereisarequirementthatNHSEnglandisconsultedontheproposedrequest[412].
	DevolvedauthoritiescannotrequirethatNHSEnglandundertaketoundertakefunctions,andassuchanyworkundertakenisdonewiththediscretionofNHSEngland.NHSEnglandareobligedtoensurethatinexercisingthatdiscretion[413],toconsiderwhethercomplyingwiththerequestwouldunreasonablyinterferewithitsfunctions[414],andmaytakeintoaccounttheextenttowhichtherequestorhasconsideredthecodeofpracticepreparedandpublishedbyNHSEnglandinaccordancewiththerequirementsofthelegislation[415]oranyadviceandguidancegivenbyNHSEnglandinconnectionwithther
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	WheretheSection255requestistoestablishandcreateasystemtocollectinformationthateitheridentiﬁesanyindividualtowhomthatinformationrelatesandtheyarenotaproviderofhealthcareoradultsocialcare[417]orenablestheiridentitytobeascertained[418],therequestisknownasaconﬁdentialcollectionrequest.Itshouldbenotedhoweverthattheword‘conﬁdential’inthisregarddoesnothavethesamemeaningasinthecommonlawdutyofconﬁdence,althoughthatinformationmayincludeinformationthatissubjecttothedutyofconﬁdence.
	FromtheperspectiveofarequestfromapublicauthorityinWales,conﬁdentialcollectionrequestscanonlybemadewherethepersonmakingtherequestcanrequiretheinformationtobedisclosedtothemorNHSEngland[419],orinanyothercase,wheretheinformationcanbelawfullydisclosedtoNHSEnglandortherequestorthemselves[420].
	6.2.6.3Dissemination
	ItisnotproposedtoconsiderthestatutorypowersofNHSEnglandinrelationtodisseminationofinformationindetail,butitisusefultobeawarethatsuchpowersexist.Section261oftheHealthandSocialCareAct2012containsprovisionsbywhichNHSEnglandmaydisseminateinformationonbehalfofanotherperson,suchasaNHSWalesorganisation.
	NHSEnglandcanuseitsdiscretiontopublishanyinformationitreceivesincomplyingwithas255request[421]incertaincircumstances[422]wherethedisseminationisforpurposesconnectedwiththeprovisionofhealthcareoradultsocialcare[423],orthepromotionofhealth[424].ItcanalsouseitsdiscretioninmakinginformationavailabletoanypersontowhotheinformationcouldhavebeenlawfullydisclosedtobythepersonsupplyingNHSEngland[425],
	Thepersonmakingthesection255requestmayrequestthatNHSEnglanddonotdisseminateinformationinlinewithitsstatutoryfunctions[426],howeverthisismerelyarequestnottopublish[427].
	Thepersonmakingthesection255requestcanalsorequestthatNHSEnglanddisseminateinformationinlinewithitsdiscretionarypower[428]orinlinewithanyotherpowerofdisseminationitmayhaveatthecurrenttimeorinthefuture[429].Insuchcircumstances,arequestmaystipulatethepersonstowhotheinformationistobedisseminated,andtheform,mannerandtimingofdissemination[427].
	6.2.6.4Publication
	ThegeneralpositionisthatNHSEnglandmustpublishanyinformationthatitcollectswhenitcomplieswitharequestundersection255[430].
	Therearesafeguardssuchaswheretheinformationidentiﬁesindividuals[431],orwherethedatadoesnotcomplywithspeciﬁcdatastandards[432].Thisandotherprovisionsinthisregardareoutsideofthescopeofthisthesis.
	6.2.7ImpactoftheHumanRightsAct1998
	TheHumanRightsAct1998relatesto‘ConventionRights’,deﬁnedasthoserightssetoutintheConventionfortheProtectionofHumanRightsandFundamentalFreedoms,agreedbytheCouncilofEuropeatRomeon4thNovember1950[433].ItisnotproposedtoconsidertheapplicationoftheHumanRightsAct1998inanydetailinthisthesis.TheapplicationoftheHumanRightsAct1998onthefunctionsofaPublicAuthorityisoutofscope.
	Forcompletenesshowever,itisimportanttoacknowledgethatwhenexercisingstatutorypowers,asageneralprinciple,ifaPublicAuthorityactsinawaythatisincompatiblewithaConventionRight[434]oromitstoactinawaythatiscompatiblewithaconventionright[435],theymaybeactingunlawfullysubjecttotheprovisionsoftheHumanRightsAct1998.
	ForthepurposesoftheHumanRightsAct1998,anypersonwhoundertakesfunctionsofapublicnature[436]issubjecttotheAct.Thisdeﬁnitionisfarranging,extendingbeyondstatutorybodiestothoseundertakingfunctionsofapublicnature.Whereapersonundertakestasksofaprivatenature,theywillnotbesubjecttotheobligationsoftheHumanRightsAct1998[437].TheHumanRightsActprovideslittleguidance,butitisclearthatfunctionswillverymuchdependonthetypesofarrangementsinplace[438].Forexample,aGeneralMedicalPracticeoperatinginprovidingNHSservicesinlinewithth
	ForthepurposesoftheHumanRightsAct1998,anypersonwhoundertakesfunctionsofapublicnature[436]issubjecttotheAct.Thisdeﬁnitionisfarranging,extendingbeyondstatutorybodiestothoseundertakingfunctionsofapublicnature.Whereapersonundertakestasksofaprivatenature,theywillnotbesubjecttotheobligationsoftheHumanRightsAct1998[437].TheHumanRightsActprovideslittleguidance,butitisclearthatfunctionswillverymuchdependonthetypesofarrangementsinplace[438].Forexample,aGeneralMedicalPracticeoperatinginprovidingNHSservicesinlinewithth
	selectedbyapublicauthoritytoundertakeworkwillnotbeactingasapublicauthority[438].

	Despiteanystatutorygateway,considerationoftherightsandfreedomsprotectedbytheHumanRightsAct1998isthereforeessential.TheseincludeArticle8:Righttorespectforprivateandfamilylife,andArticle
	10:FreedomofExpression.Theserightsareoftensubjecttoabalancingacttodeterminewhethertheindividual’srighttoprivacyisoutweighedbytherightoffreedomofexpressionoftheotherperson[35].Thescopeofthisexerciseisoutofscopeofthisthesis.
	OneﬁnalpointofnoteisthattheprotectionsoftheHumanRightsAct1998maynotbeabsolute,andexceptionsareincludedwithinthetermsofcertainarticles.Forexample,Article8(2)providesthat:
	‘Thereshallbenointerferencebyapublicauthoritywiththeexerciseofthisrightexceptsuchasisinaccordancewiththelawandisnecessaryinademocraticsocietyintheinterestsofnationalsecurity,publicsafetyortheeconomicwell-beingofthecountry,forthepreventionofdisorderorcrime,fortheprotectionofhealthormorals,orfortheprotectionoftherightsandfreedomsofothers[440].’
	ItcanalsobenotedSection6(2)oftheHumanRightsAct1998providesthataPublicAuthoritywillnothavebeenactingunlawfullyif:
	‘(a)astheresultofoneormoreprovisionsofprimarylegislation,theauthoritycouldnothaveacteddierently;or
	(b)inthecaseofoneormoreprovisionsof,ormadeunder,primarylegislationwhichcannotbereadorgiveneectinawaywhichiscompatiblewiththeConventionrights,theauthoritywasactingsoastogiveeecttoorenforcethoseprovisions[441].’
	SummaryofChapter6
	Thechapterprovidesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothepubliclaw,andhowthisenablesdatatobesharedorobtainedlawfullywherethereisadutyofconﬁdence.ThechapteralsorepresentstheﬁrstcomprehensiveacademictextofthebasicstatutoryfunctionsinplaceinNHSWalesandhowthesecanenabledatatobesharedorobtainedlawfullybyNHSstatutorybodieswherethereisadutyofconﬁdence.
	DataSharingandStatutoryFunctions
	Informationsubjecttothedutyofconﬁdencecanbesharedlawfullyinordertofulﬁl:
	 
	 
	 
	Anexpressstatutoryfunction.ExamplesofsuchfunctionsincludethefunctionsofDigitalHealthandCareWalesinrelationtodataanddigitalsystems[1][2]

	 
	 
	AnimpliedstatutoryfunctionbothconferredbyActofParliament


	[3]orbysecondarylegislation(includingdirections)[5]totheextentthattheydonotconﬂictwithanyexpresspower[4]
	Atcommonlaw:
	 
	 
	 
	ThecourtsacceptthatMinistersdutiesandpowerscanbeinterpretedinthewidestform,andthiswillincluderequiringdisclosureofinformationtofulﬁladutyconferredonthem[8].

	 
	 
	Organisationscantreattheirownbroadstatutoryfunctionsintheirwidestform,andcanlawfullyobtainordisclosedatatofulﬁlthosefunctions[6]totheextentthattheydonotconﬂictwithanyexpresspower[4]


	Thecourtsareunlikelytoimplyfunctionswhere:
	 
	 
	 
	Whereanorganisationissubjecttoprescriptivefunctionsandthosefunctionsthatmaybeimpliedconﬂictwiththesefunctions[11]

	 
	 
	Wherethosefunctionsthatmaybeimpliedconﬂictwithanotherexpressstatutoryprovision[8].

	 
	 
	Thereisanexpressprohibitionofdisclosure[13](e.g.ToreceiveacopyofthenoticeprovidedtotheChiefMedicalOcerasprohibitedbyTheAbortionRegulations1991[14])


	Onreviewingtheoperationofstatutoryfunctionsinpractice,TheLawCommissionproducedareport[26]thatrecognisedthat:
	 
	 
	 
	Organisationsofteninterpretedstatutoryfunctionsinthenarrowestway,inhibitingeectivedatasharing[27].

	 
	 
	Therearealackofprovisionsrequiringorganisationstoshare[28]andthisoftenimpedeslegitimatedatasharingbecauseorganisationswhoheldthedataquestionedtheirstatutorypowerandsoughtamoreprescriptivelegalgateway[29].


	‘Information:Toshareornottoshare?TheInformationGovernanceReview’[24]recognisedtheseissuesintheNHSandcreatedaseventhCaldicottPrinciplethatspeciﬁesthat‘Thedutytoshareinformationcanbeasimportantasthedutytoprotectpatientconﬁdentiality[25].’
	ThestructureofNHSWalesandstatutorypowers
	TheWelshMinisters:
	 
	 
	 
	AreresponsibleforthepromotioninWalesofacomprehensivehealthservicedesignedtosecureimprovementinthephysicalandmentalhealthofthepeopleofWales,andintheprevention,diagnosisandtreatmentofillness[30].’

	 
	 
	Haveageneralpowertoprovidesuchservicesastheyconsiderappropriateforthepurposeofdischarginganydutyimposedonthemanddoanythingelsewhichiscalculatedtofacilitate,orisconduciveorincidentalto,thedischargeoftheirduty.


	ThedutiesimposedonWelshministerscreatesanimpliedpowertoauthorisethesharingofinformationinordertoachievetheseaims[10].
	StructureofNHSWales
	TheWelshGovernmentcancreateanumberofNHSorganisationsincluding:
	 NationalHealthServiceTrusts[34]
	 LocalHealthBoards[35],and
	 SpecialHealthAuthorities[36].
	ThecurrentLocalHealthBoardsinWalesare
	 AneurinBevanUniversityHealthBoard[45]
	 BetsiCadwaladrUniversityHealthBoard[45]
	 CardiandValeUniversityHealthBoard[45]
	 CwmTafMorgannwgUniversityHealthBoard[45]
	 HywelDdaUniversityHealthBoard[45]
	 SwanseaBayUniversityHealthBoard[45]
	 PowysLocalHealthBoard[37]
	LocalHealthBoardscanbedirectedbytheWelshMinisterstoundertakespeciﬁcfunctionsinrelationtotheirgeographicarea[77]:
	 Bycreatingregulations,wheretheserelatetothefunctionsthatweretransferredfromtheHealthAuthoritiestotheWelshMinisters[101]
	 Byregulationoraninstrumentinwriting[27]wheretheserelatetoanyotherfunction[81].
	WelshMinistershavethepowertovaryorrevokedirections[103].
	ThecurrentNationalHealthServiceTrustsinWalesare:
	 TheVelindreUniversityNationalHealthServiceTrust[47].
	 TheWelshAmbulancesServicesNationalHealthServiceTrust[53]
	 PublicHealthWalesNationalHealthServiceTrust[56]
	 PublicHealthWalesNationalHealthServiceTrust[56]
	TheWelshMinisterscandirectNationalHealthServiceTruststoundertakeanyfunctions[32]:

	 
	 
	 
	Onanymatterexceptxenotransplantation,surrogacyagreements,embryologyorhumangenetics[33].

	 
	 
	Byanyinstrument(e.g.aletter)orregulation[27]


	Directionscanbegenericinnature[34].TheWelshMinistershavethepowertovaryorrevokedirections[103].
	ThetwoSpecialHealthAuthoritiesinWalesare:
	 
	 
	 
	HealthEducationandImprovementWales(HEIW)[63]

	 
	 
	DigitalHealthandCareWales[66]


	TheWelshMinisterscandirectionsaSpecialHealthAuthoritytoundertakeanyfunctions[35]:
	 
	 
	 
	Onanymatterexceptxenotransplantation,surrogacyagreements,embryologyorhumangenetics[37].

	 
	 
	Byanyinstrument(e.g.aletter)orregulation[27].


	Directionscanbegenericinnature[36]andcantaketheformofeitheraregulationoraninstrumentinwriting
	TheWelshMinistersmayalsodirectaSpecialHealthAuthoritytoexerciseanyofthefunctionsoftheWelshMinistersrelatingtothehealthservice[39].Insuchcircumstances:
	 
	 
	 
	Directionscaninmostcircumstancestaketheformofeitheraregulationoraninstrumentinwriting[27],howeverthereareexceptionswherebycertainprovisionsmayonlybemadebyregulation[102].

	 
	 
	WhereabodyisdirectedtoperformthefunctionsofMinistersoftheCrown,thisisreferredtoas‘devolution’ofpower[95]andtheAuthorityactsasagovernmentdepartmentwhenexercisingthosefunctions[97].


	WelshMinistershavethepowertovaryorrevokedirections[103].
	Theeectofstatutoryfunctions
	Whereeachofthesebodieshasastatutoryfunctiontoundertakeaparticulartaskthesharingofinformationwiththatbodytoundertakethattaskwillbelawfulatcommonlaw[73].
	LawfuluseofdatabyNHSEngland-‘Section255requests’
	Section255oftheHealthandSocialCareAct2012:
	 
	 
	 
	CreatesastatutorymechanismbywhichanypersoncanrequestthatNHSEnglandestablishandoperateasystemforthecollectionoranalysisofinformationontheirbehalf[105].

	 
	 
	Itmustbenecessaryorexpedientfortheexerciseoffunctions,orcarryingoutofactivities,inconnectionwiththeprovisionofhealthcareoradultsocialcare[106].

	 
	 
	NHSEnglandisconsultedontheproposedrequestbeforetherequestismade[107].

	 
	 
	Nonmandatoryrequests,suchasthoseundertakebydevolvedauthoritiesareonlyacceptedatthediscretionofNHSEngland[108],whomustconsider:

	 
	 
	Whethertherequestwouldunreasonablyinterferewithitsfunctions[109];and

	 
	 
	MaytakeintoaccounttheextenttowhichtherequestorhasconsideredNHSEngland’sCodeofPractice[110];or

	 
	 
	AnyadviceandguidancegivenbyNHSEnglandinconnectionwiththerequest[111].


	‘AConﬁdentialCollectionRequest’isthetermusedtodescribearequestwheretheinformationcollectedidentiﬁesanyindividualthatisnotprovidinghealthoradultsocialcare(i.e.aserviceuser)[112]orenablestheiridentitytobeascertained[113].PublicAuthoritiesinWalescanonlymakeaconﬁdentialcollectionrequestwhere:
	 
	 
	 
	WherethepersonmakingtherequestcanrequiretheinformationtobedisclosedtothemorNHSEngland[114]

	 
	 
	WheretheinformationcanbelawfullydisclosedtoNHSEnglandortherequestor[115].


	NHSEnglandcanuseitsdiscretion:
	 
	 
	 
	 
	Topublishanyinformationitreceivesincomplyingwithas255request[116]incertaincircumstances[117]wherehedisseminationisforpurposesconnectedwith:

	 
	 
	 
	Theprovisionofhealthcareoradultsocialcare[118],or

	 
	 
	Thepromotionofhealth[119].



	 
	 
	TomakeinformationavailabletoanypersontowhotheinformationcouldhavebeenlawfullydisclosedtobythepersonsupplyingNHSEngland[120],


	Anypersonmakingasection255requestmayrequestthatNHSEngland:
	 
	 
	 
	Disseminateinformationinlinewithitsdiscretionarypower[123]oranyotherpowerofdisseminationithasormayhave[124]stipulatingtherecipientsmannerandtimingofthedissemination[122].

	 
	 
	Donotdisseminateinformationinlinewithitsstatutoryfunctions


	[121]asrelatetopublication[122].
	TheHumanRightsAct1998
	TheHumanRightsAct:
	 
	 
	 
	Appliestobodiesundertakingtasksofapublicnatureregardlessofwhetherthesearebodiescreatedbystatute[131]

	 
	 
	Doesnotapplytobodiesundertakingtasksofaprivatenature[132].

	 
	 
	Whetherafunctionispublicorprivatewilldependonthetypesofarrangementsinplace[133].


	Whenexercisingstatutorypowers,abodymaybeactingunlawfullyifthey:
	 
	 
	 
	ActinawaythatisincompatiblewithaConventionRight[129]or

	 
	 
	Omitstoactinawaythatiscompatiblewithaconventionright[130]


	InsofarastheDutyofConﬁdenceisconcerned,twohumanrightsusuallyapply,namely:
	 
	 
	 
	Article8:Righttorespectforprivateandfamilylife,and

	 
	 
	Article10:FreedomofExpression.


	Rightsaresubjecttoabalancingacttodeterminewhethertheindividual’srighttoprivacyisoutweighedbytherightoffreedomofexpressionoftheotherperson[135].
	APublicAuthorityisnotactingunlawfullywhere:
	 
	 
	 
	 
	Theyactinaccordancewiththelawandisnecessaryinademocraticsocietyintheinterestsof:

	 
	 
	 
	Nationalsecurity,publicsafetyortheeconomicwell-beingofthecountry,

	 
	 
	Forthepreventionofdisorderorcrime,

	 
	 
	Fortheprotectionofhealthormorals,or

	 
	 
	Fortheprotectionoftherightsandfreedomsofothers[136].’



	 
	 
	Primarylegislationpreventsthemfromactinginanyotherway[28]or

	 
	 
	ThePublicAuthorityisactinginaccordancewithsecondarylegislationandthattheprovisionsofthatlegislationcannotbeinterpretedinawaywhichiscompatiblewiththeConventionrights[29]


	7.CentraldigitalfunctionsinWales:Acasestudy
	7.1DigitalHealthandCareWales
	7.1.1Introduction
	Thissectionexpandsontheinformationcontainedinchapters5and6toexplainhowdatacanbelawfullydisclosedtoDigitalHealthandCareWalesasthecentraldigitalanddatabodyinWales.Itisnotproposedtoanalysethehistoricaloriginsoforganisationsinanymoredetailthanisrelevanttothoseprovisionsthatareinplace.
	7.1.2EstablishmentofDigitalHealthandCareWales
	7.1.2.1TheEstablishmentOrder
	InaccordancewiththepowersgrantedtoWelshMinistersbySection22oftheNationalHealthService(Wales)Act2006,theWelshMinisters,byOrder,createdaSpecialHealthAuthorityknownasDigitalHealthandCareWales[375].Thenewbodywasestablishedonthe30ofDecember2020[442].Thesta,propertyandliabilitiesoftheNHSWalesInformaticsService,adepartmentofVelindreNHSTrust,termeda‘hostedorganisation’,butinreality,notestablishedbyanyinstrumentweretransferredbyaseparateinstrumentwitheectofthe1ofApril2021.Thestafromthisdepartmentweretransferredonthe
	th
	st
	st

	DigitalHealthandCareWaleshaveanumberofcorefunctionssetoutinitsEstablishmentOrder.
	Article3oftheEstablishmentOrderstates:
	‘DHCWistoexercisesuchfunctionsastheWelshMinistersmaydirectinconnectionwith—
	(a)
	(a)
	(a)
	Theprovision,design,management,developmentanddeliveryofdigitalplatforms,systemsandservices.

	(b)
	(b)
	Thecollection,analysis,useanddisseminationofhealthservicedata.

	(c)
	(c)
	TheprovisionofadviceandguidancetotheWelshMinistersaboutimprovingdigitalplatforms,systemsandservices.

	(d)
	(d)
	SupportingbodiesandpersonsidentiﬁedindirectionsgivenbytheWelshMinisterstoDHCWinrelationtomattersrelevanttodigitalplatforms,systemsandservices.

	(e)
	(e)
	AnyothermattersoastosecuretheprovisionorpromotionofservicesundertheAct[444].’


	Interestingly,aswiththeEstablishmentOrderforHealthEducationImprovementWales,theOrderdoesn’tspecifythatthelistofactivitiesinArticle3arefunctionsofDigitalHealthandCareWales.ItstatesthatthelistofactivitiesarethetypesoffunctionthattheWelshMinistersmaydirectittoundertake[444].
	AsthisisintheEstablishmentOrderhowever,itcouldbeinferredthatthesearefunctionalresponsibilitiesoftheorganisationonthedayitwasestablished[254].InanycasethefunctionsofanorganisationarenotlimitedbythetextoftheEstablishmentOrderandtheWelshMinisterscandirectDigitalHealthandCareWalesastotheexerciseofanyofanyofitsfunctions[445],orthosefunctionsoftheWelshMinistersrelatingtothehealthservice[446].
	7.1.2.2DigitalHealthandCareWales:directions
	TheﬁrsttwodirectionsissuedtoDigitalHealthandCareWalesprovideaninterestingbackdroptothecorefunctionsoftheorganisation.
	TheDigitalHealthandCareWalesDirections2020[447]providessomedialogueonthepreparatoryfunctionsthatneededtobeinplaceontheestablishmentoftheorganisation[448].
	ThesecondsetofdirectionsthatwereissuedtoDigitalHealthandCareWaleswereTheDigitalHealthandCareWales(No.2)Directions2021[449].TheseoutlinethefunctionsofDigitalHealthandCareWalesasaSpecialHealthAuthority.
	Paragraph3ofTheDigitalHealthandCareWales(No.2)Directions2021providedirectionstoDigitalHealthandCareWalesasfollows:
	‘(1)Inordertosecuretheprovisionorpromotionofeectivedigitalplatforms,systemsandservicestheWelshMinistersdirectDHCWto—
	(a)
	(a)
	(a)
	design,developanddeliver,eitherdirectlyorbyenteringintoarrangementswithothers,digitalplatforms,systemsandservices.

	(b)
	(b)
	supportandassistothersinthedesign,developmentanddeliveryofdigitalplatforms,systemsandservices.

	(c)
	(c)
	supportthedevelopmentandimplementationofcommonstandardsfordigitalplatforms,systemsandservices.

	(d)
	(d)
	adviseandassisttheWelshMinistersinrelationtothesecurityofdigitalplatforms,systems,servicesandhealthservicedata.

	(e)
	(e)
	supportthedevelopmentofthedigitalworkforcethrougheducation,trainingandpromotionofprofessionalstandards.

	(2)
	(2)
	DHCWmaydoanythingwhichiscalculatedtofacilitate,orisconduciveorincidentalto,thedischargeofitsfunctions[450].


	Paragraph2ofTheDigitalHealthandCareWales(No.2)Directions2021deﬁnes“digitalplatforms,systemsandservices”asmeaning:
	‘...hardware,softwareandotherarrangementsforthedigitalcollection,storage,processing,analysis,useanddisseminationofhealthservicedata[451].’
	“Healthservicedata”isfurtherdeﬁnedasmeaning:
	‘...dataprocessedfororinconnectionwiththeprovisionorpromotionofservicesundertheAct[451].’
	Paragraph2alsospeciﬁesthatreferencesto‘theAct’referstotheNationalHealthService(Wales)Act2006[451].
	Forcompleteness,itisalsoworthnotingthattheterm‘digitalworkforce’refersto:
	‘…thosewhoareemployedorengaged,orconsideringbecomingemployedorengaged,inthedesign,development,ordeliveryofdigitalplatforms,systemsandservices[451].’
	TheﬁrstobservationthatcanbemadeishowgeneralthedirectionsareforthefunctionstobeundertakenDigitalHealthandCareWales.DirectionsmadeunderSection254oftheHealthandSocialCareActaremuchmoredetailedandrelatetoseparateservices.TheHealthandSocialCareAct2012asappliestoNHSEnglandisveryspeciﬁcthatadescriptionoftheservicemustbeincludedintheDirection[452].TherearealsootherproceduralprovisionscontainedwithintheAct[453].
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	Section23(1)oftheNationHealthService(Wales)Act2006howeversimplyprovidesinSection23(1)that:
	‘TheWelshMinistersmaygivedirectionstoaSpecialHealthAuthorityaboutitsexerciseofanyfunctions[454].’
	UnlikethedirectionsthataremadetoNHSEnglandinrelationtodigitalservicesandtheuseofdataunderSection254oftheHealthandSocialCareActthatrequiredirectionsinagranularform[452]withcertainproceduralrequirementstobefollowed[453],Section23(3)oftheNationalHealthService(Wales)Act2006provides:
	‘NothinginprovisionmadebyorunderthisoranyotherActaectsthegeneralityofsubsection(1)[455].’
	Thisisasigniﬁcantlydierentapproach,anditcouldbesuggestedthatthisprovidesmoreﬂexibilityandlessbureaucracyinensuringdatais
	SeeforexampleanAtoZofSecretaryofStateDirectionslistedontheNHSEnglandWebsite:lastvisited5/10/2024
	10
	documents/directions-and-data-provision-notices/secretary-of-statedirections/secretary-of-state-directions-a-z
	https://digital.nhs.uk/about-nhs-digital/corporate-information-and
	-
	-


	madeavailabletorespondtotheneedsofthehealthserviceinatimelymanner.
	Paragraph3(2)ofTheDigitalHealthandCareWales(No.2)Directions2021furtheremphasisedthatthewidescopeoffunctionstobeundertakenbyDigitalHealthandCareWalesinstating:
	‘DHCWmaydoanythingwhichiscalculatedtofacilitate,orisconduciveorincidentalto,thedischargeofitsfunctions[456].’
	ThisprovidessigniﬁcantautonomyinrelationtothewayDigitalHealthandCareWalescanconductitselfinperformingthesefunctions.ThegeneralnatureofthisautonomypermittedbytheParentAct[455].
	7.1.3ThedutyofconﬁdenceandthefunctionsofDigitalHealthandCareWales
	7.1.3.1Thebasics
	ThepurposeofdeﬁningtheoperationoftheNationalHealthServiceinWales,andparticularlyDigitalHealthandCareWalesasacentralbodyfordigitalfunctionsistoclarifyhowthebodiesoperate,andtodemonstratethelawfulnessofdatasharingdespitethedutyofconﬁdence.
	IthasalreadybeenestablishedthatDigitalHealthandCareWaleshasaverybroadsetoffunctions,andasigniﬁcantamountofautonomyinthewaythatthefunctionsareexercised.Whereanorganisationisactinginlinewithitsgeneralfunctions,evenwheredataisnotreferenced,thatorganisationcanlawfullyhaveinformationdisclosedtoit[381].
	7.1.3.2Functionsandthedutyofconﬁdence
	TheauthorofthisthesisisemployedbyDigitalHealthandCareWalesintheﬁeldofinformationgovernanceandhasanin-depthprofessionalknowledgeofthedigitalplatforms,systemsandservicesprovidedbytheorganisation.Someoftheinformationthatfollowsisnotpublishedinthelevelofdetailprovidedandthereforenoreferencesourcescanbeincludedinthisregardtoprovideanypersonreadingwithfurtherinformation.MoregeneralinformationishoweverprovidedonthewebsiteofDigitalHealthandCareWalesinaformthatcanbeunderstoodbythepublic.
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	ThetwofunctionsthataretobeconsideredinthiscasestudyaretheroleofDigitalHealthandCareWalesin:
	 
	 
	 
	Creatinginformationsystems;and

	 
	 
	Collectinganddisseminatingdata.


	OtherfunctionsundertakenbyDigitalHealthandCareWales,whileformingpartofitspurpose,andwhereprocessingdatathatissubjecttothedutyofconﬁdence,willnotbeconsidered.Aseparateanddetailedstudyofthesefunctionswouldbeusefulasaseparateexercise.
	Otherregulatoryorstatutoryconsiderationsarealsooutofscope,andthecommonlawdutyofconﬁdenceistheonlyelementofthelawthatwillbeconsideredinthissection.
	Itcouldbearguedthatthereisartiﬁcialtodistinguishbetweenthecreationofinformationsystemsandthecollectionanddisseminationofdataandthereforetheprovisionsareconsideredonthewhole.
	TheDigitalHealthandCareWaleswebsiteisavailableat:
	11
	https://dhcw.nhs.wales
	https://dhcw.nhs.wales


	BoththecollectionofdatainsystemsthatholdrecordsofthepatientsinteractionswiththehealthserviceandthosecollectionsofspeciﬁcdatasetsinDHCWhaveaclearbasisasafunctionofDigitalHealthandCareWalesunderParagraph3ofTheDigitalHealthandCareWales(No.2)Directions2021[448].ThesystemsthataredesignedanddevelopedtoprovidefrontlinecaretopatientsthroughoutWales,alsohaveaclearbasisunderthesamedirections.
	Paragraph3(1)(a)providesthat,“Inordertosecuretheprovisionorpromotionofeectivedigitalplatforms,systemsandservices[227]”theWelshMinistersdirectDigitalHealthandCareWalesto:
	‘Design,developanddeliver,eitherdirectlyorbyenteringintoarrangementswithothers,digitalplatforms,systemsandservices[457].’
	Bearinginmindthedeﬁnitionofdigitalplatforms,systemsandservicesinparagraph2,thisisnotlimitedtotheworkthatDigitalHealthandCareWalesundertakes.Theorganisationhasafunctiontosupportandassistothersinestablishingdigitalplatforms,systemsandservicesto:
	‘Supportandassistothersinthedesign,developmentanddeliveryofdigitalplatforms,systemsandservices[458].’
	Theﬁrstobservationtobemadeinassessingthescopeoftheseprovisionsrelatestothedeﬁnitionof“digitalplatforms,systemsandservices”.Thisisdeﬁnedasrelatingto:
	‘...hardware,softwareandotherarrangementsforthedigitalcollection,storage,processing,analysis,useanddisseminationofhealthservicedata[459].’
	ThishasaverywidescopeandcouldincludealmostanythingthatDigitalHealthandCareWalesmaydecidetodo.
	Arguableanyfunctionsthatfalloutsideofthedirectprovisionorpromotionofdigitalplatforms,systemsandservices,butcouldbeseen
	asnecessaryforanyreasoncouldbeconstruedasanimpliedfunction[381].AnexampleofthisistheNationalIntelligentIntegratedAuditSystem,thatprovidesautomatedauditfunctionalitytodetectpotentialconﬁdentialitybreachesbystaaccessingpatientrecords.
	Notwithstandingthemoreobviousfunctionsthatmaybeimpliedbythedirections,DigitalHealthandCareWalesneverthelesshassigniﬁcantautonomyinundertakinganyfunctionasprovidedbyParagraph3(2)ofTheDigitalHealthandCareWales(No.2)Directions2021whichprovidesthat:
	‘DHCWmaydoanythingwhichiscalculatedtofacilitate,orisconduciveorincidentalto,thedischargeofitsfunctions[460].’
	Itisclearthatthecreationofanydigitalserviceinrelationtothehealthservice,includingclinicalsystemsiswithinscopeofDigitalHealthandCareWales.Withregardrepositoriesofdata,Informationservicestoincludemaintainingacentralrepositoryofdataiswithinscopeofthefunctionof‘services’thataresecured[459].SuchservicescanbedeliveredbyDigitalHealthandCareWales,orbyathirdparty.Wheredataisbeingcollectedinlinewiththispurposehowever,itisimportanttonotethatsuchacollectionistosecuretheprovisionorpromotionofdigitalplatforms,systems,and
	Paragraph3(3)ofTheDigitalHealthandCareWales(No.2)Directions2021permitsDigitalHealthandCareWalestoadviseandmakerecommendationsinrelationtoanyofitsfunctions[461].ThissuggeststheneedforproactiveengagementwithWelshGovernmentinrelationtooperationaltasks.
	Paragraph3(4)providesthat:
	‘Inexercisingitsfunctions,DHCWmustnotdiscloseinformationifdisclosureoftheinformationisprohibitedbyanyenactmentorotherruleoflaw[462].’
	Theuseoftheword‘prohibited’couldneedfurtherclariﬁcation.Theword‘prohibited’couldsuggestthatdisclosureneedstobeexpresslyprohibitedbyanenactmentorotherruleoflaw.Anotherapproachwouldbetoconsiderthattheword‘prohibited’wouldrelatetoanycircumstanceinwhichdisclosurewouldbeunlawful.Thereisnocaselawonthis,however,theParentAct,theNationalHealthService(Wales)Act2006,doesprovidesomeguidance.
	Section140(6),asrelatestodisclosuresofdocumentation,andinformationheldbyoronbehalfofWelshMinisters,provisionsoutsideofthescopeofthisthesis,providesthat:
	‘Informationtowhichthissectionappliesmaybedisclosedinaccordancewithsubsection(3)despiteanyobligationofconﬁdencethatwouldotherwiseprohibitorrestrictthedisclosure[463].’
	Theuseoftheword‘prohibit’inthiscontextintheNationalHealthService(Wales)Act2006suggeststhattheobligationofconﬁdenceitselfprohibitsdisclosureofinformation.Inthecaseofparagraph3(4)therefore,itisinferredthattheword‘prohibited’referstotheactofanunlawfuldisclosure,andnothavingaspeciﬁcrestrictiononsharingspeciﬁcinformation.
	Arguably,actinglawfullyisanobligationplacedoneveryperson,includinglegalpersonssuchasaSpecialHealthAuthority.ItthereforestandstoreasonthatDigitalHealthandCareWalesshouldnotdiscloseinformationwhereadisclosureisunlawful.Ofcourse,suchaprohibitionwouldnotapplywhereDigitalHealthandCareWaleshasalawfulexcuse,oranotherbodyhasalawfulreasontoreceivetheinformation,suchasreceivingtheinformationinaccordancewithitsstatutoryfunctions.
	ObligationsinrelationtoserviceimprovementbyDigitalHealthandCareWalesunderParagraph4ofTheDigitalHealthandCareWales(No.2)Directions2021areoutofscopeofthisthesis.
	7.1.4Dicultieswiththeestablishedmodel
	7.1.4.1IssuesObtainingDatafromstatutoryNHSorganisationstoperformcorefunctions
	Asoutlinedabove,DigitalHealthandCareWales[1]hasaclearremitinitsestablishmentorder[2]andhasexpressfunctionssetoutindirections[5],thatcanbelegitimatelyappliedinthemostgeneralsense[11]withautonomy[6].Inlaw,whenperformingthesefunctions,DigitalHealthandCareWalescanlawfullyhaveinformationdisclosedtoit[13].TheonlyprohibitionrelatestoanydisclosurebyDigitalHealthandCareWaleswherethisisprohibitedbylaw[21].
	Whilethisprimafacieappearsnottobeaproblematicposition,misunderstandingsastohowinformationsubjecttothedutyofconﬁdencecanbedisclosedtoDigitalHealthandCareWaleswillcontinuetobeanissue[16]particularlywherethereisnoclearstatutoryrequirementtodisclosedata.NHSEngland,forexamplehavepowersthatenablethemtorequirethatdatabeprovidedtoittoundertakeitsstatutoryfunctions.
	Section259oftheHealthandSocialCareAct2012enablesNHSEnglandtorequire[464]thatanyhealthandsocialcarebody[465]oranypersonotherthanapublicservicebodyprovidingservicesonbehalfofapublicbodyinhealthoradultsocialcareinEngland[466]toprovideitwithanyinformationthattheyconsider‘necessaryorexpedientforNHSEnglandtohave’inrelationtofunctionscarriedoutundertherelevantchapteroftheHealthandSocialCareAct2012[467].Theycanalsorequestofanyotherpersontoprovideitwithinformation[468].
	Theapproachtoconﬁdentialitytakenbythehealthprofessions,imposespeciﬁcapproachestoconﬁdentialitythatextendbeyondthescopeof
	thecommonlawrequirements[16].Theseareoftenimposeduponahealthcareprofessionalactingintheirclinicalcapacity[17]andnotupontheorganisationactinginlinewiththeirstatutoryfunction.
	WhilerelationshipswithHealthBoardsandNHSTrustsinWalesmayenableconstructivediscussionstotakeplacetoensurethatdataissharedforthemutualbeneﬁtofpatients,intheeventaHealthBoardorNHSTrustrefusedtoshareonthebasisthattheywereunsureofthelaw,thiscoulddelay,orevenresultinprogrammesorprojectssetuptobeneﬁtpatientsbeingcloseddownbeforeachievingtheiraim,havingalsoaccumulatedcosts.
	7.1.4.2IssuesobtainingdatafromprimarycarecontractorssuchasGPs
	WheredataisstoredinthesystemsofthoseprovidingNHSservicessuchasinGPsurgeries,orincommunitypharmacies,despiteanylawfulexcusethatDigitalHealthandCareWalesmayhavetoreceivethatdata,thereisnodirectprovisioninlegislationthatrequiresthatthisbeprovidedtoDigitalHealthandCareWales.Inanycase,itmaybeimpracticalincommunicatingwitheachprimarycarecontractor.
	Therearehoweveroptionstorequiredatabeprovided.TheexamplesprovidedrelatetoGeneralPracticeinformation.
	TheoperationofGPservicesinWalesis,attimeofwriting,regulatedbyTheNationalHealthService(GeneralMedicalServicesContracts)(Wales)Regulations2023[439].
	Paragraph85ofSchedule3totheRegulationsprovidesthat:
	‘(1)Subjecttosub-paragraph(2),thecontractormust,attherequestoftheLocalHealthBoard,producetotheLocalHealthBoardortoapersonauthorisedinwritingbytheLocalHealth
	‘(1)Subjecttosub-paragraph(2),thecontractormust,attherequestoftheLocalHealthBoard,producetotheLocalHealthBoardortoapersonauthorisedinwritingbytheLocalHealth
	Board,orallowtheLocalHealthBoardorapersonauthorisedinwritingbyit,toaccess—

	(a)
	(a)
	(a)
	anyinformationwhichisreasonablyrequiredbytheLocalHealthBoardforthepurposesoforinconnectionwiththecontract,and

	(b)
	(b)
	anyotherinformationwhichisreasonablyrequiredinconnectionwiththeLocalHealthBoardfunctions.

	(2)
	(2)
	Thecontractorisnotrequiredtocomplywithanyrequestmadeinaccordancewithsub-paragraph(1)unlessithasbeenmadebytheLocalHealthBoardinaccordancewithdirectionsrelatingtotheprovisionofinformationbycontractorsgiventoitbytheWelshMinistersundersection12(3)oftheAct.

	(3)
	(3)
	Thecontractormustproducetheinformationrequested,or,asthecasemaybe,allowtheLocalHealthBoardaccesstothatinformation—(a)byadateagreedasreasonablebetweenthecontractorandtheLocalHealthBoard,or(b)intheabsenceofsuchagreement,within28daysbeginningwiththedatetherequestismade[470].’


	Tomandateacollectionofdatafromgeneralpracticethereforethefollowingstepsmustbeundertaken:
	Stepone:TheWelshMinistersmustdirecttheLocalHealthBoardinaccordancewiththeprovisionsofSection12(3)oftheNationalHealthServices(Wales)Act2006torequestfromGPsthatinformationrequired,andtoauthoriseDHCWaccesstotheinformation[471].
	Steptwo:TheLocalHealthBoardmustthenwritetotheGPstorequirethemtoprovideinformationrequiredinconnectionwithgeneralLocalHealthBoardfunctionsandauthorisingittobedisclosedtoDigitalHealthandCareWales[472].
	Stepthree:Theinformationmustbeprovidedwithinin28daysoftherequest[473]oratadataagreedasreasonablebetweenthecontractorandLocalHealthBoard[474].Asasidenote,itmaybedicultforLocalHealthBoardstoagreewithevery
	Stepthree:Theinformationmustbeprovidedwithinin28daysoftherequest[473]oratadataagreedasreasonablebetweenthecontractorandLocalHealthBoard[474].Asasidenote,itmaybedicultforLocalHealthBoardstoagreewithevery
	GPpracticeonadatetosupplyinformation,giventhenumberofGPpractices,andthereforeitmaybeeasiernottospecifyadateandreceivethedatainthetwenty-eight-daylimit.Thissaid,theprovisionofagreeingadatewithcontractorsisausefulprovisionshouldaGPpracticeseekmoretime.

	Fromtheinformationabove,itcanbeobservedthatthisprocessisonlypracticalfortheextractionofdatarequestsonanadhocbasis.Whileitispossiblethatsuchaprocesscouldbeutilisedonaregularbasistoacquiredatasets,thisisverybureaucratic.
	ThenextsectionlooksathowitmaybepossibleforDigitalHealthandCareWalestolawfullyrequiredatainlinewithexistingenactmentsasapplytoWales.
	7.1.5SolutionstodataprovisionforDigitalHealthandCareWales
	7.1.5.1Introduction
	ItisnotproposedtoexplorethelegislativecompetenceoftheWelshParliamentinthisthesistocreatestatutoryprovision.ThissectionexplorestheexistingpowersavailabletotheWelshMinisters,andhowtheycouldbeutilisedtostreamlinedataprovisiontoDigitalHealthandCareWales.
	Whiletheremaybeotheroptions,twomethodsbywhichinformationcouldberequiredfromLocalHealthBoards,NationalHealthServiceTrusts,andotherNHSorganisationswillbeconsidered.TheﬁrstrelatestoGeneralPractice,andinparticularamendmentsthatcouldbemadetoTheNationalHealthService(GeneralMedicalServicesContracts)(Wales)Regulations2023orincludedinanyRegulationsthatreplacethem.ThesecondrelatestotheWelshMinistersexistingpowersinmaking
	Whiletheremaybeotheroptions,twomethodsbywhichinformationcouldberequiredfromLocalHealthBoards,NationalHealthServiceTrusts,andotherNHSorganisationswillbeconsidered.TheﬁrstrelatestoGeneralPractice,andinparticularamendmentsthatcouldbemadetoTheNationalHealthService(GeneralMedicalServicesContracts)(Wales)Regulations2023orincludedinanyRegulationsthatreplacethem.ThesecondrelatestotheWelshMinistersexistingpowersinmaking
	directionsinconjunctionwiththepowertomakeRegulationsformedicalpurposesundersection251oftheNationalHealthServiceAct2006.

	7.1.5.2Utilisingprovisioninthe‘GMSContactRegulations’
	InrelationtoGeneralMedicalServices,arequirementforGPpracticestoprovidedatatoDigitalHealthandCareWalescouldbeprovidedforinanupdateto,orreplacementofTheNationalHealthService(GeneralMedicalServicesContracts)(Wales)Regulations2023[439].
	TheNationalHealthService(GeneralMedicalServicesContracts)Regulations2015[475]asappliestogeneralpracticeinEngland,providesasimilarclausetothatinNationalHealthService(GeneralMedicalServicesContracts)(Wales)Regulations2023[439]asenablesLocalHealthBoardstorequiredata[470].IntheEnglishRegulationsthereisaprovisiontoenableNHSEnglandtocentrallyrequireinformationbesupplied[476].Aspreviouslynoted,thisapproachisverybureaucratic.Amoreconvenientoptionwouldbetoidentifytheappropriateﬂowofdatarequiredforspeciﬁcfunctionsand
	‘(1)Subjecttoparagraph(2),acontractormust,inanycasewherethereisachangetotheinformationincludedinapatient’smedicalrecord,enabletheautomatedretrievalofsummaryinformationfromtheWelshGPRecord(WGPR)andtheNHSWalesApp,whenthechangeoccurs,usingapprovedsystemsprovidedtoitbytheLocalHealthBoard.
	(2)TheenablingofautomatedretrievalofsummaryinformationfromtheWGPRmustbeforclinicaluse[477].’
	ItcouldbearguedthatinhavingalawfulbasistoholdGPdataintheexerciseofitsfunctions,thatoncereceived,itcouldbeusedforotherpurposesthatformpartofDigitalHealthandCareWales’sfunctions[12].
	ThishowevermaynotbeanappropriatesolutiontotheissuefromtheperspectiveoftheWelshGovernment,orintermsofwhattheGPcommunitymayconsiderappropriate.
	7.1.5.3CreatingRegulationsgivingDigitalHealthandCareWalesautonomy
	Thesecondmethodismorecomplex.InthepreviouschapterthepotentialtocreateRegulationundertheprovisionsofsection251(1)oftheNationalHealthServiceAct2006wasdiscussed,andinparticularinrelationtoanypatientinformation[257],includingConﬁdentialPatientInformation[258].Section251(1)oftheNationalHealthService(Wales)Act2006providesthatthe:
	‘SecretaryofStatemaybyRegulationsmakesuchprovisionforandinconnectionwithrequiringorregulatingtheprocessingofprescribedpatientinformationformedicalpurposesasheconsidersnecessaryorexpedient—
	(a)
	(a)
	(a)
	intheinterestsofimprovingpatientcare,or

	(b)
	(b)
	inthepublicinterest[251].’


	Whiletherearemanydierenttypesofactivitiesthatcanberegulated,suchas,forexample,communication’s[259],onlytheissueasrelatestodataprovisionofdatatoDigitalHealthandCareWaleswillbeconsideredinthissection.
	RegulationsunderSection251(1)oftheNationalHealthServiceAct2006canrequiretheprovisionofdataformedicalpurposesasdeﬁnedbySection251(12)oftheAct[252]orforthemanagementorplanningofhealthandsocialcareservices.Prescribedconditionscouldbeputinplaceonthistypeofdisclosure[263],suchastheimplementationofsafeguards,oraprivacycommitteetoassurepatientsandthepublic.
	UndertheRegulations,theWelshMinistersmustconsidersubjectivelythattheprovisionscontainedintheRegulationsare“necessaryor
	expedient[251]”intheinterestsofimprovingpatientcare[478],orinthepublicinterest[479].ThisissomethingforconsiderationbytheWelshMinisters,butitcouldbearguedthatanarmativeconclusioncouldbemadeinthisregardgiventheimportanceofdatainrelationtothestrategicbeneﬁtsofanationalNHS.
	ThereisalsoarequirementthatRegulationsshouldonlymakeprovisionwherethisisreasonablypracticalinthecircumstances[253].GiventhecomplexityoftheNationalHealthService,providinginstructionsbyspeciﬁcdirectionseverytimeadatasetwasrequiredcouldbeabureaucraticprocess,involvingalotofpeople,andsigniﬁcantcost.Whileastatutoryfunctioncanmeanthatthereisnobreachofconﬁdence,forthepurposeoftheUKGDPR,eachorganisationisControllerofthisdata,andanotherorganisation,whilehavingastatutoryfunctionwouldnothaveaccesstodata.SuchRegulation
	RegulationsunderSection251(1)mustnotsolelybecreatedforthepurposeofprovidingcareandtreatmentforindividuals.AbodysuchasDigitalHealthandCareWalesthatundertakesdigitalanddatafunctionswouldnotdetermine“thecareandtreatmenttobegiventoparticularindividuals[255]”,andwhileinformationmaybeusedtodeterminecareandtreatmentofcareandtreatment,itwouldnotbesolelyusedforthispurpose[255].ItcanbenotedatthispointthatthefunctionalityrequiredtoenabletheWelshGPrecordtobeviewedinhealthcaresettingsisaprovisionalreadyinplace,andtheacc
	TherearetwooptionsintheuseofthisRegulation.TheﬁrstwouldbethatthosefunctionsaredirectlyconferredonDigitalHealthandCareWalesintheRegulations.ThesecondoptionwouldbefortheWelshMinisterstoretainthepower,andthentodirectDigitalHealthandCareWalesto
	TherearetwooptionsintheuseofthisRegulation.TheﬁrstwouldbethatthosefunctionsaredirectlyconferredonDigitalHealthandCareWalesintheRegulations.ThesecondoptionwouldbefortheWelshMinisterstoretainthepower,andthentodirectDigitalHealthandCareWalesto
	undertakethesefunctionsbyDirection,underSection24(1)oftheNationalHealthService(Wales)Act2006whichenablestheWelshMinisterstodirectaSpecialHealthAuthoritytoexercisethefunctionsoftheWelshMinistersinrelationtotheHealthService[446].

	ItshouldbenotedthatcreationofnewRegulationswouldnotreplaceanyexistingRegulationsproducedunderSection251.Ifarevampoftheexistingframeworkwashoweverproposed,itcouldbeanoptiontoconsolidatetheprovisionsinanewsetofRegulations.
	7.1.5.4Provisionstosetasidethedutyofconﬁdence
	WhileDigitalHealthandCareWalesdohavegenerallegalpowerstoreceivetheinformationlawfully,intheinterestsofcertainty,andtoprotectorganisationsfrominadvertentbreachesofconﬁdencethepowertosetasidethedutyofconﬁdencecouldbeimplementedintheRegulations[245].AsimilarclausetothatcontainedinRegulation4oftheextantHealthService(ControlofPatientInformation)Regulations
	[265]couldbeused.AnotherbeneﬁtintakingthisapproachwouldbethatifbycomplyingwiththeprovisionsthisdidinanywayoperateinconsistentlywiththedataprotectionRegulations[271],thesettingasideofthedutyofconﬁdencewouldnotbeaected[272].
	7.1.5.5Consultation
	AnyRegulationscreatedunderSection251(1)mustbefullyconsultedupon[480].WhilethelegalobligationrestsontheWelshMinisterstosubjectivelydecidewhoshouldbeconsulted[480],itcouldbesuggestedthatappropriatebodiesshouldincludethoseorganisations,contractorsorpeopleaectedbytheRegulations,andprofessionalbodies.
	7.1.5.6OthermattersrelatingtopotentialRegulation
	ItisnotproposedtodiscussthemeritsoroptionsthatcouldbeavailabletocreatesanctionsunderSection251(2)(d)oftheNationalHealthService(Wales)Act2006.ItcouldbesuggestedhoweverthatsanctionswillensurecompliancewithanyRegulationspassed.
	AnyRegulationscreatedunderSection251(1)mustbereviewedbytheWelshMinistersinlinewiththerequirementsofSection251(5)withinonemonthontheanniversaryoftheRegulationscomingintoforce[481],Aspartofthisprocess,theWelshMinistersmustconsiderwhetheranyotherprovisioncanbeincludedinRegulations[481],andvarytheRegulationsofmakenewRegulationstoreﬂectthesenewprovisions[482].
	7.2DisclosuresbyDigitalHealthandCareWales
	WhilethischapterdiscussesthestatutorypowersofDigitalHealthandCareWalesandhowdatacanbeacquired,itisimportanttonotethatdatacanalsobedisclosedtootherbodieswheretheyhavestatutoryfunctions[381].Wherebodiesarenotformedbyalegalinstrumentthatcreatespowershowever,themechanismssetoutinotherpartsofthisthesiswillstillapply.Forexample,datacanbedisclosed:
	 
	 
	 
	Withtheconsentofapersontowhomthedatarelates

	 
	 
	Whereitisinthepublicinteresttodoso

	 
	 
	Wherethereisastatutoryprovisionthatcompelsdisclosure

	 
	 
	Wherethereisprovisionthatdatacanbedisclosedinotherlegislation,suchastherebeinganapprovaltoprocessdataunderRegulation5oftheControlofPatientInformationRegulations.


	7.3EmbeddingtheprinciplesinworkingpracticesinDigitalHealthandCareWales
	Followingthesubmissionofthisthesis,aplanofactionistoputinplacetoproviderobustprocessesandguidanceinplacetoensurethatDigitalHealthandCareWales.Theworktobeundertakenwillbuildonexistinggoodpracticeintheorganisationwhichhasbeencontinuouslyimprovedutilisingknowledgegainedthroughtheresearch.
	7.4SummaryofChapter7
	ThischapterrepresentstheﬁrstcomprehensiveacademictextofthepowersofDigitalHealthandCareWalesandhowdatacanbelawfullyusedinlinewiththosepowers.
	TheestablishmentandstatutorypowersofDigitalHealthandCareWalescanbesummarisedasfollows:
	 
	 
	 
	 
	DigitalHealthandCareWaleswasestablishedonthe30ofDecember2020[442]asaSpecialHealthAuthoritybyOrder
	th


	[375]underpowersprovidedtoWelshMinistersundertheNationalHealthService(Wales)Act2006[2]

	 
	 
	Functionalresponsibilitiesinferred[254]bytheEstablishmentOrder[444].

	 
	 
	FunctionsofaSpecialHealthAuthoritycanbesetoutinDirections[454],andaccordinglydirectionswereissued[450]tosettingoutitsfunctions[8].

	 
	 
	GeneraldirectionsmadeunderSection23oftheNationalHealthService(Wales)Act2006arelawful[455].

	 
	 
	‘DHCWmaydoanythingwhichiscalculatedtofacilitate,orisconduciveorincidentalto,thedischargeofitsfunctions[456].’

	 
	 
	‘Inexercisingitsfunctions,DHCWmustnotdiscloseinformationifdisclosureoftheinformationisprohibitedbyanyenactmentorotherruleoflaw[462].’


	Table8(below)setsoutthemainfunctionsofDigitalHealthandCareWales.
	Tosupportthedevelopmentandimplementationofcommonstandardsfordigitalplatforms,systemsandservices[14].
	ToadviseandassisttheWelshMinistersinrelationtothesecurityofdigitalplatforms,systems,servicesandhealthservicedata[15].
	Tosupportthedevelopmentofthedigitalworkforcethrougheducation,trainingandpromotionofprofessionalstandards[16]
	Table8:DHCW-MainFunctions
	Theterm‘digitalplatforms,systemsandservices’relateto‘...hardware,softwareandotherarrangementsforthedigitalcollection,storage,processing,analysis,useanddisseminationofhealthservicedata[459].’
	ThefollowingissuesexistinensuringthatdatacanbeobtainedbyDigitalHealthandCareWales:
	 
	 
	 
	UnlikepowersthatNHSEnglandhavetorequiredata[19]noequivalentfunctionexistsinrelationtoDigitalHealthandCareWales.

	 
	 
	 
	GPinformationcanonlyberequestedbytheLocalHealthBoard[470].NoprovisionexistsforDigitalHealthandCareWales.Thiscancreateaconvolutedprocesswhere:

	 
	 
	 
	TheWelshMinistersdirecttheLocalHealthBoard[21]torequestinformation[471].

	 
	 
	TheLocalHealthBoardmustwritetotheGPstorequirethemtoprovideinformationtoDigitalHealthandCareWales[472].




	Asolutiontotheissueofobtainingdatamayinclude:
	 
	 
	 
	Asrelatestogeneralpractice,makingmodiﬁcationstoincludeprovisionintheNationalHealthService(GeneralMedicalServicesContracts)(Wales)Regulations2023[439]forDigitalHealthandCareWalestoacquiredata.SimilarprovisionexistsinTheNationalHealthService(GeneralMedicalServicesContracts)Regulations2015[475]inEnglandtoenableNHSEnglandtocentrallyrequireinformationbesupplied[476].Onanadhocbasisthiscouldbebureaucratic,butsimilarprovisionstoretrieveGPinformationroutinely,asusedfortheNHSWalesAppmaybemoreecient[477].

	 
	 
	 
	Asrelatestomoregeneraldatafunctions,thereisanoptiontocreateRegulationundertheprovisionsofsection251oftheNationalHealthServiceAct2006torequiretheprovisionofdataformedicalpurposesasdeﬁnedbySection251(12)oftheAct[252]orforthemanagementorplanningofhealthandsocialcareservices.SettingasidethedutyofconﬁdenceaspermittedbytheAct[245],soprovidingotherbodieswithcertainty.Newregulationcouldthen:

	 
	 
	 
	BedirectlyconferredonDigitalHealthandCareWalesinthoseRegulations;or

	 
	 
	ConferredonDigitalHealthandCareWalesbydirectiontoundertakethefunctionsonitsbehalf[446].




	Thenextchapteractsasaconclusiontothisthesis.
	8.Conclusionandfuturework
	Contributiontoknowledge
	Thepurposeofundertakingtheresearchoriginatedfrominternaldiscussionsrelatingtothelackofclarityaroundthelawasrelatestothedutyofconﬁdenceandtheresultingwhetherdisclosurescouldbemadelawfully.TheauthorisemployedinaseniorinformationgovernanceroleintheorganisationandhadobservedthatacrosstheNHSinWalestherewereoftenmisconceptionsastowhatconstitutedlawandwhatconstitutedgoodpractice.
	Asexplainedinthepreviouschapter,theresearchundertakenforthisPh.D.hasalreadybeenusedwithintheserviceandwillbeutilisedtoprovidefurtheradviceandguidanceintheservice.Thisresearchprovidesthefollowingcontributionstoknowledge:
	 
	 
	 
	Chapter2providesabasicsetofprinciplesrelevanttotheNHS,thatwillcontributetoabetterunderstandingastowhetherinformationisconﬁdential.

	 
	 
	Chapter3providesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothedefenceofconsentasrelatestothedutyofconﬁdenceinthehealthcarecontext.

	 
	 
	Chapter4providesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothepublicinterestdefenceasrelatestothedutyofconﬁdenceinthehealthcarecontext.

	 
	 
	Chapter5representstheﬁrstcomprehensiveacademictextofthepowerstotheSecretaryofStateforHealthinEnglandandtheWelshMinistersundersection251oftheNationalHealthServicesWalesAct2006.TheChapteralsodescribestheregulationscurrentlyinforce.

	 
	 
	 
	Chapter6providesanacademictextsystemisingandexplainingcomprehensivelyexistingknowledgeinrelationtothepubliclaw,

	andhowthisenablesdatatobesharedorobtainedlawfullywherethereisadutyofconﬁdence.ThechapteralsorepresentstheﬁrstcomprehensiveacademictextofthebasicstatutoryfunctionsinplaceinNHSWalesandhowthesecanenabledatatobesharedorobtainedlawfullybyNHSstatutorybodieswherethereisadutyofconﬁdence.

	 
	 
	Chapter7representstheﬁrstcomprehensiveacademictextofthepowersofDigitalHealthandCareWalesandhowdatacanbelawfullyusedinlinewiththosepowers.


	Thisworkthusmakesasigniﬁcantcontributiontoknowledgebyaddressingeachoftheseissues.
	Informationcontainedinthisthesis
	Thisthesishassetouttherelevantinformationwithintheprovidedscopeasfollows:
	 Commonlawdutyofconﬁdence
	Thethesisdeﬁnesthecommonlawdutyofconﬁdencetotheextentsetoutatthebeginningoftheresearchprojectby:
	 
	 
	 
	Deﬁningthedutyofconﬁdenceasrelatestheconﬁdentialinformationthatrelatestoindividuals,withreferencestohealthdatawhereappropriate.

	 
	 
	Settingouttheelementsasrelatetoapotentialbreachofconﬁdenceinthefollowingareas: Qualityofconﬁdence:Adescriptionoftherelevant


	factorsthatrelatetoestablishingthequalityofconﬁdenceincluding:
	 
	 
	 
	Theformatofinformation

	 
	 
	Theeectoftrivialconﬁdences

	 
	 
	Theeectofinformationenteringthepublicdomain

	 
	 
	Theeectofanonymisation

	 
	 
	Theeectofdeathonconﬁdentialinformation

	 
	 
	Otherincidentalinformationthatisofnote,andrelevanttothesubjectisincludedforcompleteness.


	 Impartedincircumstancesimportinganobligationofconﬁdence’:Anexplanationastowheninformationisconsideredtohavebeenimpartedincircumstancesimportinganobligationofconﬁdencewithreferencetothecaselaw,andotherfactors,includingrelationships.
	 Breachofconﬁdence:Deﬁningwhatismeantbyabreachofconﬁdenceandexplainingthecircumstancesbywhichabreachofconﬁdencemayarise.Wheretherearebreachesofthedutyofconﬁdenceinrelationtopersonalinformation,anexplanationhasbeenincludedastohowthiswillalsoresultinabreachoftheUKGDPR.
	 Defences:consent
	Thethesisdeﬁnesconsenttotheextentsetoutatthebeginningoftheresearchprojectby:
	 
	 
	 
	Deﬁningvalidconsentassetoutingeneralcommonlawprinciples,acknowledgingthelackofcaselawinrelationtothedutyofconﬁdence.

	 
	 
	Settingoutthecomponentsforconsentincluding:


	 Knowledge:
	 
	 
	 
	Theexpectationsasrelatetoknowledgeandtheconceptsappliedinrelationtoanyexpressandcompliedconsent.

	 
	 
	Theconceptofreasonableexpectations

	 
	 
	Theimpactofamisrepresentationonknowledge.

	 
	 
	Anoverviewofkeyprinciplesasrelatestocapacity,includingathighlevel,andoverviewoftheMentalCapacityAct2005,andthelawthatcreates


	considerationsatcommonlawinrelationtoadultsandchildren.
	 Freelygivenconsent:
	 
	 
	 
	Thedeﬁnitionoffreelygivenconsent,describinghowrelationshipscanaectfreelygivenconsent.

	 
	 
	Anexplanationontheeectofundueinﬂuenceonwhetherconsenthasbeenfreelygiven.


	 Signifyingconsent:
	 Thewaysinwhichconsentcanbesigniﬁedisexplainedinthethesis.
	 Anexplanationoftherelevanceofconsentatcommonlaw,andhowthetworegimesoperateinpractice.
	 Defences:publicinterest
	Thechapterdeﬁneswhatismeantbyapublicinterestdisclosureby:
	 
	 
	 
	Illustratingwherethepublicinterestdefenceshasbeenapplied.

	 
	 
	Setoutthebasicprincipleofthepublicinteresttest.

	 
	 
	Explainstherelevanceofthetimingofadisclosureandthepartiestothatdisclosure.

	 
	 
	Setsouthowthepublicinteresttestappliesinthepublicsector,

	 
	 
	ExplainswhythepublicinteresttestisrelevanttoanyrequestforinformationundertheFreedomofInformationAct2000.


	 Defences:lawfuldisclosures–disclosurespermittedorrequiredbyStatute
	Lawfuldisclosuresinlawareexplained,withaparticularfocusondisclosuresenabledbySection251oftheNationalHealthServiceAct2006.Inparticularthisthesis:
	 
	 
	 
	DeﬁnesthepurposeofSection251oftheNationalHealthServiceAct2006.

	 
	 
	ExplainstheprovisionsthatdevolvefunctionstotheWelshMinisters.

	 
	 
	ExplainsthepowersconferredbytheAct.

	 
	 
	DescribescurrentRegulationundertheAct,andinparticular: ExplainsthescopeoftheRegulations Explainstheeectonthecommonlawdutyofconﬁdence Providesahigh-leveldescriptionoftheoperationand


	eectofRegulation2asrelatestocollectionsof
	informationasrelatestoneoplasia,
	 Providesahigh-leveldescriptionofthelawandeectofRegulation3asrelatestocommunicablediseasesandotherriskstopublichealth,withahigh-leveloverviewoftheiruse,consideringtheprovisionscontainedintheRegulation,andtheeectofanoticetoprocessinformation.
	 OutlinesofthepurposeofRegulation5,andhowitoperates.
	 Lawfuldisclosures:statutoryfunctions
	Thechapterdescribesthosestatutorygatewaysthatexist,andinparticularit:
	 
	 
	 
	Describesthetypesofstatutorygatewaythatmayexistthatenableconﬁdentialinformationtobeacquiredordisclosedincertaincircumstances.

	 
	 
	Explainsothergatewaysthatmaybeavailablethatderivefromgovernment,butonlytotheextentastoexplaintheirexistence.

	 
	 
	DescribeshowthestatutorybodiesinWaleswereformedandareorganisedatahighlevel.ThespeciﬁcfunctionsofHealthBoardsandNHSTrustsinWales,ortheFunctionsofHealthEducationImprovementWales,arenotconsidered.

	 
	 
	 
	DescribesTheWelshMinisterspowerstodirectNHSorganisationsandinparticular:

	o 
	o 
	o 
	Thestatutoryprovisionsthatrelatetospeciﬁcdirections

	o 
	o 
	Theformatofdirections

	o 
	o 
	Theamendmentorrevocationofdirections



	 
	 
	ExplainsthemechanismsavailabletoenableNHSEnglandtocreateaninformationsystemonbehalfofanyotherperson.

	 
	 
	HighlightstheimpactoftheHumanRightsAct1998onstatutoryfunctionsofapublicauthority.


	 CentraldigitalfunctionsinWales:Acasestudy
	ThethesisexplainshowDigitalHealthandCareWales:
	 
	 
	 
	Isestablishedinlaw

	 
	 
	Canuseofinformationsubjecttothedutyofconﬁdenceasaresultofitsfunctionsanddirections.

	 
	 
	TheroleofDigitalHealthandCareWales

	 
	 
	Isabletodatadisclosedtoitlawfullydespitethedutyofconﬁdenceasaresultofitsfunctions.


	ThethesisalsoexploresthedicultiesthatDigitalHealthandCareWalesencounterswithinthecurrentestablishedmodel,withreferencetothepowersenjoyedbyNHSEngland.PotentialsolutionsareidentiﬁedthatcouldbeappliedwithDigitalHealthWalesexistinginitscurrentform.
	Applicationoftheresearchtodate
	TheauthorisaPrincipalInformationGovernanceLeadatDigitalHealthandCareWales.Theresearchhasbeentimelyastheorganisationwasformedduringtheperiodofresearch,andthereforeprinciplesestablishedaspartoftheresearchhavebeenusedfrequentlyto:
	 
	 
	 
	AdviseWelshGovernmentocialsastothenecessaryactionthatmayberequiredtoensureDigitalHealthandCareWalescanreceiveinformationsubjecttothedutyofconﬁdencelawfully,inlinewithcommonlawprinciples.

	 
	 
	AdvisecolleaguesintheNHSinEnglandhowthelawasappliestobodiesinWalescanbeusedtoprocessesinformationsubjecttothedutyofconﬁdencelawfully.

	 
	 
	ProvideinternaladviceduringtheCovid-19pandemicarounddisclosuresofinformationbyapplicationofstatutoryfunctions.

	 
	 
	ProvideinternaladvicewithinNHSWalesastothelawfulnessofdisclosuresofdatasubjecttothedutyofconﬁdence.


	Futureresearch
	Thisthesissetsoutmanykeyareasasrelatetothecommonlawdutyofconﬁdence.Itintendstodemystifythelawintheareatoenablethelawfulsharingofinformation.Thethesisintentionallylooksspeciﬁcallyatthelawintheseareas.Furtherresearchcouldinclude:
	 
	 
	 
	Acomparisonoflegalprincipleswiththoseethicalprinciplessetoutbyprofessionalbodies,toincluderesearchtoexplainthosecircumstanceswhereethicalprinciplesmayapply.

	 
	 
	EstablishingwhetherexistingapprovalsunderRegulation5oftheHealthService(ControlofPatientInformation)Regulations2002hadalawfulbasisatcommonlaw,withtheeectthattheapprovalwasnotwithinscopeofRegulation5andthereforerenderingtheapprovalultravires.

	 
	 
	ExamininginwhichtypeofsituationthedutyofconﬁdencecouldbesetasidebycrownpowerssuchastheRoyalPrerogative.

	 
	 
	Astudyonhowthelawcomparestosociolegalprinciplesofconﬁdentiality,notdiscussedbythisthesis,butthetextsofwhichtheauthorisawareofandmanyofwhichhehasread.


	Aspartoffurtherwork,aguidancedocumentforinformationgovernanceprofessionalsinWaleswouldbeausefuldocument.SuchguidancecouldapplytheprinciplesofthecommonlawdutyofconﬁdencetogetherwithothergoodpracticeguidanceandapplythisinawaythatisappropriatetotheorganisationsthatformtheNationalHealthServiceinWales,
	Aspartoffurtherwork,aguidancedocumentforinformationgovernanceprofessionalsinWaleswouldbeausefuldocument.SuchguidancecouldapplytheprinciplesofthecommonlawdutyofconﬁdencetogetherwithothergoodpracticeguidanceandapplythisinawaythatisappropriatetotheorganisationsthatformtheNationalHealthServiceinWales,
	establishinggoodpracticeguidanceandrobustprocessestoensurethatinformationisonlyusedinappropriatecircumstances.
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	Term
	Term
	Term
	Meaning

	Article(asaprovisioninlegislation)
	Article(asaprovisioninlegislation)
	Usedtodescribeaprovisioninlegislation.Oftenonlyusedwherelegislationreferstotheprovisionscontainedthereinasarticles.

	Battery(tortof)
	Battery(tortof)
	Intentionallyanddirectlyapplyingforcetoanotherperson’sbodywithoutanylawfuljustiﬁcation.

	Causation(law)
	Causation(law)
	Theneedtoprovethatcertainactionscausedcivilorcriminalliability.

	ChiefMedicalOcer
	ChiefMedicalOcer
	Seniorgovernmentocial(includingindevolvedadministrations,wholeadsonmattersofpolicyandoperationalhealthandsocialcare.

	Civildebt
	Civildebt
	Aﬁnancialsumthatacivilcourthasruledisowedbyadefendantinacase.

	Claimants(Civillitigation)
	Claimants(Civillitigation)
	Apersonapplyingforanyrelieffromsomeoneinacivilcourt.Priorto1999theclaimantwascalledthePlainti.

	Clauses(law)
	Clauses(law)
	Speciﬁcprovisionsinlaworalegaldocument.

	Codeofpractice(legal)
	Codeofpractice(legal)
	Principlesthatsetoutexpectedstandardsoractionsinrelationtoanareadeﬁnedinlaw.

	Conﬁdee
	Conﬁdee
	Apersonwhohasreceivedorholdsinformationthatissubjecttoadutyofconﬁdence.

	Conﬁder
	Conﬁder
	Someonewhoimpartsinformationimportingadutyofconﬁdencetoanotherperson.

	Consolidated(consolidatingAct)
	Consolidated(consolidatingAct)
	AnActthatcombinesandreplacestheremainingprovisionsoftwoormoreActsoftheUKParliament,oradevolvedParliament.

	contractualprovisions
	contractualprovisions
	Thelegallyenforceabletextofacontract.

	CourtofProtection
	CourtofProtection
	Aspecialistcourtthatmakesspeciﬁcdecisionsoncasesrelatingtoindividualswholackcapacity.

	Term
	Term
	Meaning

	CrownPowers
	CrownPowers
	Powersexercisedbythemonarchorministersonbehalfofthestate(e.g.theRoyalPrerogative)

	Defence(civillaw)
	Defence(civillaw)
	Oneormorereasonsthatcanbeusedtoevidencethefactthataparticularsetofactionswerenotunlawful.(e.g.notinbreachofconﬁdence).

	Defendant(Civil)DelegatedLegislationDevolved(legislativepowers)
	Defendant(Civil)DelegatedLegislationDevolved(legislativepowers)
	Anindividualthatisthesubjectofcivilproceedings.LawcreatedbyministersorotherbodieswiththestatutoryauthorityenablingtodosoprovidedtothembyPrimaryLegislation,suchasanActofParliament,oranActoftheWelshParliament.Otherwisereferredtoassecondarylegislation.Thetransferofpowersfromonebodyabletopasslegislationtoanother.Forexample,thetransferofpowersandresponsibilitiesfromcentralgovernmenttoanationorregionoftheUK,ortheexerciseofpowersbyadevolvedadministrationtolocalgovernment.Theresponsibilityforhealthandsocialcarewasd

	DevolvedAuthority(organisational)
	DevolvedAuthority(organisational)
	Apublicbodyexercisingfunctionsundertheinstructionofadevolvedgovernment.

	DevolvedGovernment(UK)
	DevolvedGovernment(UK)
	AgovernmentinoneoftheUKnationsexercisingfunctionsastheexecutivebodywithinalegislaturetowhichpowershavebeendevolved.

	Direction(creating
	Direction(creating
	Directionsthatconferfunctionsareatypeof

	functions)
	functions)
	delegatedlegislationbywhichaministerofthecrown(includingindevolvedauthorities)canformallycreateprovisions.

	Term
	Term
	Meaning

	Dischargeoffunctions
	Dischargeoffunctions
	Theperformanceoflegalfunctions.

	Dutyofcare
	Dutyofcare
	Alegalobligationowedbyonepersontoanyotherpersonthattheywillnotharmorlosstothemduetoanythingtheydo,oranythingtheyfailtodo,asaresultoftheircarelessness.

	Equity
	Equity
	Equityreferstotheprincipleofnaturaljustice.Itisaprincipleoflawthataimstoensuresfairnessandjusticeinthewaylawisapplied,particularlywherethecommonlawcannotresolveadisputefairly.Equityconsistsofseparatelegalprinciples,butbothbeappliedtothesamesituation,inthesameaction.Ifthereisaconﬂictbetweentherigidrulesoflawandwhatisfair,equityissaidtoprevail

	EstablishmentOrder
	EstablishmentOrder
	TheStatutoryInstrumentbywhichapublicauthoritycanbecreatedpursuanttoanActofparliament.

	Ethicalobligations
	Ethicalobligations
	Standardsofmorality,usuallydeﬁnedbyprofessionalbodiestodeﬁneappropriateconductintheactivitiestowhichtheyrelate.

	Executive(Government)
	Executive(Government)
	Thebodyingovernmentthatisresponsiblefor

	Fraud
	Fraud
	Toobtainbeneﬁtbyamisrepresentation

	Government
	Government
	Thegovernmentisappointedbythemostseniorministerinaparliament(e.g.PrimeMinister,FirstMinister).Themostseniorministerinaparliamentisusuallytheleaderofthepartythatachievesthemostrepresentativesintheparliamentinanelection.

	Term
	Term
	Meaning

	Held(judgement)
	Held(judgement)
	Referstothedecisioninthecase.Thereasonforthatdecisionisknownastheratiodecidendi,whichliterallymeans‘thereasonfordeciding’.

	Impliedfunctions(statutorybody)
	Impliedfunctions(statutorybody)
	Functionsofastatutorybodythatcanbeimpliedfromgeneralorganisationalpurposesorresponsibilities.

	Impliedstatutorygateways(informationsharing)
	Impliedstatutorygateways(informationsharing)
	Aprovisioninlegislationthatenablesthesharingofinformationonthebasisthatthesharingisnecessarytofulﬁlanystatutoryfunction,

	Informationgovernance
	Informationgovernance
	Aframeworkconsistingofpolicyandassurancethatensuresthatinformationrelatingtoindividualsisusedandstoredlawfullyandsecurelyinlinewithgoodpractice.

	InjunctionIntellectualproperty
	InjunctionIntellectualproperty
	Anorderfromacourtthatrestrainsalegalpersonfromdoingaparticularact.(Forexample,fromdisclosinginformationsubjecttothedutyofconﬁdence)Atypeofintangiblepropertythatistheproductofthethoughtprocessesofhumans.Examplesofintellectualpropertyincludeinventions,diagrams,designs,images,names,symbols,literaryworks,andartisticworks.

	J(Judicialpositions)
	J(Judicialpositions)
	Referstothetitleofthejudgeholdingthetitle‘Justice’.Forexample,‘MrJusticeJones’orinabbreviatedformJonesJ.

	Judgement(court)
	Judgement(court)
	Thedecisionofacourt.

	JudicialPrecedent
	JudicialPrecedent
	Adoctrinethatrequiresjudgestofollowthedecisionsofcasesinspeciﬁedcourtsofhigherauthority.

	Term
	Term
	Meaning

	Judicialreview
	Judicialreview
	Thereviewoftheactionsofanadministrativebodybyacourt.Intheeventthecourthasactedultraviresthecourtcangiveadeclarationofthatfact,imposeanorder,ormakeanawardtoanypartythathasbeendetrimentallyaected.

	LawCommission
	LawCommission
	AstatutoryindependentbodycreatedbytheLawCommissionsAct1965toreviewelementsofthelawofEnglandandWalesandmakerecommendationstoParliament.

	Lawful
	Lawful
	Actinginaccordancewiththelaw.

	legalexcuse
	legalexcuse
	Actinglawfullybecauseofalegaldefence.

	legalpersons
	legalpersons
	Anypersonorbodythatexistsasalegalentityandthereforeiscapableofbeingsued.

	Legislation
	Legislation
	Lawspassedbythelegislature,orinthecaseofsecondarylegislation,lawspassedbyvirtueofpowersgiventoanotherperson(e.g.aminister)

	LegislativeCompetence(WelshParliament)
	LegislativeCompetence(WelshParliament)
	ReferstotheextentoflegalpowersdevolvedtotheWelshParliament,andtheextenttowhichtheycanbeexercised.Passinglegislationinanon-devolvedareaoflawwouldbeoutsideofthelegislativecompetenceoftheWelshParliamentandthelegislationwouldbeultraviresandthereforenoneective.

	M.R.orMR
	M.R.orMR
	Postnominallettersthatsignifythattheholderistheholderofoceof‘TheKeeperoftheMasteroftheRollsandRecordsoftheChanceryofEngland’,or‘MasteroftheRolls’initscommonlyusedform.TheholderisthePresidentoftheCivilDivisionoftheCourtofAppealofEnglandandWalesandHeadofCivilJustice

	Term
	Term
	Meaning

	MasteroftheRolls
	MasteroftheRolls
	ThecommonlyusedtitlefortheoceoftheKeeperorMasteroftheRollsandRecordsoftheChanceryofEngland,knownastheMasteroftheRolls,isthePresidentoftheCivilDivisionoftheCourtofAppealofEnglandandWalesandHeadofCivilJustice

	medicalethics
	medicalethics
	Standardsofmorality,deﬁnedbyprofessionalbodiesthatdeterminewhatisconsideredappropriateconductintheprovisionofanymedicalorotherservices.Itincludesconnectedactivitiessuchastheundertakingofmedicaltrialsandtheuseofinformationforresearch.

	Misrepresentation(law)
	Misrepresentation(law)
	Afalsestatementofmaterialfactthatinﬂuencesadecision.

	NationalDataGuardian
	NationalDataGuardian
	ApositioncreatedinStatuteunderTheHealthandSocialCare(NationalDataGuardian)Act2018toadvisehealthandadultsocialcarebodiesinEnglandonthesafeandethicaluseofdata.

	Negligence
	Negligence
	Atortwhichoccurswhenapersonbreachesadutyofcarethatresultsindamageorharm.

	ObiterDictum
	ObiterDictum
	(Latin)Meaning‘otherthingssaid’.Referringtothings‘saidinpassing’thatdonotrelatetothedecisioninthecaseanddonotcreateajudicialprecedent.

	Obligation(legal)
	Obligation(legal)
	AnActthatsomeoneisrequiredtodobylaw(e.g.registerabirth),oradutyinlawthatrequirespeoplenottodosomething(e.g.causeharmbynegligence).

	Order(legislation)
	Order(legislation)
	AStatutoryInstrumentthatusually

	Term
	Term
	Meaning

	Paragraph(number)(inlegislation)
	Paragraph(number)(inlegislation)
	Usedtodenotespeciﬁcprovisioninsomelegislation.Morecommonlyapointofreferenceinschedulestolegislationbutsometimesusedwithvaryingconsistencyinothercases.

	ParentAct
	ParentAct
	AnActthatprovidesthatsecondarylegislationtobecreatedbyaspeciﬁcministerorbody.

	Plainti
	Plainti
	Apersonapplyingforanyrelieffromsomeoneinacivilcourtpriorto1999.NotreferredtoasaClaimant.

	PowersofAttorney
	PowersofAttorney
	Alegalpowerthatgrantsauthorityforanindividualtoactforanotherpersoninspeciﬁedmatters.

	PrimafaciePrimarylegalsources
	PrimafaciePrimarylegalsources
	(Latin)Meaning‘atﬁrstappearance’.Inlawthetermisoftenusedtodescribesomethingthatisconclusiveonﬁrstappearancesbutisnotnecessarilyconclusive.Documentedsourcesoflawmaintainedbybodiesrecognisedasprovidinganauthoritativeaccountofthosesources.

	privityofcontractProvision(legislation)
	privityofcontractProvision(legislation)
	Theprinciplethatapersonwhoisnotpartytoacontractcannotenforceitsterms.Ageneraltermthatreferstothesubstanceofanytextofanylegislation.

	Publicauthorities
	Publicauthorities
	ApubliclyfundedlegalpersonthatperformsdutiessetoutinStatute,orotheractivitiesconsistentwithfunctionsofnational,devolvedorlocalgovernment.

	Term
	Term
	Meaning

	QueensCouncil/Q.C.
	QueensCouncil/Q.C.
	Anawardgiventoexceptionalbarristers,andsolicitors(since1995)whenservingunderafemalemonarch.Theawardprovidesrecognitionoftheirstatusasaseniorlawyergiventheircompetenceincomplexadvocacycases.Thetitleisrecognisedincourt.AllholdersofthetitlebecameKingsCounsel(orK.C.)onthedeathofQueenElizabeththesecond.

	Ratiodecidendi
	Ratiodecidendi
	(Latin)Meaning‘therationaleforthedecision’.Thetermdescribesthereasonsfortheoutcomeofacase.Whereitcreatesajudicialprecedent,theratiodecidendiisbindingonlowercourts.

	Regulation
	Regulation
	AStatutoryInstrument.TheeectofaRegulationcanbethesameasthatofanyStatutoryInstrument.Regulationsusuallycreatenewlawintheareapermitted

	Regulation(asaprovision)
	Regulation(asaprovision)
	UsedtodescribeaprovisioninRegulationsestablishedunderStatute,unlessotherwisedeﬁnedbythemoregenericterm‘article’therein.

	Repeal
	Repeal
	Theactofremovingorcancellinglegalinstruments,suchasStatuteoranylegalinstrument(e.g.StatutoryInstrument,Directionetc).Alsoknownas‘Revoking’.

	Revoking(legislation)
	Revoking(legislation)
	Theactofremovingorcancellinglegalinstruments,suchasStatuteoranylegalinstrument(e.g.StatutoryInstrument,Directionetc).Alsoknownas‘Repealing’.

	TermSecondaryLegislation
	TermSecondaryLegislation
	MeaningLawcreatedbyministersorotherbodieswiththestatutoryauthorityenablingtodosoprovidedtothembyPrimaryLegislation,suchasanActofParliament,oranActoftheWelshParliament.Otherwisereferredtoasdelegatedlegislation.

	Setaside(anobligation)
	Setaside(anobligation)
	Relatestotheabilitytobeabletodiscountanylegalobligationcertaincircumstancesasprovidedbylaw.Theobligationisnotremoved.

	Statute
	Statute
	Legislationpassedbyalegislature.

	statutorybody
	statutorybody
	AlegalbodycreatedbyStatute/legislation.

	statutoryfunction
	statutoryfunction
	Thosefunctionstoundertakecertaintasksortohavecertainobligations,asconferredonabodybylaw.

	StatutoryInstrument
	StatutoryInstrument
	SecondaryorsubordinatelegislationthatcanbecreatedbyMinistersoftheUKParliamentorbydevolvedadministrationsorbyHisMajesty,withthepowertodosohavingbeenpermittedbyprimarylegislation.

	statutoryinterpretation
	statutoryinterpretation
	Thesetofprinciplesbywhichjudgesinterpretstatutoryprovisions.SomemethodologyisderivedfromspeciﬁcStatute’ssuchastheInterpretationAct1978,othersbyjudicialprecedentitself.

	statutoryprovision
	statutoryprovision
	Thetextthatappearsinanylawproducedbyalegislativebody.

	SubordinateLegislation
	SubordinateLegislation
	LegislationsuchasStatutoryInstrumentsthataremadebypersonsorbodies,withthepowertodosohavingbeenpermittedbyprimarylegislation.

	Sue/Sued
	Sue/Sued
	Toinstigateanylegalproceedingsagainstanotherperson.

	Term
	Term
	Meaning

	Tort
	Tort
	Awrongfulact,orbreachofacivilduty,otherthanundercontract.

	Tradesecret
	Tradesecret
	Atypeofintellectualproperty(IP)thathasaneconomicvalueowingtothecompetitiveadvantageismaintains.Atradesecretcanincludeprocesses,designs,patterns,tools,instruments,workingpracticesorinformationthatisnotgenerallyknownandisbeingprotectedbytheownerofthesecret.

	UltraVires
	UltraVires
	(Latin)Meaning‘beyondpower’.Usedtodescribetheactofapersonactingoutsideoftheirlegalpowers.Intraviresreferstoapersonwithactingwithintheirlegalpowers.

	Unbrokenchainofcausation(civillaw)
	Unbrokenchainofcausation(civillaw)
	Aconceptthatinordertosucceedinanaction,thecauseandeectoftheeventundertakenbyadefendantmusthavecausedtheresultthatanyclaimisseekingtoremedy.

	V.C.orVC
	V.C.orVC
	PostnominallettersthatsignifythattheholderistheholderofoceofViceChancellor.ApositioncurrentlyknownasTheChancelloroftheHighCourt.TheholderisthePresidentoftheChanceryDivisionoftheHighCourtandvice-presidentoftheCourtofProtection.

	Vicariouslyliable
	Vicariouslyliable
	Whereonepersonisliablefortheactsofanotherduetoaspeciﬁcrelationship(usuallyanemploymentrelationship).

	ViceChancellor
	ViceChancellor
	ThepositioncurrentlyknownasTheChancelloroftheHighCourt.TheholderisthePresidentoftheChanceryDivisionoftheHighCourtandvice-presidentoftheCourtofProtection.

	TermVolentinonﬁtinjuria’
	TermVolentinonﬁtinjuria’
	Meaning(Latin)Meaning‘toavolunteer,injuryisnotdone’.Themaximreferstothedefenceofconsent,andtheprinciplethatifsomeoneconsents,thereisnoactionablebreach.

	Waive(dutyofcare)
	Waive(dutyofcare)
	Whereapersonrelinquishestheirrighttosueapersonwhoowesthemadutyofcareintheeventofharm.

	WelshGovernment
	WelshGovernment
	ConsistingofWelshMinistersandtheWelshGovernmentCivilService,itistheexecutivebodyintheWelshParliamentthatcreatesandcoordinatespolicyandlawonbehalfofalegislature.

	WelshMinisters
	WelshMinisters
	MembersoftheWelshGovernment,theexecutivebodyintheWelshParliament.See‘Government’,


	Abbreviation
	Abbreviation
	Abbreviation
	Reporttitle

	A.C.
	A.C.
	LawReports,AppealCases(ThirdSeries)(1891-)

	AllER
	AllER
	AllEnglandLawReports(1936-)

	AllER(Comm)
	AllER(Comm)
	AllEnglandLawReports(CommercialCases)(1998-)

	AllERRep
	AllERRep
	AllEnglandLawReportsReprint(1558-1935)

	BMLR
	BMLR
	ButterworthsMedico-LegalReports(1992-)

	Ch
	Ch
	LawReports,ChanceryDivision(3rdSeries)(1890-)

	Ch.D.
	Ch.D.
	LawReports,ChanceryDivision(2ndSeries)(1875-1890)

	D
	D
	Dunlop’sSessionCases(1838-1862)

	EWCAciv
	EWCAciv
	CourtofAppeal(CivilDivision)[NeutralCitation](2000-)

	EWHC
	EWHC
	England&WalesHighCourt(AdministrativeCourt)[NeutralCitation](2000-2001)

	EWHC(QB)
	EWHC(QB)
	England&WalesHighCourt(Queen'sBenchDivision)[NeutralCitation](2001-)

	F.S.R.
	F.S.R.
	FleetStreetReports(1963-)

	Fam
	Fam
	FamilyLaw(1971-)

	IP&TDigest
	IP&TDigest
	IntellectualPropertyandTechnology(Digest)

	K.B.
	K.B.
	LawReports,King'sBench(1901-1952,2022-)

	L.D.A.B.
	L.D.A.B.
	LegalDecisionsAectingBankers(1900-2001)

	L.J.Ch.
	L.J.Ch.
	LawJournalReports,ChanceryNewSeries(1831-1946)

	Lloyd'sRepMed
	Lloyd'sRepMed
	Lloyd'sLawReportsMedical(1998-2006)

	Mac.&G.25
	Mac.&G.25
	Macnaghten&Gordon'sChanceryReports(1848-1851)

	Q.B
	Q.B
	LawReports,Queen'sBench(1891-1901,1952-2022)

	QBD
	QBD
	LawReports,Queen'sBenchDivision(1875-1890)

	R.P.C.
	R.P.C.
	ReportsofPatent,DesignandTradeMarkCases(1884-)

	UKHL
	UKHL
	UnitedKingdomHouseofLords[NeutralCitation](2000-2009)

	UKIT
	UKIT
	UKInformationTribunal(2010-)

	WLR
	WLR
	WeeklyLawReports(1953-)


	SensitivityLessSensitive/trivialVerySensitivee.g.informationheldbyprofessionalsPermanenceofinformationPermanentNon-Tangible
	Level1
	Level1
	Level1
	Nonconﬁdential

	Level2
	Level2
	Conﬁdential

	Level3
	Level3
	HighlyConﬁdential


	Qualityofconﬁdence
	Qualityofconﬁdence
	Qualityofconﬁdence
	Noqualityofconﬁdence

	Knownbyasmallnumberofpeople[42]’
	Knownbyasmallnumberofpeople[42]’
	Knownbyasubstantialnumberofpeople[42]

	Disclosedtoalimitedpartofthepublic[43].’
	Disclosedtoalimitedpartofthepublic[43].’


	QualityofconﬁdenceSexlivesinoroutofmarriage[50].
	QualityofconﬁdenceSexlivesinoroutofmarriage[50].
	QualityofconﬁdenceSexlivesinoroutofmarriage[50].
	NoqualityofconﬁdenceMarriage(i.e.inthepublicdomain)[50]

	Secretrelationships,includingplacinganobligationontheotherparty[51].
	Secretrelationships,includingplacinganobligationontheotherparty[51].
	Sexualrelationshipsinthepublicdomain[52].

	Relationshipsinapublicplace(e.g.aclub)[52].
	Relationshipsinapublicplace(e.g.aclub)[52].


	EmployerLiable
	EmployerLiable
	EmployerLiable
	EmployeeLiable

	Closeconnectionbetweenthedutiesoftheemployeeandthebreach[85].’Temporallinkandanunbrokenchainofcausationbetweentheemployee’sdutiesandthebreach[87]
	Closeconnectionbetweenthedutiesoftheemployeeandthebreach[85].’Temporallinkandanunbrokenchainofcausationbetweentheemployee’sdutiesandthebreach[87]
	Employeenotauthorisedtodotheactthatcausedthebreach[87].Takingadvantageofanopportunitytocommitanactnotauthorisedbytheemployer[87].

	Actingontheemployer’sbusiness[87]
	Actingontheemployer’sbusiness[87]


	Principle
	Principle
	Principle
	Principle

	Continued
	Continued
	Consentwillnotbevalidwhere: Theuseorbeneﬁtsaremisrepresentedtothepersonconsenting[116] Thepersonconsentingdoesnotfullyunderstandwhattheyareconsentingto[124]. Theroleorqualiﬁcationsofthepersonseekingconsenthasbeenmisrepresented[126]. Risksintheuseofinformationarenothighlightedoraremisrepresented[119].

	Thepersonconsentingmusthavecapacitytoconsent
	Thepersonconsentingmusthavecapacitytoconsent
	 Individualsovertheageof16[134]areassumedtohavecapacity[135]unlessdemonstratedotherwise. Capacityorlackofcapacitycannotbeassessedonthebasisofaperson’sageorappearance[136];oranyconditionoranyaspectoftheirbehaviourthatcouldleadtounjustiﬁedassumptionsaboutthatpersonnothavingcapacity[137]. Achildunder16withsucientunderstandingandintelligencetobecapableofmakinguphisownmindonthematterrequiringdecisionhascapacity[149].TheMentalCapacityActspeciﬁesthatapersonlackscapacityiftheyareunabletomakeadecisioninrelationto

	Principle
	Principle

	Continued
	Continued
	 Retainthatinformation[131]forenoughtimetomakeadecision[140]. Useorweigh-upinformationaspartoftheprocessofmakingthedecision[132].Theprocessofweighingupinformationmaymeanapersonmakesadecision[141],orisunabletoreachadecision[142].Anunwisedecisionisstilladecision,evenifitisunwise[143]. Communicatethedecision[133],whetherbytalking,usingsignlanguageoranyothermeans[144].

	Consentmustbegivenwiththefreewillofthepersonconsenting,withoutcoercionorforce.
	Consentmustbegivenwiththefreewillofthepersonconsenting,withoutcoercionorforce.
	Avalidconsentmustbemadewiththefreewillofthepersonwithoutcoercionorforce[40].Consentisinvalidwheretheconsenthasonlybeenprovided: Becauseitisapreconditionofreceivingsomeotherservice[160]. Becausesomeonehaspersuadedorforcedthepersonconsenting[40] Asaresultofimproperpressureoranunlawfulthreat[164]. Becauseoftherelationshipoftheparties[164] Becauseofsomeundueinﬂuenceofwhatthepersonseekingconsentsaysordoes,evenwherethisismeantwiththebestofintentions[165]. Duetosomethevulnerabilityofthepersonconsenting,suchw


	Principle
	Question
	Question
	Question
	Question
	Answer

	WhatCanIdisclose?
	WhatCanIdisclose?
	Maintainingthedutyofconﬁdenceshouldalwaysbeanoverridingconsideration[33],andtheargumentinfavourofdisclosuremustbesigniﬁcantenoughinordertooverridethedutyofconﬁdenceowedtoanindividual[25].Wherethepublicinterestoutweighsthedutyofconﬁdence,onlyinformationthatthereispressingsocialneedtomakeknownshouldbedisclosed[17].Thedecisiononwhatshouldbedisclosedshouldbeassessedinproportiontothepublicinterestindisclosure[25].

	WhocanIdiscloseitto?
	WhocanIdiscloseitto?
	Adisclosureofinformationmustbelimitedtothosepartieswhohaveaproperinterestinknowingtheinformation[20]anditisinthepublicinteresttodiscloseto[36].

	WhencanIdisclosetheinformation
	WhencanIdisclosetheinformation
	Thedefencecanonlyberelieduponatthetimethereisapublicinteresttodisclosure[34].Thepublicinterestmayinsomecircumstancesrelatetoadisclosureofinformationrelatingtopastevents,currentevents,orcouldbeinformationthatcouldimpacteventsthatcouldhappeninthefutureiftheinformationisnotdisclosed[35].

	CanIevidenceIwasjustiﬁedinmakingthedisclosure?
	CanIevidenceIwasjustiﬁedinmakingthedisclosure?
	Thepersondisclosinganyinformationmustbeabletodefendthepositiononthebasisthatthepublicinterestargumenthassomesubstance[33]unlessthedisclosureistoaregulatorybody,andthereisapossibleprofessionalconductissue[38].Speculationthattheremaybeasubstantialpublicinterestisinsucientandapersondisclosingmayﬁndthemselvesinbreachofconﬁdenceshouldtheydiscloseinformation[33].


	Providingof
	Providingof
	Providingof

	careand
	careand

	treatment[99]
	treatment[99]

	Medical
	Medical
	Themanagement
	(butnotsolely

	research[99]
	research[99]
	ofhealthand
	forthispurpose

	TR
	socialcare
	[255])

	TR
	services[99]

	Informingabout
	Informingabout
	Informingabout
	Informing

	theirphysicalor
	theirphysicalor
	thediagnosisof
	abouttheircare

	mentalhealthor
	mentalhealthor
	theircondition
	andtreatment

	condition[100].
	condition[100].
	[100]
	[100].


	MedicalPurposesProvidingpreventativemedicine[99]Providingmedicaldiagnosis[99]
	PatientInformationPhysicalormentalhealth[101].Conditionofanindividual[101]
	Derived,
	Derived,
	Derived,

	directlyor
	directlyor

	indirectly,from
	indirectly,from

	Diagnosisofhis
	Diagnosisofhis
	Hiscareor
	such

	condition[101].
	condition[101].
	treatment[101].
	information,

	including
	including

	wherethe
	wherethe

	individual
	individual

	cannotbe
	cannotbe

	identiﬁed[102]
	identiﬁed[102]

	Conﬁdential
	Conﬁdential
	Whereanindividualcanbeidentiﬁed:

	Patient
	Patient
	 Fromtheinformation,orfromthatinformation

	Information
	Information
	andotherinformation,whichisinthe

	TR
	possessionof,orislikelytocomeintothe

	TR
	possessionof,thepersonprocessingthat

	TR
	information,and

	TR
	 Theinformationwasobtainedorcreatedbya

	TR
	personwhoowedadutyofconﬁdencetothe

	TR
	individual[258].’


	Regulationscreatedunders251cancontainprovisionsAsrelatetomedicalpurposesintheinterestsofimprovingpatientcareorinthepublicinterest[251].’Tosetasidethecommonlawduty[245],Tocreatecriminaloencesincludingthoseonsummaryconvictionpunishablebyaﬁnenotexceedinglevel5onthestandardscale[266].
	Regulationscreatedunders251cancontainprovisionsAsrelatetomedicalpurposesintheinterestsofimprovingpatientcareorinthepublicinterest[251].’Tosetasidethecommonlawduty[245],Tocreatecriminaloencesincludingthoseonsummaryconvictionpunishablebyaﬁnenotexceedinglevel5onthestandardscale[266].
	Regulationscreatedunders251cancontainprovisionsAsrelatetomedicalpurposesintheinterestsofimprovingpatientcareorinthepublicinterest[251].’Tosetasidethecommonlawduty[245],Tocreatecriminaloencesincludingthoseonsummaryconvictionpunishablebyaﬁnenotexceedinglevel5onthestandardscale[266].
	Regulationscreatedunders251cannotcontainprovisionsWhereit’sreasonablypracticaltoprocessconﬁdentialinformationforanypurposewithoutneedingtorelyontheregulations,havingregardtothecostofandthetechnologyavailableforachievingthatpurpose[253].

	Inrelationtomakingprescribedcommunicationsofpatientinformationtothepersonitrelatesto,thepersonitprincipallyrelatesto(wherethereismorethanoneperson)ortoanotherpersononbehalfofthatperson[259].
	Inrelationtomakingprescribedcommunicationsofpatientinformationtothepersonitrelatesto,thepersonitprincipallyrelatesto(wherethereismorethanoneperson)ortoanotherpersononbehalfofthatperson[259].
	Forthesoleprovisionofcareortreatment[255].

	Requiringorauthorisingdisclosureofprescribedpatientinformationofanydescriptionsubjecttoconditions,includingundertakingsonhowtheinformationisprocessed[263].
	Requiringorauthorisingdisclosureofprescribedpatientinformationofanydescriptionsubjecttoconditions,includingundertakingsonhowtheinformationisprocessed[263].


	Design,developanddeliverdigitalplatforms,systemsandservices[457]Tosupportandassistothersinthedesign,developmentanddeliveryofdigitalplatforms,systemsandservices[458]
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